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Introduction

Practical Amazon EC2, SQS, Kinesis, and S3 introduces Amazon Web Services. It explains
how to implement EC2 to run applications, how to use SQS for messaging queuing data
from one computer to another, and how to process large streams of data using Kinesis. In
this book, I also show how to store files on S3 and access them from anywhere.

First, in the introduction to Amazon Web Services, I will discuss prerequisite setups,
such as IAM user and key pair, and local machine setups with tools that will help to
implement EC2, SQS, Kinesis, and S3.

Next, I will explain the basics of EC2 and different types of EC2 instances. I will
demonstrate how to create EC2 and connect EC2. Furthermore, I will explain SQS and
how it is different from traditional MQs. Then I will demonstrate file storage using AWS
S3. Finally, I will look at how to process large streams of data using Kinesis.

There are different ways to implement AWS EC2 instances, SQS, Kinesis, and S3.
Users can use the method that best suits their project requirements.

I will explore the following:

e AWS Management Console: I will focus on the implementation
of AWS EC2, SQS, Kinesis, and S3 using the AWS Management
Console. I also cover how to configure the attributes from the UL

e AWS CLI: I will explain how to use AWS CLI to implement AWS
EC2, SQS, Kinesis, and S3. For using AWS CLI, I will also explain
the installation and configuration of AWS CLI on local machines.
In addition, I will discuss how to configure the attributes from the
AWS CLI

e  AWS Java SDK: I will demonstrate how to consume AWS SDK
for Java for implementing AWS EC2, SQS, Kinesis, and S3. There
are different APIs provided by AWS to perform different actions
on the AWS EC2, SQS, Kinesis, and S3. Also, I will provide code
snippets and their execution effects on AWS EC2, SQS, Kinesis,
and S3, which can be seen on UI.

Furthermore, you will learn how to implement AWS CloudWatch for AWS EC2, SQS,
Kinesis, and S3. You will learn how to raise an alarm for EC2, SQS, Kinesis, and S3 when
thresholds are reached. (This is used in production environments where services are
continuously monitored to see whether they are performing well and that there are no
side effects going on pertaining to the services.)
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INTRODUCTION

Who Should Read This Book

This book is intended for cloud engineers or developers, software architects, project
managers, and users who want to explore Amazon EC2, SQS, Kinesis, and S3. Basic
knowledge of Java programming is expected.
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CHAPTER 1

Getting Started with AWS )

In recent years, IT professionals have frequently used the term cloud computing to
refer to the practice of using remote services to store, manage, and process data.
However, the most common term is Amazon Web Services (AWS). AWS has changed
the working methodology of the application/system by providing various services that
can be integrated into our applications and systems. It allows developers to focus on
the core business logic while services such as infrastructure management, database
administration, server management, high availability, cost minimization, and so on, are
being handled by AWS.

In this chapter, I will introduce the basics of Amazon Web Services and the
prerequisite configurations that will be needed for subsequent chapters.

What Is Amazon Web Services?

Amazon Web Services is a cloud service provider that allows a user to consume different
services to ease the application management. AWS provides infrastructure, security,
storage, networking, and other services that are useful for application life cycle.

AWS is being exposed as Web Services. This makes it very simple and easy for users
to manage the services. It provides services as an on-demand basis. In other words, users
can enroll for services according to their requirements or demands for the applications
and terminate the services when they are no longer needed.

AWS is located at various geographical locations, also known as regions. Users have
the choice to select from any of these available geographical locations that they feel will
be the most useful in terms of serving the application latency time.

Note For more information on latency, see https://en.wikipedia.org/wiki/
Latency_(engineering).

As AWS is an on-demand service, it uses pay-as-you-go pricing. As a result, you will
be charged only for the services you use. AWS also provides detailed monthly billing that
helps users to know which services they are consuming the most.
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Sign Up for Amazon Web Services

To have access to AWS, you first need to create an account in Amazon Web Services.

1.  Openthe URL http://aws.amazon.comin any browser and
click Sign In to the Console, as shown in Figure 1-1.

My Accourt =

Build your first project with AWS
! shep-ly-slep guides AWS Console Mobile App
4 Vi o remuroes on 105
and Androvd devices.

Download the Liobise App -

é -p Gartner ¢ ——%
: g :
AMAZON ECS 2010 MADIKS QUADRANT AWS MARKETPLACGE
Dymamis perts new available with Now even easier to i inta your for the Dizcover and deplay software from
Amazon ECS. Easly deploy microservices  warkflows. Leam mare consecutive year, Get the Gartner report  hundreds of irusted vendors. Lesm more

i your elustor, Laam mare naw -

Figure 1-1. Amazon Web Services landing page

2. The next page you will see is the sign-in page, where you will
select] am a new user. and provide an e-mail address. Then
you will click the Sign in using our secure server button, as
shown in Figure 1-2.
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1L
iramazon
B8 webservices

Sign In or Create an AWS Account
What is your email (phone for mobile accounts)?

E-mail or mobile number: Amazon EC2
— Container
Service

Run Production Docker Worklo

# Iamanew user.

I am a returning user
and my password is:

Try Today »

Learn more about AWS Identity and Access Management and AWS Multi-Factor Authentication, features that provide
additional security for your AWS Account. View full AWS Free Usage Tier offer terms.

Figure 1-2. Create an AWS account

3. Inthe next step, shown in Figure 1-3, you will provide login
credentials that include your name, e-mail address, and
password. Using this e-mail address and password, you will be
able to log in to the AWS Management Console, so make sure
you remember to save this information in a secure place.
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LT
ilsFamazon
BF webservices
Login Credentials

Use the form below to areate login credentials that can be used for AWS as well as Amazon.com.
My name is: | Sunil Gulabani
My e-mail address is: |
Type it again: T

note: this is the e-mail address that we
will use to contact you about your
account

Enter a new password:

Type it again:

About Amazon.com Sign In

Amazon Web Services uses information from your Amazon.com account to identify you and allow access to Amazon Web Services. Your use
of this site Is governed by our Terms of Use and Privacy Policy linked below. Your use of Amazon Web Services products and services is
governed by the AWS Customer Agreement linked below unless you purchase these products and services from an AWS Value Added
Reseller.

Figure 1-3. Login credentials
4. The next step is to provide contact information to AWS since

AWS will generate bills with this name and address, as shown
in Figure 1-4.
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rEng Ergmn  » | Sign Out
“sramazon
"F web services Amazon Web Senvices Sign Up

Contact Information

! Company Account @ Personal Account

* Required Fields
Full Name*
Country™ | Unitod St

Address”

City*
State / Province or Region™
Postal Code*

Phone Number*
Security Check @

Refresh Image

Piease type the characters as shown above

Figure 1-4. Providing contact information

5. Inthe next step, shown in Figure 1-5, you will provide
payment information (that is, credit card details) so that AWS
can directly charge the monthly billing amount to your credit
card account. It is critical to provide this information because
without this payment information, users won'’t be able to
consume any services on the AWS Management Console.
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(111 ki v | SO00t
“~*amazon St
¥ webservies Amazon Web Services Sign Up

+ Fraquently Asked Questions

Computs et Datoace
AN 3 Free Tier Amazon EC2 Amazon 33 Amazon RDY
freff yex TS0res ey | w68 ]
“vuen (o e ille -
Caraholders Name
a
Credit/Debit Card Number visA m —

Explration Date

vl | 28 w

= Uce my contact addrect

2 Ute 3 ne'w 30dretc

Please Note

— PAN Information

DoYouHave APANT @ © Yes ) No

= _ Vety Cav and Cortres

Figure 1-5. Payment information

Under Frequently Asked Questions, AWS free tier information is provided. For new
users, AWS provides a free usage tier so those users can experiment with AWS services.
Only some of the services are available for free by AWS. For more details, please visit
https://aws.amazon.com/free.
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6. The next step is to verify your identity, as shown in Figure 1-6.
Here, you will be providing your contact number. When you
click the Call Me Now button, an automated call is triggered to
your contact number. Simultaneously, a PIN number will be
provided to the automated call received.

NP Engien v | Sign Out

i amazon

58 webservices Amazon Web Services Sign Up
Contact Information Payment & PAN Identity Verification Support Plan Confimation
Information
Identity Verification
“ou will be called immediately by an automated system and to enter the PIN number provided

1. Provide a telephone number
Flease enter your information below and ciick the "Call Me Now”™ bution,

Country Code Phone Number Ext
| Cal Me ow

2. Call in progress

3. Identity verification complete

Figure 1-6. Identity verification

7. Once you verify the PIN number via the automated call, you
can see that your identity verification is complete, as shown in
Figure 1-7.
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_ Nnin Engn  » | Sign Out
“isramazon
UF webservices Amazon Web Services Sign Up
Caontact Information Payment & PAN Identity Verification Support Plan Confirmation

Information

— ldentity Verification
You will be called irmmediately by an automated system and prompted to enter the PIN number provided
1. Provide a telephone number
2. Call in progress
3. |dentity verification complete

“Your identity has been verified successiully

Continue to select your Support Flan

Figure 1-7. Identity verification complete

8. The final step is to choose Support Plan, as shown in Figure 1-8.
Users have the right to select the plan they are willing to
subscribe to. In our case, we will choose the basic free plan.
You can either choose the developer or business support plan
if your work requires either of these type of AWS support.
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[ergan -] Sign Out
Amazon Web Services Sign Up

Contact Information Fayment & PAN Identity Verfication Suppon Plan Confirmation
Infermation

— Support Plan

AWS Support offers a selection of plans 1o meet your needs. All plans provide 24x7 access 1o customer
service, AWS documentation, whitépapers. and suppon forums. For access to technical suppont and addgional
resources to help you plan, . and optimize your AIVS environment, we recommend selecting a support
plan that best a!-grs with your AWS usage.

All customars receive free Basic Suppon

—— Basic Support

® Basic

Description: Customer Service for account and biling questions and access 1o the ANS
Community Forums.

Price: Included

) Developer
Use case: Experimenting with ANS

Descrpton: One primary contact may ask technical questions through Suppon Center and
gt a response within 12-24 hours during keal business hours.

Price: Stans at S28month (scales based on usage)
(» Business
Use case: Froduction use of ANS
Description: 24x7 suppod by phone and chat, 1-hour response 1o ungent Suppon Cases,
and help with commen third-party software. Full access to AWVS Trusted Adviser for

optimizing your AWS infrastructure, and access 10 the AWS Support API for automating
YOur Suppon cases and retneving Trusted Advisor results.

Price: Stats at S100/month (scales based on usage)

To explose all features and benafits of AWS Support, including plan compansons and pricing
samples, chck here.

Figure 1-8. Choose support plan

As shown in Figure 1-9, you will receive a registration confirmation, which completes
the registration process.
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English = My Account -

Registration Confirmation
Welcome to Amazon Web Services

Thank you for creating an Amazen Web Sarvices Account. We are activating your account, which g0 in to he Gonsole.
should only take a few minubes. You wil receive an emal when this is complete,

Contact Sales

Try AWS with a 10-Minute Tutorial

Launch a Linux Virteal Machine  Store Your Files in the Cloud Laurch a WordPress Wabsite Launch a Web Application

igw all hitorigle »»
Figure 1-9. Registration confirmation

9. Now that you have created an account on AWS, you will sign
in using the credentials that you provided while creating the
account. You can see in Figure 1-10 that this time you will click
the radio button for I am a returning user and my password
is:. This allows you to provide your password. Once you have
provided your e-mail and password, click the Sign in using
our secure server button.

_ s
fisramazon
8 webservices

Sign In or Create an AWS Account
what is your email (phone for mobile accounts)?
E-mail or mobile number: Amazon EC2

I Container
Service

Run Production Docker W

. Iam anew user.

= Iam a returning user
and my password is:

n DU SECUre server Try Today »

[Forgot vour password?
Learn more about AWS [dentity and Access Management and = features that provide
additional security for your AWS Account, View full AWS Free Usage Tier offer terms.

Figure 1-10. Sign-in page for AWS
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10. Once AWS verifies your credentials, you will be redirected to the
AWS Management Console landing page. (See Figure 1-11.)

Shortculs and Recently Viewed Services
@ i$ ® e
E S ®
DynamolDB AP Gateway CloudFormation 53 Lambda
Quick Starts

AWS Services

Fihometregions urwe-

Figure 1-11. AWS Management Console landing page

This concludes our explanation of the sign-up and sign-up processes.

Create User and Groups

AWS IAM (Identity and Access Management) helps to control the number of users under
this account that will consume the AWS resources. You can provide authentication and
authorization for new users, which allows them to access AWS limited resources. In
subsequent chapters, we will interact with AWS EC2, SQS, Kinesis, and S3 using SDK. In
order to interact with SDK, we need IAM users’ access keys and secret keys.

1. To create IAM, sign in at http://aws.amazon.comand click
IAM under Security and Identity, as highlighted in Figure 1-12.
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E MOBILE APP

AWS Services sow e o the go with our

VRC

AWS MARKETPLACE

Find and buy launch with 1
Click, and pay by the how,

FEEDBACK
Tell us what you think about the new
console home page.

Figure 1-12. AWS Management Console, IAM services

2,

Policies,

Menlity Frovidess
Account Settings

Credential Report

Ercrypiicn Keys

The IAM services page will open and allow you to create users,
groups, roles, policies, and so on, as shown in Figure 1-13.
This enables authorization to access AWS resources.

F ‘Welcome to Identity and Access Management

L

B T ————— iecn” | Conr i

1AM Resources
Jsers: 0 Rgles: 0

Geoups 0 laentty Prowders: O

Customer Managed Pobcies: 0

Security Status - 1 0ut o 5 complete < L >
Dalete your roo!l access keys ~
£ Actwata MFA on your reat account £
A Create indivicual 1AM users -
A Use groups to assign permissions v
A APply an 1AM password policy ~

Waiting for uirwest: Lok amaam aion com.

Figure 1-13. 1AM services
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Click Users in the menu shown under IAM Resources in
Figure 1-13. This will direct you to a page where you can
create a new user and display an existing users’ list. As of now,
we don’t have any users created, so it's showing No records
found. (See Figure 1-14.)
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Uasthomd Create Now Users T TTFRLERY c B @
a Showing 0 resubts
Usertams ¢ Croups Fassworg Password Last Used & Access Keys Creation Time

Mo fecords found

Figure 1-14. IAM users screen

4. The next step is to click the Create New Users button, which
will ask you to provide user names and whether you want to
generate an access key for each user. This check box should be
selected so as to generate an access key and secret key for the
user. See Figure 1-15.

Entar User Namas
1 [seniguiaban

2
3
]

8

¥ Generats am acoess Kay Tor e3ch uter

el ey campleting IS wizard

cancel m
Figure 1-15. Create user

5. Clicking the Create User button will create a user and also
create security credentials, which have Access Key ID and Secret
Access Key (as the check box is selected). See Figure 1-16.

13



CHAPTER 1 " GETTING STARTED WITH AWS

W#  AWS ~  Services ~ ctait ~

G Your 1 Ussrjs) have been created successfully,
This is the last ime these User security credentials wisl be available for dawnload,

A suniigulaban
g suniguiacani

Y e

Figure 1-16. User created

Note You can download these credentials and save them in a secure location so that
others do not misuse them. You can’t download or get credentials once you are off this
screen. Be mindful and store the credentials at a secure location.

6. You can see on the users screen that new user sunilgulabani
has been created. See Figure 1-17.

.
Q Showing 1 results
. | userName & Groups Password Password Last Used & Access Keys Creation Time &

Users ] suniuiabani 0 WA 1 acive 2016-09-15 18:52 UT

Figure 1-17. User listing

7. Now you will create a group that will have full access for AWS
EC2, S3, Kinesis, and SQS. To create such a group, click the
Groups button in the menu, as shown in Figure 1-18. This will
open the Groups screen where you can create new groups and
view the list of existing groups.

14
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Services ~ Edit = Sunil Gulabani ~  Giobal ~

— aroup ackons = sleo
.
Q Shawing 0 results
Group Name & Users Inline Policy Creation Time &

Users o records fourd

Figure 1-18. Groups screen

8.  Click the Create New Group button shown in Figure 1-18. This
will open a dialog box for creating a new group, as shown in
Figure 1-19.

Create New Group Wizard Set Group Name

i Specily 3 Group Name. GIoup RAMEs Can D8 eaned any tme

Group Nama:

Figure 1-19. Create new group

Creating a new group consists of three steps:

a. Step 1: Group Name. In this step, we will set the group
name as “Developers” for our example.

b. Step 2: Attach Policy. Following are a list of policies, and
we will select the policies that need to be attached with
the group.

e AmazonEC2FullAccess

e AmazonS3FullAccess

e AmazonKinesisFullAccess
e AmazonSQSFullAccess

c. Step 3: Review. In this step, we will review the group
name, attach policies, and proceed with creating a group
by clicking the Create Group button. See Figure 1-20.
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Review

Eeeview the ffowing infarmation, then cick Create Group ta procesd

ch POACY Group Name  Develapers EdnGrsup Nase
S 3 Rindw Policies  aimaws lam: s poic
=
amaws lam e mazonS I WACORS
AR AW M WS DORAMAZONK RS F UTAE
oess

IR AW iam Bes pORSAMAZONSOSF ullAcse
5

mazonECIFElAcoe Edi Paicie:

caneal | Frevious

Figure 1-20. Create group

9. InFigure 1-20, you can see the listing of the newly created
group. Now, we will add users to this group. Select the
Developers group and under the Group Actions drop-down
list, click the Add Users to Group option. See Figure 1-21.

Create New Group Group Actions ~

Add Users to Group

Q
Delete Group

[+ Group Name %

Remove Users from Group

v*| Developers

Figure 1-21. Add Users to Group menu

10. Clicking the Add Users to Group button will open the dialog
box where we can select the users that are to be added. Select
the sunilgulabani user and click the Add Users button. See
Figure 1-22.
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Sund Guikand - Glohal = Supprt -

Select users 10 839 10 (e group Developers
g Showing 1 results

User Hame & Graups Passwand Password Last Used £ Access Keys Creation Time &

¥ suniguanani o i 1 active F015-09-15 1852 U

Canesl m
Figure 1-22. Add users to group

Now we have finished creating IAM.

Create Key Pairs

In this section, we will create key pairs that will be used to access the EC2 instance, which
will be created in subsequent chapters. This is just a prerequisite so that we have this key
pair ready when we need it in the upcoming chapters.

1. To create a key pair, click EC2, as highlighted in Figure 1-23.
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AWS Services

EC2

EC2 Container Service

Elastic Bea
Lambda

53
CloudFront

Elastic File System

Glacier
Snowball
Storage Gate

RDS
DynamcDB
ElastiCache

mimit
ploy

CloudWatch
CloudFormation
CloudTrail
Config
OpsWorks

Ser
Trusted

AWS loT

GamelLift

API Gateway
AppStream

Cl h
Elastic Transcoder

Redshift
DMS

Certificate Manager

EMR

Data Pipeline WoerkSpaces
Elast ch Service WorkDocs
Kinesis WorkMail

Machine Learning

Figure 1-23. Amazon Management Console (EC2)

2. This step will direct us to the EC2 dashboard. Here we click
Key Pairs, which is highlighted in Figure 1-24.

| Eczpesheead - Resources ©  Account Attributes Cz
Events 1
Togs o e using the fobiowing Amazon EC2 resources in the U8 West (Gregon) region Supported Pratioims
Repons 0 Running Instances 0 Elastic IPs e
umds 0 Dedicated Hosts 0 Snapshots Default WC
B i 0 Volumas " WpC-23T0TE4T
mstances 0 Key Pairs Resgurce ID lengih management
Spot Requests 0 Placement Grougs
Fessrved Instances Additional Information
Stheduled Instances I x
i Buiid and run distnbuted, faul-lolerant appliications in the cloud with Amaron Simple Vorkfiow Senvice
Dedicated Hosts
Documenacn
Create Instance
Suncis Tases Te stan using Amazon EC2 you will want 1o leunch & virtual server, known &3 an Amazon EC2 insance
olumes
Snagshats West [éegon) rogion
St Oegost ragks AWS Marketplace
Swciriy Croags Service Health ¢ Scheduled Events C Ft trew software trial procucts i

farketplace from the £

Elatne 1Ps Service Status: US West (Oregan):
Flacement Groups 1

LIS West {OvegarT e everis ry these papular Alits
Key Paks ° Dot

This service is operating nocmally Tatleau Server (10 uses)

NeTmOrK e rEces

Figure 1-24. EC2 dashboard (key pairs)
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3. On the key pairs screen, click Create Key Pair, which will ask
you for the key pair name. Enter the name and click the Create
button to create a key pair, as shown in Figure 1-25.

Create Key Pair X

Key pair name: ec2-key-pair

Figure 1-25. Create Key Pair

4. Once you click the Create button, a key pair is generated and a
pem file will be downloaded automatically.

5. Save this pem file in a secure location, as this will be used
for creating an EC2 instance. You will then log in to the EC2
instance from our machine.

Install AWS CLI

AWS Command Line Interface (CLI) is one of the ways to access AWS resources. It allows
users to interact with the AWS resources by command prompts, and they can execute the
AWS commands in scripts. We will first install AWS CLI on our (Windows) machine.

1. Gotohttps://aws.amazon.com/cli/ and find the suitable
installation file. See Figure 1-26.
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Windows
Download and run the 684-bit or 32-bit
Windows installer.

Mac and Linux
Requires Python 2.6.5 or higher.

Install using pip.

pip install awscli

Amazon Linux
The AWS CLI comes pre-installed on

Amazon Linux AMI.

Release Notes
Check out the Release Notes for more
information on the latest version.

Figure 1-26. AWS CLI download

2. Inour case, we downloaded and installed Windows 64-bit.
For other OS AWS CLI Installation, see
http://docs.aws.amazon.com/cli/latest/userguide/
installing.html.

3.  Once we have installed AWS CLI, we will verify that AWS CLI
is installed properly. To verify, open the command prompt
and type the following command:

aws --version

This command should return the version of the AWS CLI, as shown in Figure 1-27.

:\Users\Dell>aws --version
aws-cli/1.10.64 Python/2.7.9 Windows/8 botocore/1.4.54

Figure 1-27. AWS CLI version

The next step is to configure AWS CLI. Open the command prompt and type the
following command:

aws configure

You will be asked for the access key ID, secret access key, default region, and default
output format, as shown in Figure 1-28.
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:\Users\Dell>aws configure
WS Access Key ID [None]:

A
s secret Access Key [tone]: [
efault region name [None]: us-west-2
}Default output format [None]: json

Figure 1-28. AWS CLI configure

4. You can copy and paste the access key ID and secret access
key from the credentials downloaded from the IAM section.
Regarding the default region name, you need to set the region
name where you want to access AWS resources. For the
default output format, the values can be any one of following:
JSON, table, or text. The default format is JSON if you don't
provide a preference.

Download SSH Client

In subsequent chapter(s), I will use PuTTy SSH Client to connect to the EC2 instances.
You can use your choice of SSH Client if you want. To install Putty SSH Client, and
PuTTYgen, download the file from www. chiark.greenend.org.uk/~sgtatham/putty/
download.html.

or www.putty.org/.

PuTTYgen is used to convert the pem file (which was downloaded after creating key
pairs) to a public/private key (ppk) file.

Setup Eclipse

We will use Eclipse software tools to create our application in subsequent chapters.

1. You can download the eclipse software from
https://eclipse.org/home/index.php.

2. Once you download the Eclipse Installer, you need to select
Eclipse IDE for Java EE Developers, as shown in Figure 1-29,
and follow the steps to install it.
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eclipse I nSta | | er— by Oomph

type filter text

@

Eclipse IDE for Java Developers

The essential tools for any Java developer. including a Java IDE, a Git client, XML
Editor, Mylyn, Maven and Gradle integration

Eclipse IDE for Java EE Developers

Tools for Java developers creating Java EE and Web applications, including a Java
IDE. tools for Java EE, JPA. JSF. Mylyn, EGit and others.

Eclipse IDE for C/C++ Developers

An IDE for C/C++ developers with Mylyn integration.

Eclipse IDE for JavaScript and Web Developers

The essential tools for any JavaScript developer, including JavaScript language
support. Git client, Mylyn and editors for JavaScript, HTML, €S5S and XML,

Eclipse IDE for PHP Developers

The essential tools for any PHP developer, induding PHP language support, Git
client, Mylyn and editors for JavaScript, HTML, €SS and XML.

o L

Figure 1-29. Eclipse Installer

Summary

Amazon Web Services is one of the leading cloud providers. I have demonstrated how to
create IAM, which allows access to AWS resources using SDK or CLI. Also, I have shown

how to configure a system to have pre-install software packages.

In Chapter 2, I will guide you through an Elastic Compute Cloud (EC2) instance with
AWS Management Console, AWS SDK, and AWS CLI. Also, I will show you how to create a

cloud watch alarm on EC2.
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CHAPTER 2

Hands-on Elastic Compute
Cloud

Amazon Elastic Compute Cloud (EC2) provides virtual computing. EC2 can be used for
various purposes such as running custom applications, storing files, and so on. Users
have a wide variety of operating systems to launch EC2 instances.

In this chapter, we will cover the following topics:

¢ Introduction to EC2

e  Features of EC2

e EC2Instance Types

e  Managing EC2 Using Management Console
e  Managing EC2 Using AWS CLI

e  Managing EC2 Using AWS SDK (Java)

e  Monitoring Using CloudWatch

Introduction to EC2

Amazon EC2 is an elastic virtual server that resides under the AWS cloud environment.

It provides scalable computing power for an application. It provides great flexibility for
operating systems, memory, CPUs, storage, and so on. Amazon provides EC2 instances for
rent to users at a nominal rate. Users can then deploy their software on the EC2 instance.

Amazon has given control to the users to create, start, stop, and terminate the
instance at their convenience. Amazon has a variety of Amazon Machine Images (AMIs)
available that can be used to create new servers in the cloud. Users can even create their
own AMIs from their EC2 instance. EC2 also has the capability to auto-scale the servers
up and down based on the load of existing servers in just a few minutes.

Amazon provides different regions to launch the different services. As a result, you
can create instances to handle failures at different geographical regions or you can utilize
multiregion deployment strategies for your application. Amazon uses the pay-as-you-go
concept, which means you only pay for the number of Amazon services you have used.

© Sunil Gulabani 2017 23
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Features of EC2

The main features of EC2 that play a significant role while using applications include
the large number of possible operating systems, elasticity, fault tolerance and latency,
pricing, security, and service commitment.

Operating System

Amazon EC2 provides a wide variety of operating systems that can be used to boot the
server. Amazon Linux, Debian, SUSE, FreeBSD, CentOS, Red Hat Enterprise Linux, SUSE
Linux Enterprise Server, Ubuntu, Windows, and other Linux operating systems are among
them.

Elasticity

Amazon EC2 infrastructure is elastic in nature. Elasticity means the system manages its
resources by provisioning and de-provisioning them without manual intervention and,
therefore, manages load dynamically. It has the capability to auto-scale the resources
based on the load and configuration created. You can configure the threshold limit when
anew EC2 instance needs to be created based on the load on EC2 and terminate EC2
when the load on EC2 is below the threshold limit.

Fault Tolerance and Latency

Amazon EC2 provides flexibility to auto-scale the servers on an as-needed basis. If one
instance fails, another instance can be added to serve the purpose. Amazon also provides
different availability zones where system architecture is designed in such a way that if
azone in a (region) is down, another zone in the same (region) can serve the request.
Moreover, elastic IP can be seamlessly mapped within minutes so that routing to newly
created EC2 instances are complete.

Pricing
As previously mentioned, Amazon charges only for the hours consumed. There may be
different pricing options available for different capacity instances. Along with EC2, if we

also opt for storage, pricing is based on storage type and the amount of data that is being
stored in it.

Note Amazon provides AWS Free Tier so that you can experiment with certain services
at no charge. For more details, visit https://aws.amazon.com/free/.
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Security

Security is the major concern people have about the cloud. The security provided by EC2
is similar to the traditional firewall. It allows users to manage the accessibility of AWS
resources to provide client information such as IP addresses or subnet groups. It is an
effective way to manage security on EC2.

Service Commitment

AWS provides the service commitment for its uptime of 99.95%. This means EC2
instances will be up and running for 99.95% of your monthly billing cycle. If this service
commitment is not met, users will receive the service credit based on the criteria defined
by AWS. For more information, go to https://aws.amazon.com/ec2/sla/.

EC2 Instance Types

AWS provides a long list of instance types that users can choose based on their needs.
Users’ needs vary based on their CPU, memory, storage, and networking capacity. Users
choose a specific instance type that suits their application requirement. All instances
have a specific price tag that users need to consider while selecting their instance type. In
addition, users can configure the scaling behavior to support the instances.

Note  For more information on instances, see https://aws.amazon.com/ec2/
instance-types/.

Managing EC2 Using Management Console

AWS Management Console is the simplest way to configure AWS resources. All the
services have their configuration available on the management console, which makes it
easy to manage.

After logging in to the AWS account, click EC2 under the Compute category, as
shown in Figure 2-1.
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Once you click EC2, you will be navigated to the EC2 dashboard page, as shown in

Figure 2-2.
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Figure 2-2. EC2 dashboard page
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The EC2 dashboard page summarizes the services that are used with EC2.
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Let’s try to achieve the following:

1.
2.

Create a virtual remote Linux machine.

Log in to a virtual remote Linux machine using SSH client
(See Figure 2-3).

AWS Eco-system

7 E

Figure 2-3. Output

Now, let’s create an EC2 instance. The major steps involved to create an EC2 instance
are as follows:

1.
2.
3.
4,

Create security group
Create key pair
Create EC2 instance

Connect to EC2 instance

Let’s look at these steps in detail.

1. Create a Security Group

Security groups work as firewalls for our EC2 instance. They determine what ingress and
egress ports need to be exposed to specific IP addresses so that our application can be
accessible from those IP addresses.

1.

2.

Click Security Groups under the NETWORK & SECURITY
category on the left-side menu of the EC2 dashboard page.

Click Create Security Group, which opens a window where the
user will fill in security information, as shown in Figure 2-4.
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Create Security Group

Security group name (i
Description (j
VPC (i VpC-23Tb7647 (172.31.0.0016) * L
° denotes defaull VPG
Security group rules:
Inbound Outbound
Type (i Protocol (j Port Range (i Source (i

18 NO ruies

Add Rule

Figure 2-4. Create security group

3. Add an inbound rule for the SSH port. This will be used to
connect to the machine from anywhere on Port 22. You can
select the source of connection as Custom, Anywhere, or My
IP Address from the drop-down list. See Figure 2-5.

Security group rules

Inbound Qutbound

Type (i Frotocol (i Port Range (i) Source (j
SSH - TCP 22 Anywhere * | 0.0.0.0/0
Add Rule

Figure 2-5. Add inbound rule for SSH

4.  Once you have filled in the details, click the Create button.
This will create the security group having the SSH port
exposed. See Figure 2-6.

Mamio = Growp 1D = Group Name - VPCID = Description
8g-¢Bb11501 Chagter 2 wpe-23T07647 Chapter 2 Security Group

Figure 2-6. Security group created
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2. Create a Key Pair

Key pairs are used for connecting to EC2 instances. Key pairs need to be stored at a secure
location. If key pairs are lost, you won'’t be able to connect to EC2 instances or recover the
key pairs.

1. Click Key Pairs under the NETWORK & SECURITY category in
the left-side menu of the EC2 dashboard page.

2. Click the Create Key Pair button, which opens a window
where the user has to enter the key pair name, as shown in
Figure 2-7.

Create Key Pair X

Key pair name:

Figure 2-7. Create key pair

3. Click the Create button to create the new key pair. This will
automatically download a pem file, which can be used to log
in to the EC2 instance to which we will assign this key pair in
the next step. See Figure 2-8.

& Impart Key Pair
- IR e o0 e
wolmes Q z [~} Ttedofd |
Snagsncis
3 Kay pair name. = Fingerprint
Secunty Groups Chagter 2 Kay Par 2027 AL TC A0 a6 60 b8 Ga .41 30 BT 2642 8400

Elasic IP3 b 52 b OT 42 5796 8060

Sty o 41358 B0 el 1

cotiut iy 141 85T 5482 &

Flac roups
3 : e hwypoie S5 TIEIa 54 TS
Kay Fairs

Network inlcrioces
Lead Baiancers

Launch
Canfigurations

Aute Scalng Groups Select a key pair

Comman Histcey

Docusments

® Fesdzack Q) Engich

ChapterxeyParpam

Figure 2-8. Key pair listing and downloaded pem file
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3. Create an EC2 Instance

In the following steps, we will configure parameters to launch an EC2 instance:

1. Click Instances under the INSTANCES category in the left-side
menu of the EC2 dashboard page.

2. Click Launch Instance on the next page and you will be
navigated to the Create Instance Steps page.

a. Step 1: Choose AML. Select the AMI from the list that fits
your application requirement. For our case, we will select
“Red Hat Enterprise Linux 7.2 (HVM), SSD Volume
Type - ami-775e4f16,” which is eligible for AWS Free Tier.
See Figure 2-9.

] Red Hat Enterprise Linux 7.2 (HVM), $5D Volume Type - ami-T75e416 m '
Fied Hat Red Hat Enterprise Linux version 7.2 (HVM). EBS General Purpose (SSD) Volume Type £4-bit ]
- sl

Rectdevice typec ebs  Virludkzation type: brem

Figure 2-9. Choose AMI

Note Make sure to select the correct AMI for your application requirement since you
will be charged. If you are eligible for AWS Free Tier, use the free-tier AMIs for this.

b. Step 2: Choose Instance Type. Select the instance type
from the list for your application requirements. For our
case, we select the General Purpose t2.micro, as shown in
Figure 2-10.

2 mic

T

[ ] General purpose 1 1 EBS only - Low to Moderate

Figure 2-10. Choose instance type

c.  Step 3: Configure Instance. On this page, we will set the
parameters shown in Figure 2-11.
¢  Number of instances to be created

e Determiningifit is a Spot instance

e  VPC/subnetting configuration
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e IAMrole to be assigned to the EC2, which will have
access to different AWS resources

e  Shutdown behavior—whether to shut down the instance
or to terminate the instance

e  Enabling termination protection, which will not allow
you to terminate the instance unless you disable this
property

¢  Enabling CloudWatch to monitor EC2

¢ Defining tenancy—determining if location is on shared
hardware, dedicated instance, or an instance on a
dedicated host

e  Executing the shell script command, which is used to
pre-initialize some of the software on the machine

Step 3: Configure:
A ————

[RP e ——
Fuhasing cpten ([
Motk §

Satue

A aviign B @ (1
e § {sigen ) @ Craate mer M ke
Stmseteace () [Sisp

Esatia lrraraton roweton (| LB D110 T v Vi

Meerng (@

Ty i

= Advanced Details

Userdus (5] % Aabiot O atie © inputi senady basedd sncade

W Foodack @ Crglah

Figure 2-11. Configure instance details

d. Step 4: Add Storage. You can add the EBS volumes
that will be attached to our EC2 instance, as shown in
Figure 2-12. One of the most useful parameters here is
Delete on Termination. This denotes whether the EBS
volume needs to be deleted when the instance gets
terminated.
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conct | provius ([T | g soncn
@ Feedback 3 English

Figure 2-12. Add storage

Note If you have files that get persisted on the EBS volume by your application, you
should uncheck the check box.

Step 5: Tag Instance. As Figure 2-13 shows, you can assign
tags to the EC2 instances that are used to categorize the
AWS resources based on environment or property. This will
help us to group AWS resources based on specified tags.

1. Crocws A 2 ChessainstanceType 1 Cond

4 AddSiage  S.Taghsismce 6 Confgwe Secuny Group T Favew

Step §: Tag Instance

A 105 CORSISS Of 3 £X58-SENSIVE Ky VAUE P FOf Sxamois. you COUSD DEIINE 3 LG WIR K2y = NAME 370 VAR = WEDSEIver LEIM MO ADOUL B0 your AMzon EC2 rescurnes

Key  (12F char Vale (2

Name Enapter 2 ]
Envronment Deveogment <]
Create Tag (L i 50 tags maimem

conce  proios | [ERTEIRY  wes: conngun scurey oroup
@ Fosdback Q) Engiish

Figure 2-13. Tag instance
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f.  Step 6: Configure Security Group. This will set the firewall
rules used to expose the EC2 instance ports. As Figure 2-14
shows, you can either create a new security group or
select from existing security groups. In our case, we will
select from the existing security group that we created
earlier with name “Chapter 2.

LCPOOER AN ZChecraFWmMSETIEE ) Condgremilancs 1 ASOSwege A TESMEBNch 6, ComBpure SeCwmy Geep T Rerew

Configure Security Group

£ 13 8 set of eewal 3 that cordrcl the wa'Sc for your instance. On 7S page. You ¢an 0dd fuies 10 allow soeehic Mafic to rea
A 10 1each YOUr INStance, 200 Nukes thal alow UNMesincied access 1o the HTTP anc HTTES ponts. You ¢an create a naw
ASSign a security group: Create B MW SECUFTY (roUR

tance. For exampike. @ you want to 361 up @ web server and
r $818C1 10 an exising ong Lelow. Leam maore about

* Selecs an existing seesty o

Security Group 10 Harme Description Actiens
B sgcab1isnt Chagter 2 Chaptes I Security Group Ciogy b e
sg-cact05an delak de Copy to new
Inbound rubes for sg-cEb115b1 [Selected security groups: sg-c3b118a1) L_N-1=}
Type (i Protocol (i Port Range (i Source (|
asH ToP a2 0.0.0.00

@ Fosdback ) English

Figure 2-14. Configure security group

g.  Step 7: Review. In this step, we will review the
configuration and, once we have verified it, click the
Launch button. This will ask us to select the key pair. You
can either select an existing key pair or create a new one.
We will select the key pair we created in the previous
section with the name “Chapter 2 Key Pair,” as shown in
Figure 2-15. After selecting the key pair, acknowledge it
by selecting the check box and click the Launch Instances
button.
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Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private Key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
to obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI

| Choose an existing key pair v
Select a key pair
| Chapter 2 Key Pair .

¥/ 1 acknowledge that | have access to the selected private key file (Chapter 2 Key Pair.pem),
and that without this file, | won't be able to log into my instance.

Cancel Launch Instances

Figure 2-15. Select key pair

Step 7 completes the required configuration. You can view the instance status on the
Instance page, as shown in Figure 2-16.

£c2 Dasnboara -
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Figure 2-16. Instance status
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4. Verify by Connecting to EC2 Instance
In this step, we will verify connection to EC2 instance by doing the following:

1. Convert EC2 pem file to ppk file. For this, we will use the
puttygen.exe, which we installed in Chapter 1.

2. Click the Load button and select the pem file that was
downloaded when we created the key pair, as shown in

Figure 2-17.

g PuTTY Key Generator X
File Key Conversions Help

Key

No key.

Actions

Generate a public/private key pair .

Load an existing private key file Load

Save the generated key Save public key Save private key

Parameters

Type of key to generate:

(O SSH-1 (RSA) @ SSH2RSA (O s5H2D5A

Number of bits in a generated key:

Figure 2-17. PuTTy Key Generator

3. Once selected, you can see the private key file is loaded. We will
save this using the Save private key option. See Figure 2-18.
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File Key Conyersions Help
Key
Public key for pasting into OpenS5H authorized_keys file:

|sshsa

| AAAABINzaC 1yc2EAAAADAQABAAABAQC XiciFoplzhl486mh 795VhJ4 xS 2Hvsy XW
@?URQ)W:QUKDCIUVH“WW?FM&GWFH&E/FROTWISOTWCQS
iMZWIgPuTT\’gen Notice X |/eBIC v

:

Key fingemiin £0:50
Key comment Successfully imported foreign key
(OpenSSH SSH-2 private key).

Key passphra To use this key with PuTTY, you need to :
Confim use the "Save private key” command to

s save it in PuTTY's own format. :]
Actions
N ¢
Loada s ok | -‘
Save the generated key | Savepubickey | Saveprivate key
Parameters
Type of key to generate:

SS5H-1(RSA) (® SSH-2 RSA (O S5H-2 DSA

Number of bits in a generated key:

Figure 2-18. Pem file loaded

5. Connect to EC2 Instance
For Windows Users:

1. On the Instance Status page, find the EC2 instance username
by clicking the Connect button, as shown in Figure 2-19. In
our case, “ec2-user” is the username.
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A Java S5H Clent arectly from my browser (Java required)
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1. Open an S5H client. (find out how to connect using FuTTY)
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£C2-52-39-100- 69,5 - West- 2. COTPULE . MMAZONIS L COR
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s5h -5 “Chapter I Key Pair.pon” SSEO
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If YU PBRG AT ISEEIANCE CONNSSING 10 YOUR INSIINCE, PIRISe T5E OUF CONNBSIKN documentanicn.

Figure 2-19. Connect to your instance

2. Find the public IP for our EC2 instance on the EC2 Instance
Details page.

3. We will form the hostname, which has the following format:
USERNAME@INSTANCE_HOST_NAME_OR_PUBLIC_DNS_NAME
So, we have the following for our instance:
ec2-user@52.39.100.69
or
ec2-user@ec2-52-39-100-69.us-west-2.compute.amazonaws.com
4.  OpenPutty.exe, which we installed in Chapter 1, on your
machine. Add the hostname or IP address by pasting the

hostname that we formed in the previous step, as shown in
Figure 2-20.
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g PuTTY Configuration

Category:

Basic options for your PuTTY session

Host Name (or IP address)

Specify the destination you want to connect to

Port

|ec2user@52.29.100.69

|2

Connection

o
ORaw OTehnet ORogin ®SSH O Serial

Load, save or delete 2 stored session
Saved Sessions

l

Defautt Settings

Close window on exit:

OAways (ONever (@ Only on clean ext

| O ||

B

Figure 2-20. PuTTy configuration—hostname

5. Add the ppk file to the PuTTy SSH client, which we created in

the previous section, as shown in Figure 2-21.
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g PuTTY Configuration

Category:

X

Options controling SSH authentication

[[] Bypass authentication entirely (SSH-2 only)

[ Display pre-authentication banner (SSH-2 only)
Authentication methods

[] Attempt authentication using Pageant

[] Attempt TIS or CryptoCard auth (SSH-1)

[ Attempt "keyboardinteractive™ auth (SSH-2)
Authentication parameters

[ Allow agent forwarding

[] Allow attempted changes of usemame in SSH-2
Private key file for authentication:

[C:\Users\Del\Downloads\Chapter2Key| | Browse...

I

Figure 2-21. PuTTy configuration—ppk file

6. Once the configuration is complete, click the Open button.
This will authenticate the key pair with your provided
hostname. Once authentication is finished, we will get a
security alert to cache the host key in the registry, as shown in

Figure 2-22.
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PuTTY Security Alert

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's rsa2 key fingerprint is:

ssh-rsa 2048 76:f6:23:4b:05:56:eb:fd:06:45:ab:97:c7:23:cd:bb
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Figure 2-22. PuTTy security alert

Click Yes to authorize the server's host key to cache in
the registry. This will then connect to our EC2 instance.

The console is shown in Figure 2-23.

g ec2-user@ip-172-31-18-126:~

Using username "ec2-user™,
Aucthenticating with public key "imported-openssh-key™
[ec2-user@ip-172-31-18-126 ~]5 |]

Figure 2-23. EC2 instance terminal
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We have successfully verified by connecting to the EC2 instance terminal.

Note To connect to Linux, refer to http://docs.aws.amazon.com/AWSEC2/1atest/
UserGuide/AccessingInstancesLinux.html.

Managing EC2 Using AWS CLI

In Chapter 1, I demonstrated how to install AWS CLI. Now I will show how to use the
AWS CLI to manage AWS EC2 instance resources. I will also explain how to create, list,
and delete an EC2 instance resource. Following are the services needed to create an EC2
instance:

e  Security group
e Key pair
e EC2instance

To execute the AWS CLI commands, we need to open the command prompt.

Security Group

In this section, we will create, attach an inbound rule to, list, and delete security groups.

1. Create a Security Group

To create a security group, we will execute the following command:

>aws ec2 create-security-group --group-name EC2CreationViaAWSCLI
--description "EC2 creation via AWS CLI"

Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-security-group.html.

2. Attach an Inbound Rule to Security Group

Once the security group is created, we will attach the CIDR and port to this newly created
security group. In our case, we will attach SSH port (22) and the IP address as 0.0.0.0/0,
which means you can access it from anywhere.

41


http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
http://dx.doi.org/10.1007/978-1-4842-2841-8_1
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-security-group.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-security-group.html

CHAPTER 2 © HANDS-ON ELASTIC COMPUTE CLOUD

Note CIDRis the acronym for Classless Inter-Domain Routing, which is used for
assigning IP addresses and IP routing.

>aws ec2 authorize-security-group-ingress --group-name EC2CreationViaAWSCLI
--protocol tcp --port 22 --cidr 0.0.0.0/0

s\Users\Dell>aws ec2 create-security-group --group-name EC2CreationVialWSCLI --description "EC2 creation wia AWS CLI™

“GroupId®: "sg-96bflSef"™

i\Users\Dell>aws ec2 authorize-security-group-ingress --group-name EC2CreationViaAwsCLI --protocol tep --port 22 --cidr 0.9.9.08/0

You can verify the details of the security group on the AWS Management Console, as
shown in Figure 2-24.

Harme + GroupID ~  Group Name -~ WPCID «  Description
a 59-96bf 150f EC2CraationViasWSCLI vpc-23TOTE4T EC2 creation via AWS CLI
sg-cBb115b1 Chapter 2 ViC-Z3THTEAT Chapter 2 Securlty Group
sgedacbl5al daault vpe-23THTET cefailt VP security group
Security Group: sg-96bt1Set [_N-N=]
Diescription Inbound Chtbound Tags
Edit
Type (i Pratocol (i Port Range (i Source (i
554 TCP 22 0.0.0.000

Figure 2-24. Security group listing on AWS Management Console

Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/authorize-security-group-ingress.html.

3. List the Security Group

To list the security group that we created, we will execute the following command:

>aws ec2 describe-security-groups --group-names EC2CreationViaAWSCLI
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To list all the security groups, we will execute the following command:

>aws ec2 describe-security-groups

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-security-groups.html.

4. Delete Security Group

To delete the security group, execute the following command:

>aws ec2 delete-security-group --group-name EC2CreationViaAWSCLI
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You can also delete the security group based on group id by the following command:

>aws ec2 delete-security-group --group-id sg-96bfisef

Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-security-group.html.

Key Pair

In this section, we will create, list, delete, and import a key pair.

1. Create a Key Pair

To create a key pair, we will execute the following command:

>aws ec2 create-key-pair --key-name EC2CreationViaAWSCLI

k- Wsers\Del Loaws ec2 create-key-pair --key-name EC2CreaticavistWscLT
“KeyMaterial”: "-----BEGIN RSA PRIVATE KEY-----\oHI
3 ik 2 g e i
) ¥ q
1a3 21 ¥
- gFque a gecasda
g7gel o qUIINIRATVOH
fefwm=\n---~-END RSA PRIVATE KEY-----",
“KeyMase™: "ECICreatioeViaANSCLI™,
yFingerprinc: ~13:E8: dcidis S -

You can see the response having the “KeyMaterial” element, which we need to
store at a secure location in a pem file. You can name this pem file {KeyName}.pem i.e.
EC2CreationViaAWSCLI.pem.

Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-key-pair.html.

2. List a Key Pair

To list the key pair that we created, we will execute the following command:

>aws ec2 describe-key-pairs --key-name EC2CreationViaAWSCLI
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You can also list all the key pairs with following command:

>aws ec2 describe-key-pairs

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-key-pairs.html.

3. Delete a Key Pair

To delete the key pair, we will execute following command:

>aws ec2 delete-key-pair --key-name EC2CreationViaAWSCLI
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Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-key-pair.html.

4. Import a Key Pair

There may be cases where you create the SSH key using the RSA encryption technique.
This allows you to provide the public key to AWS instead of AWS providing you the private
key over the network while creating it. This assumes that you have already created the
SSH key and have the public key on your machine. To import the existing public key, we
will execute the following command:

>aws ec2 import-key-pair --key-name "AWS-CLI-IMPORTED-KEY" --public-key-
material file://EC2CreationViaAWSCLI.pub

C:\Users\Dell>aws ec2 import-key-pair --key-name "AWS-CLI-IMPORTED-KEY"™ --public-key-material file://EC2CreationViadMWSCLI.pub
“KeyName”: “AWS-CLI-IMPORTED-KEY",
“KeyFingerprint”™: “ca:de:69:¢7:25:32:97:2d:95:d5:f7:77:83:4a:cf:68"
C:i\Users\Dell»aws ec2 describe-key-pairs
“KeyPairs™: [
“KeyName™: “AWS-CLI-IMPORTED-KEY",
“KeyFingerprint™: “ca:de:69:c7:25:32:97:2d:95:d5:F7:77:83:4a:cF:68"

“KeyName™: “Chapter 2 Key Pair™,
"KeyFingerprint™: "21:27:db:d3:78:83:63:a6:dd:fb:8B:6a:d6:41:39:81:26:42:44:1e"

"KeyName™: “default-key™,
"KeyFingerprint™: "cf:41:85:77:5d:82:cb:68:67:a4:e3:2b:52:b2:07:d2:57:99:8c:6a"

"KeyName": “ecl-key-pair”,
“KeyFingerprint™: “56:1b:71:53:4F:54:78:99:fe:d0:54:5b:6e:24:13:58:c8:80:cf:d1"

"KeyName™: “jenkins-ec2”,
“KeyFingerprint™: "42:d9:25:92:6d:42:87:6b:92:34:9¢:9a:6b:Bb:73:85:15:c4:a2:Fd"

Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/import-key-pair.html.

EC2 Instance

Next, I will explain how to describe images, select instance types, launch EC2, list EC2
instances, get instance status, create instance tags, and start-stop-terminate instances.
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1. Describe Images

To get the AMI ID, we will describe images. This will return the public images and private
images that are available. For our case, we will check if redhat linux server image i.e.
ami-775e4{16 is available:

>aws ec2 describe-images --image-ids ami-775e4f16

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-images.html.

2. Select an Instance Type

To select an instance type, you need to find out which instance type suits your application
requirements. You can find all the instance types at http://aws.amazon.com/ec2/
instance-types.

For our example, we will use the t2.micro instance type.
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3. Launch EC2

Now we will launch a new EC2 instance that has one instance count,
“EC2CreationViaAWSCLI” key pair, and “EC2CreationViaAWSCLI” security group. First,
verify that the key pair and security group are created. If not, execute the command

for creating a key pair and security group. Let's launch EC2 instance by executing this
command:

>aws ec2 run-instances --image-id ami-775e4f16 --instance-type
t2.micro --count 1 --key-name EC2CreationViaAWSCLI --security-groups
EC2CreationViaAWSCLI

Executing this run-instance command will initiate the request to launch a new
instance with specified configurations. To check if the instance is ready to connect, we
will use describer-instance-status along with the instanceld that is generated via run-
instances:

>aws ec2 describe-instance-status --instance-id i-04275d1e63998a3d3
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You can see that InstanceStatus shows “running” value. Possible values for this
include the following:

e pending

e running

e  shutting down
e terminated

e stopping

e stopped

To list all instances status, use the following command:
>aws ec2 describe-instance-status

Once the instance state is running, you can verify that you are able to connect to EC2
instance using the SSH client. Refer to the “Verify by Connecting to EC2 Instance” section.

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instance-status.html.
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4. List EC2 Instances

To get the EC2 instance details based on the instanceld, use describe-instances:

>aws ec2 describe-instances --instance-ids i-04275d1e63998a3d3

C:\Users\Dell>aws ec2 describe-instances --instance-ids i-84275d1e63998a3d3
{
“Reservations”: [

"OwnerId™: "298147259238",
“ReservationId”: “r-828b567eb3cd51f87",
"Groups”: [],

“Instances™: [

“"Monitoring™: {
"State”: "disabled”

1
"publicDnsName”: “ec2-35-160-89-233. us-west-2.compute.amazonaws.com”,
"State™: {

“Code”™: 16,

“Name”: “running”

L
“EbsOptimized™: false,
“LaunchTime™: "2016-10-22T08:19:08.000Z",
"PublicIpAddress™: "35.160.89.233",
"PrivatelpAddress™: "172.31.28,152",
"ProductCodes™: [].
"Vpcld®: "wpc-237b76477,
“StateTransitionReason™: ,
"Instanceld”: "i-84275d1e63998a3d3",
“Imageld”: “ami-77Se4f16",
“PrivateDnsName™: "ip-172-31-28-152.us-west-2.compute.internal”,
“KeyName™: "EC2CreationViaAWsCLI™,
"SecurityGroups™: [

{

"GroupName": "EC2CreationViaAWSCLI",
"GroupId™: "sg-60178e19"

1.
"ClientToken": "",
“SubnetId”: “subnet-983807fc",
“InstanceType™: "t2.micro”,
“MNetworkInterfaces™: [
{
“Status”™: "in-use”,
"MacAddress”: "82:c2:9e:62:94:b5",
"SourceDestCheck™: true,
“Vocld": “voc-237b7647%.

To get all EC2 instances details, use describe-instances without providing any filters:

>aws ec2 describe-instances

Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instances.html.

5. Get Instance Status

To get the instance status that we created, execute the following command:

>aws ec2 describe-instance-status --instance-id i-0f6ed7e30cf571488
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You can see that the InstanceStatus tag has the value “initializing,” which denotes
that the instance is created but it is initializing. Once the initialization process is
complete, the instance status will be reflected as “ok.” Now, the instance has been
initialized successfully.

To get the instance status of all the EC2 instances available under the user account,
use the following command:

>aws ec2 describe-instance-status

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instance-status.html.

6. Assign Instance Tags

To assign tags to EC2 instances, execute the following command:

>aws ec2 create-tags --resources i-Of6ed7e30cf57f488 --tags
Key=Chapter,Value=2 Key=Environment,Value=Production
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" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-tags.html.

To describe the tags that are assigned to an EC2 instance, execute the following
command:

>aws ec2 describe-tags --filters "Name=resource-id,Values=i-
0f6ed7e30cf571488"

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-tags.html.

To delete the tags for an EC2 instance, execute the following command:

>aws ec2 delete-tags --resources i-Of6ed7e30cf57f488 --tags
Key=Chapter,Value=2
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Here, in delete-tags, we have provided both the key and value. However, it's optional
to provide value for the Value element. If we provide the value, it becomes mandatory
that both the key and value should match the actual tags and only then can it delete the
tags. The following command can be used when to delete the tag based only on the key:

>aws ec2 delete-tags --resources i-Of6ed7e30cf57f488 --tags
Key=Chapter,Value=

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-tags.html.

7. Start-Stop-Terminate Instance

You may require your instance to start-stop manually. First of all, stop your instance using
the following command:

>aws ec2 stop-instances --instance-ids i-0f6ed7e30cf57f488
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You can see that CurrentState is stopped now. The time it takes to stop the instances
may vary depending on the processes that are running on the EC2 instances.

" Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/stop-instances.html.

To start the instance, execute the following command:

>aws ec2 start-instances --instance-ids i-0f6ed7e30cf57f488

In this case, the CurrentState should be running.

" Note For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/start-instances.html.
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To terminate the instance, execute the following command:

>aws ec2 terminate-instances --instance-ids i-05bdea264ee46c415

C:\Users\Dell>aws ec2 terminate-instances --instance-ids i-©5bdea264ee46c415

"TerminatingInstances™: [

{
"Instanceld”: "i-@5bdea2b4eedbc415”,
"CurrentState™: {
“Code": 48,
“"Name": "terminated"
}J
"PreviousState”: {
"Code": 48,
"Name”: "terminated”
3
}

You can provide multiple Instance IDs that you need to terminate. In this case, the
CurrentState should be terminated.

Note For more parameters, see http://docs.aws.amazon.com/cli/latest/

reference/ec2/terminate-instances.html.

Managing EC2 Using AWS SDK (Java)

AWS SDK helps to manage the AWS resources using different platform APIs. For our
case, I will discuss Java APIs to manage AWS resources. I will show how to create, list, and
delete an EC2 instance resource:

e Create AWSCredentials object
e  Security group
e Key pair

. EC2 instance

Create AWSCredentials Object

To connect with AWS for Java using SDK, you need to provide the AWS credentials.
There are various ways to provide AWS credentials: Default Credential Provider, Specify
Credential Provider or Provider Chain, Provide Access Key, and Secret Key.
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1. Default Credential Provider

This is the default provider when we don’t provide any parameters while creating an AWS
service client. DefaultAWSCredentialsProviderChain is the class that will be used to
create the AWS credentials. This class will find the credentials in the following order:

e  Environment Variables: This technique uses the
EnvironmentVariableCredentialsProvider class that fetches
values for AWS_ACCESS KEY ID and AWS_SECRET ACCESS KEY.

e  System Properties: This technique is used to find the values for
aws.accessKeyId and aws.secretKey in Java system properties.

e Credentials Property File: A default credentials property file can
be loaded to get these credentials. This property file resides under
C:\Users\{USER}\.aws\credentials or ~/.aws/credentials.
This path differs based on the operating system.

¢ Instance Profile Credentials: Instance profile credentials are
attached with the EC2. When your application is deployed on
EC2 and wants to interact with the AWS resources, you can assign
the instance role to our EC2. This way you eradicate the need to
manage the AWS credentials explicitly. While creating the service
client, you will use the InstanceProfileCredentialsProvider
class.

For our case, we will use ProfileCredentialsProvider, which comes under
the “Configuration Property File” topic. In the credentials file, there may be different
profiles that have aws_access_key_id and aws_secret_access_key. We have added the
sunilgulabani profile under the credentials file. So, to create AWSCredentials object, you
will use the following:

AWSCredentials credentials =
new ProfileCredentialsProvider("sunilgulabani").getCredentials();

2. Specify Credential Provider or Provider Chain

There are different providers you can use to create the AWSCredentials object. You can
use any of the provider classes that are mentioned under the “All Known Implementing
Class” at http://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/
auth/AWSCredentialsProvider.html.

You can even create your own class by doing the following:

e Implementing AWSCredentialsProvider interface

e  Sub-classing the AWSCredentialsProviderChain class
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3. Provide Access Key and Secret Key Explicitly

There may be cases when we need to explicitly pass the access key ID and secret access
key to create an AWSCredentials object. To create an AWSCredentials object, we will use
the following:

AWSCredentials credentials =
new BasicAWSCredentials("access key id", "secret access key");

Security Groups

This section covers the following topics: creating a security group, attaching an inbound
rule to a security group, listing a security group, and deleting a security group.

1. Create a Security Group

To create a security group, use the createSecurityGroup method under the
AmazonEC2Client class:

private final static String SECURITY GROUP_NAME =
"EC2CreationViaAWSJavaSDK";
private final static String SECURITY GROUP_DESCRIPTION =
"EC2 creation via AWS java sdk";
createSecurityGroup(SECURITY GROUP _NAME, SECURITY GROUP_DESCRIPTION);
public String createSecurityGroup(String groupName, String groupDescription) {
CreateSecurityGroupRequest securityGroupRequest =
new CreateSecurityGroupRequest();
securityGroupRequest.withGroupName(groupName);

securityGroupRequest.withDescription(groupDescription);

CreateSecurityGroupResult response =
amazonEC2Client.createSecurityGroup(securityGroupRequest);

return response.getGroupId();
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"groupld”: "sg-72fcl015"7,
"sdkResponseMetadata™: {
"metadata”: {
"AWS_REQUEST_ID": "Occe459f-8£51-4ae5-9dce-264cb419de3a”
}

be
"sdkHttpMetadata™: {
"httpHeaders™: {

"Transfer-Encoding”: "chunked”,
"Server™: "AmazonEC2",
"Vary": "Accept-Enceding”,
"Date”": "Sat, 12 Nov 2016 13:50:08 GMI",
"Content-Type": "text/xml;charset\u003dUIF-Eg"

be
"httpStatusCode™: 200

2. Attach an Inbound Rule to Security Group

To assign an inbound rule, use the authorizeSecurityGroupIngress method under the
AmazonEC2Client class:

assignSSHConnectionAccessToSecurityGroup(SECURITY GROUP_NAME);
public void assignSSHConnectionAccessToSecurityGroup(String groupName) {
AuthorizeSecurityGroupIngressRequest request =
new AuthorizeSecurityGroupIngressRequest();
request.withGroupName(groupName);
IpPermission ipPermission = createIpPermission();

request.withIpPermissions(ipPermission);

AuthorizeSecurityGroupIngressResult response =
amazonEC2Client.authorizeSecurityGroupIngress(request);

}

private IpPermission createIpPermission() {
IpPermission ipPermission = new IpPermission();

ipPermission.withIpProtocol("tcp");
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ipPermission.withFromPort(22);
ipPermission.withToPort(22);
ipPermission.withIpRanges("0.0.0.0/0");

return ipPermission;

"adkResponseMetadata™: |
"metadata”: {
"AWS_REQUEST_ID": "713627d5-e0d47-40a0-9473-17c1£7e£5526"
}
}I’
"sdkHttpMetadata™: {
"httpHeaders™: {
"Transfer-Enceding”: "chunked”,
"Server": "AmazongEC2",
"Vary": "Accept-Encoding”,
"Date": "Sat, 12 Nov 201é 13:50:08 GMI",
"Content-Type": "text/xml;charset\u003dUTF-&"
}I'
"httpStatusCode™: 200

3. List a Security Group

To list a security group, use the describeSecurityGroups method under the
AmazonEC2Client class:

describeSecurityGroups(securityGroupld);
public void describeSecurityGroups(String securityGroupIld) {
DescribeSecurityGroupsRequest request =
new DescribeSecurityGroupsRequest();

request.setGroupIds(Arrays.aslist(securityGroupId));

DescribeSecurityGroupsResult response =
amazonEC2Client.describeSecurityGroups();
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{

"securityGroups": [

“ownerId”: [ NN .

“groupName": “default",

“groupId"”: “sg-52977b35",

“description”: “default VPC security group”,
“ipPermissions™: [

"ipProtocol": "-1",
“userldGroupPairs": [
“userId": ",
"groupld": "sg-52977b35"
}
1
b

]J
"ipPermissionsEgress": [

“ipProtocol": "-1",
“ipRanges": [
"“8.0.0.0/0"
]
b

]}
"vypcId”: "wpc-leb5677a"
¥

]l
"sdkResponseMetadata™: {
"metadata”: {
"AWS_REQUEST_ID": “72209962-7712-452c-8f2a-6caeb3eelbda”
b
}l
"sdkHttpMetadata": {
"httpHeaders™: {
"Transfer-Encoding": "chunked",
“Server": "AmazonEC2",
"Vary": "Accept-Encoding",
“Date"”: “"Sat, 12 Nov 2016 14:81:39 GMT",
"Content-Type™: “"text/xml;charset\u@83dUTF-8"
})
"httpStatusCode™: 200

}
i

4. Delete a Security Group

To delete a security group, use the deleteSecurityGroup method under the
AmazonEC2Client class:

deleteSecurityGroupBasedOnGroupName (SECURITY GROUP_NAME);
public void deleteSecurityGroupBasedOnGroupName(String groupName) {
DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest();

request.setGroupName(groupName) ;

DeleteSecurityGroupResult response
amazonEC2Client.deleteSecurityGroup(request);
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"adkResponseMetadata™: |
"metadata”: {
"AWS_REQUEST_ID": "0167le2d-bc25-4783-badg-6£2£c758a974"
}
} r

"sdkHrtpMetadata™: ({
"httpHeaders™: {
"Transfer-Encoding™: "chunked”,
"Server": "AmazonEC2",
"Vary": "Accept-Enceding”,
"Date™: "Sat, 12 Nov 2016 13:50:10 GMI",
"Content-Type”: "text/xml;charset\u003dUTF-g8"
e
"httpStatusCode™: 200

You can delete a security group based on groupld:
deleteSecurityGroupBasedOnGroupId(securityGroupId);

public void deleteSecurityGroupBasedOnGroupId(String groupId) {
DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest();

request.setGroupId(groupId);

DeleteSecurityGroupResult response =
amazonEC2Client.deleteSecurityGroup(request);

"sdkResponseMetadata”: {
"metadata”: {
"AWS_REQUEST_ID": "daédc3bc-6039-477¢c-9295-b970d99%ebbc0”
}
be

"sdkHttpMetadata™: {
"httpHeaders™: |{
"Transfer-Encoding”: "chunked"”,
"Server": "AmazonEC2",
"Vary": "Accept-Enceding”,
"Date™: "Sat, 12 Nov 2016 14:06:16 GMI",
"Content-Iype™: "text/xml:;charset\ul03dUIF-&-

}I'
"httpStatusCode™: 200
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Key Pair

In this section, I will discuss how to create a key pair, list a key pair, delete a key pair, and
import a key pair.

1. Create a Key Pair

To create a key pair, use createKeyPair under the AmazonEC2Client class:
private final static String KEY PAIR NAME = "EC2CreationViaAWSJavaSDK";
createKeyPair (KEY_PAIR NAME);

public void createKeyPair(String keyName) {
CreateKeyPairRequest request = new CreateKeyPairRequest();

request.withKeyName(keyName);

CreateKeyPairResult response = amazonEC2Client.createKeyPair(request);
KeyPair keyPair = response.getKeyPair();

String privateKey = keyPair.getKeyMaterial();

fileOperations.saveFile(keyName + " keypair.pem", privateKey);
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2. List a Key Pair

To list a key pair, use the describeKeyPairs method under the AmazonEC2Client class:
describeKeyPairs(KEY_PAIR _NAME);

public void describeKeyPairs(String keyName) {
DescribeKeyPairsRequest request = new DescribeKeyPairsRequest();

if(!StringUtils.isNullOrEmpty(keyName)) {
List<String> searchCriteria = new ArraylList<String>();
searchCriteria.add(keyName);
request.setKeyNames(searchCriteria);

}

DescribeKeyPairsResult response = amazonEC2Client.describeKeyPairs(request);

}

"keyPairs™: [
{
"keyName™: "EC2CreationViaAWSJavaSDK",
"keyFingerprint™: "lb:e2:a3:31:8£:15:c5:db:31:e£:87:71:58:18:53:4b:bb:0e:4a:93"
}
T
"sdkResponseMetadata™: |
"metadata”: {
"AWS_RECUESTI_ID": "ad4blS5lf9-flee-4c43-972e-3ealbZddcela”
}
}t
"sdkHctpMetadata®™: {
"httpHeadera™: {
"Iransfer-Enceding”: "chunked",
"Server™: "AmazonEC2",
"Vary": "Accept-Enceding”,
"Date”: "Sat, 12 Nov 2016 13:39:14 GMI",
"Content-Type™: "text/xml:;charset\u003dUIF-&"
}f
"httpStatusCede™: 200
}
}
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To list all key pairs, we use the following code:
describeKeyPairs(null);

{
"keyPairs™: [
{
"keyName": "ECZ2CreationViaRWSJavaSDK",
"keyFingerprint™: "lb:e2:a3:31:8£:15:¢c5:db:31:e£:87:71:58:18:53:4b:bb:0e:4a:93"
}
I
"adkReaponseMetadata®™: {
"metadata™: {
"AWS_REQUEST_ID": "d3235e(b-eSab-40af-aafb-£1975022a664"
}
be
"adkHttpMetadata™: {
"httpHeaders™: |
"Transfer-Encoding™: "chunked”,
"Server™: "AmazonEC2",
"Vary": "Accept-Encoding”,
"Date"”: "Sat, 12 Nov 2016 13:39:13 GMI",
"Content-Type™: "text/xml;charset\ul03dUIF-&"
}e
"httpStatusCode™: 200
}
}

3. Delete a Key Pair

To delete a key pair, use the deleteKeyPair method under the AmazonEC2Client class:
deleteKeyPair(KEY _PAIR NAME);
public void deleteKeyPair(String keyName) {

new DeleteKeyPairRequest();

DeleteKeyPairRequest request
request. setKeyName (keyName);

DeleteKeyPairResult response = amazonEC2Client.deleteKeyPair(request);
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"sdkRespcnseMetadata”: {
"metadata”: {
"AWS_REQUEST_ID": "4203383d-5872-45cc-8249-0d7eb335ca43"
}
}l’
"sdkHttpMetadata™: {
"httpHeaders™: {
"Iransfer-Encoding”: "chunked"”,
"Server": "AmazcnEC2",
"Vary": "Accept-Encoding”,
"Date”: "Sat, 12 Nov 2016 13:39:16 GMI",
"Content-Iype": "text/xml;charset\u003dUTIF-&"

be
"htrpStatusCede": 200

4. Import a Key Pair

To import a key pair to AWS, use the importKeyPair method under the AmazonEC2Client
class:

importKeyPair(
"AWS-JAVA-SDK-IMPORTED-KEY",
"C:\\Users\\Dell\\EC2CreationViaAWSCLI.pub");
public void importKeyPair(String keyName, String publicKeyFilePath) {
ImportKeyPairRequest request = new ImportKeyPairRequest();
request.setKeyName(keyName);

request.setPublicKeyMaterial(fileOperations.readFile(publicKeyFilePath));

ImportKeyPairResult response = amazonEC2Client.importKeyPair(request);

}
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"keyName": "AWS-CLI-IMPORTIED-KEY",
"keyFingerprint™: "ca:de:69:c7:25:32:97:2d:95:d5:£7:77:83:4a:cf:68"7,
"adkResponseMetadata™: |
"metadata™: {
"AWS_REQUEST_ID": "6f2fd04a-£489-41ef-£835d-c740503¢c9407"
}
b
"asdkHttpMetadata™: {
"httpHeaders™: {
"Transfer-Enceding™: "chunked”,
"Server”": "AmazonEC2",
"Vary”: "Accept-Encoding”,
"Date™: "Sat, 12 Nov 2016 13:39:16 GMI",
"Content-Type™: "text/xml;charset\ul03dUIF-8"
be
"htctpStatusCode™: 200

EC2 Instance

In this section, I will explain how to get the AMI ID, select an instance type, launch EC2,
list EC2 instances, get instance status, assign instance tags, and start-stop-terminate an
instance.

1. Get the AMI ID

To get the AMI ID, we will describe the image. This will return the public images and
private images that are available to us. We will check that redhatlinux server image, that
is, ami-775e4f16 is available:

describeImagelds("ami-775e4f16");
public void describeImagelds(String imageId) {
DescribeImagesRequest request = new DescribeImagesRequest();
if(!1StringUtils.isNullOrEmpty(imageId)) {
request.withImageIds(imageld);
}

DescribeImagesResult response = amazonEC2Client.describeImages(request);

66



CHAPTER 2 © HANDS-ON ELASTIC COMPUTE CLOUD

“imageId™: “ami-775e4f16",
“imageLocation”™: "305856155458/REEL-7.2_HUM_GA-20151112-x86_64-1-HourlyZ-GPZ~,
“state”: "available”,
“owrnerld™: "3059561559458",
“creationDate”: "Z015-11-12T21:09:55.000Z",
“publicValue™: true,
“architecture™: "x86_€64~,
“imageType™: “machire”,
"sriovNecSupport”: "simple”,
“name”: "REEL-7.Z2 _HVM_GA-20151112-xB6_64-1-Hourly2-GPZ~,
"description”: "Provided by Red Hat, Inc.”,
"zootDeviceType™: "ebs”,
“rootDeviceName™: “/dev/sdal”,
“bleckDeviceMappings™: [
{
"deviceName": "/dev/=dal”,
"ebs™: (
“snapshotId”: "snap-5bcST77le”,
“volumeSige™: 10,
“deleteOnTermination™: true,
“vrolumeType™: “gpZ”,
“encrypted”: false
}
}
II
“wirtualisationType™: "hwa",
“hRypervisozr™: “xen”
]
l!
“sdkResponseMetadata™: (
"metadata™: {
“AWS_REQUEST_ID": ~56a5Bc68-3552-4066-922e-b08322dacl0E”
]
}e
"sdkEctpMetadata™: {
“hetpHeaders™: (
"Transfer-Encoding”: "chunked”,
“Server”: “AmaszonECZ~,
"Vary™: "Accept-Enceding”,
“Dace”: “Sun, 13 Mov 2016 04:38:51 QMI~,
"Content-Type™: "text/»ml:charset\ul(3dUTE-8"
]‘
“httpStatusCode™: 200
}
}

2. Select an Instance Type

To select the instance type, you need to find out which instance type suits your
application requirements. You can find all the instance types at http://aws.amazon.com/

ec2/instance-types.
For our example, we will use the t2.micro instance type.
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3. Launch EC2

Now we will launch a new EC2 instance that has one instance count,
“EC2CreationViaAWSJavaSDK” key pair, and “EC2CreationViaAWSJavaSDK” security
group. First, verify that the key pair and security group are created. If not, you can execute
the code for creating key pair and security group.

Use the following code to launch an EC2 instance:

private final static String AMI = "ami-775e4f16";
private final static InstanceType INSTANCE_TYPE = InstanceType.T2Micro;
private final static int MIN_INSTANCE_COUNT = 1;
private final static int MAX_INSTANCE_COUNT = 1;
private final static String KEY_PAIR NAME = "EC2CreationViaAWSJavaSDK";
private final static String SECURITY_GROUP_NAME =
"EC2CreationViaAWSJavaSDK";
String instanceId = launchInstance(AMI, INSTANCE TYPE,
MIN_INSTANCE_COUNT, MAX_INSTANCE_COUNT,
KEY_PAIR_NAME, SECURITY GROUP NAME);
public String launchInstance(String ami, InstanceType instanceType,
int minInstanceCount, int maxInstanceCount,
String keyPairName, String securityGroupName) {
RunInstancesRequest request = new RunInstancesRequest();
request.setImageld(ami);
request.setInstanceType(instanceType);
request.setKeyName(keyPairName);
List<String> securityGroups = new ArraylList<String>();
securityGroups.add(securityGroupName);
request.setSecurityGroups(securityGroups);
request.setMinCount(minInstanceCount);
request.setMaxCount(maxInstanceCount);

RunInstancesResult response = amazonEC2Client.runInstances(request);

return getInstanceld();
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servation®: [
reservationld™: "r-eSed243a”,
“cwnerld®: "254333510377",
“groupa™: (],
“instances™:
{
“instanceld™: “i-fac9596e=,
“izageld™: “ami-77Sedfl6",
“state”: {
“code™: 0,
“name”: “pending”

T
“privateDnsliaxze™: "ip-172-31-20-198.us-west-2,coxpute.internal”,
“publicDnsHaze®™: "=,
"stateTransicionReason™: =7,
“keyName®: “EC2CreationViaAWSJavaSDi™,
“amilaunchIndex™: 0,
"instanceType™: "t2.micro”
“launchTize™: "Nov 16, 2016 4:51:50 EM",
“placezenc”: |

“availabilityZone™: “us-west-2a”

“groupame=: ==,

“tenancy™: “defsult”
b
“zonitoring™: |

"state”: "disabled”
T
“subnecId™: "subnet-dél0cSal”,
“vpcld™: "vpc-caSifcaf”,
“privatelphddress®: “172.31.20.1%8",
“stateReason™: |

“cede™: “pending”,

“message”: “pending”
b
“architecture™: "x26_64",
“rootDeviceType™: “ebs”,
“reotDevicelaze™: "/dev/sdal™,
“wvirzualizacionType™: “"hv=",
"clientToken™: "{saiblSe-Sabl-{6eT7-82f5-delcaddpeos”,
“securityGroupa®: [

{

“groupliaze®: “EC2CreationViaAWSJavaSDH™,
“groupld™: “sg-46ledf3s
}

1.
“sgcurceDestCheck™: true,

“networkInterfaceld™: "eni-O0B7c974E",
“subnetId®: “subnet-délOc5al®,
“wvpeld®: Tvpe-caiigcaf”,
"description”: "=,

“ownerId®: "254383510377°,

"atatus®: "in-use”,

“zachddress”: "06:el:cf:3b:de:l",
“privatelpRddress=: =172.31.20.198",

“privateDnsiiame™: “ip-172-31-20-198.us-west-2.cozpute.internal”,
“scurceDestCheck™: true,
“groups™: [

{

EC2C Vi

“groupld™: “sg-4éled !3!"
}
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1.
"attachment™: {
- Id": “eni h-3£850bbS"~,
“devicelndex=: 0,
“status™: “attaching”,
“attachTime®: “Nov 16, 2016 4:51:50 PM°,
“deletelnTer=ination”™: true

I
“privatelphddzesses™: |
{
“privatelpAddress®: =172.31.20.198",
"privateDnsiame™: "ip-172-31-20-198.us-west-2.compute. internal”,
"primary™: true
1
1
1
]

“ebslptimized”: false

1
1.
“groupiiazes™: []
I
“sdkResponseMetadata®:
"matadata®: |
“AWS_RECUEST_ID": “b079219b-1042-4e3d-8027-1b0ccheB2IEd”™
]
1N
“sdkHEccpMecadaza™: |
“hrepHeaders™: {
“Iransfer-Enccding™: “chunked®,
=Ser “h=azenEC2™,
“Vaz Accept-Encoding™,
“Date”: “Wed, 16 Hov 2016 11:21:50 GMI~,
“Convent-Type™: “vext/xml;charset\ud03dUTF-2*

b
“htcpScacusCode®: 200
]

Executing this run-instance command will initiate the request to launch a new
instance with specified configurations. To check the status that the instance is ready to
connect, we will use the describeInstanceStatus method along with the instance ID
that is generated via runInstances method:
describeInstanceStatus(instanceld);

public void describeInstanceStatus(String instanceld) {

DescribeInstanceStatusRequest request =
new DescribeInstanceStatusRequest();

request.setInstancelds(Arrays.asList(instanceld));

DescribeInstanceStatusResult response =
amazonEC2Client.describeInstanceStatus(request);
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You can now pass the instanceld parameter that we received from launchInstance()
method:

"instanceStatuses": [
{
"instanceld": "i-fac9596e",
MavailabilityZone™: "us-west-2a",
"instanceState": {
"code™: 16,
"name”: "running"
}!
"systemStatus": {
"status": "ok",
"details": [
{
"name": "reachabilitcy",
"status": "passed"

]
}t
"instanceStatus": {
"status": "ok",
"decails": [
{
"name": "reachabilicy",
"status": "passed"

}
1.
"sdkResponseMetadata™: {
"matadata": {
"AWS_REQUEST_ID": "3f556bae-00c0-4897-900d-5919980blcfe™
}
}.
"sdkHtcpMetadata™: {
"htepHeaders": |
"Transfer-Encoding™: "chunked",
"Server"™: "AmazonECZ",
"Vary": "Accept-Encoding",
"Date": "Wed, 16 MNov 2016 11:36:39 GMTI",

"Content-Type": "text/xml;charset\ul03dUTF-g"
)

i

"htcpStatusCode™: 200
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You can see that InstanceStatus shows “running” value. Possible values for this are
the following:

e pending

e running

e  shutting down
e terminated

e stopping

e stopped

To list all instances status, use the following command:
describeInstanceStatus(null);

Once the instance state is running, you can verify that you are able to connect to the
EC2 instance using SSH client. Refer to the “Verify by Connecting to EC2 Instance” section.

4. List EC2 Instances

To get the EC2 instance details based on the instanceld, use describe-instances:
describeInstances(instanceld);

public List<String> describeInstances(String instanceld) {
List<String> instanceIdList = new ArraylList<String>();

DescribeInstancesRequest request = new DescribeInstancesRequest();

if(!StringUtils.isNullOrEmpty(instanceld)) {
request.setInstancelds(Arrays.asList(instanceld));

}

DescribeInstancesResult response =

amazonEC2Client.describeInstances(request);

if(response!=null && response.getReservations()!=null &&
Iresponse.getReservations().isEmpty()) {

for(Reservation reservation: response.getReservations()) {

List<Instance> instances = reservation.getInstances();

72



CHAPTER 2 © HANDS-ON ELASTIC COMPUTE CLOUD

if(instances!=null && !instances.isEmpty()) {
for(Instance instance: instances) {
instanceldlist.add(instance.getInstanceld());

}

return instanceldlist;

i
“reservations®: [
i
“reservationld™: “r-eSed24id",
“ewnerld®: "2543935103777,
“groupa”: [,
“instances™: [

“instanceld™: "i-fac8596e™,
“imageld™: “ami-775e4f16%,
“state”: |
“code™: 16,
"name”: "running”
1N
“privacelnallaze”: "ip-172-31-20-19%.us-west-1.corpate. internal®,
“publicDnsHame®: “ec2-35-160-135-172.us-west-2.compute.amazonaws.com®™,
“stateTransiticnReassa™: =%,
TeeylameT: TECICreationViaAWSJaveSDHT,
“amilaunchindex™: 0,
Tinstancelype”™: "ti.micze”,
“launchTize®: “Nov 16, 2016 4:51:50 P!',I
“placezent”: [
“availabilityZone®: “us-west-2a®,
“groupane™: =7,
“tenancy”: “default”
B
“menitoring™: [
“state®: “disebled”
|
“ausaesld®: “subaes-dfl0cSal”,
“vpcld®: “vpo-casideats,
“privatelphddress™: "172.31.20.1887,

5 1 =35.160.138,172%,
“architecture™: “x26_64",
“zeotDeviceType™: “eba®,
“rootDevicelame™: “/dev/sdal”,
“blockDeviceHappinga™: [

1

“deviceName™: "/dev/adal”,

“ebs: |

“volumeld™: “vol-d7aefadi”,

“status”: “actached”,

“attachTizme®: "Hov 16, 2016 4:51:51 PM",

"deleteOnTersination™: true

]

1

1
"virtualizacioaType®: “hva”,
"el i T4aaZblie-Sabl-46e7-8215
“securityGroups™t |
{
- = *EC2C:
“groupld®: “sg-46ledf3s”
}
1.
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"seurceDestChesk™: true,
“hypervisor®: “xen®,
"networklnterfaces

“networkInterfaceld™: “eni-087c8748%,
“acbnetld®: “aubnet-dEl0cSalT,
“ypeld®: “wpe-caSifzaf®,
“descriprion
“owmesld®: “2543935103977,

“status™: “in-use",

“machddress™: "06:el:ch:Ibide:dl=,

“privatelpiddress™: *172.31.20.1%8%,

“privateDnsfiame™: “ip-172-31-20-198.us-west-2.cozpute.internal®,
"sourceDestCheck™: true,

“greups™i |

EC2C: .

“devicelndex™: 0,
“status®: “attached®,
“accachTize™: “Hov 16, 2016 4:51:50 BM",
“delecelalerzination™: Tzue
1.
“azaceianien: |
“publicIp®: "3%.160.135.172°,
Tpubl
*ipOwnerId®: “amazon®
18
“privatelpiddresses”: |
i
“privatelphddzess™: "172.31.20.1927,
“privatelnsMese™: “ip-172-31-20-198.us-west-2.cospute. inteznal,
"primary®: true,
“azsecianiza: |
“publiclp®: “35.160.135.172°,

72. crpute. :

35-172, =puTe cem™,

*ipiwmerId®: “amazon®
1
]
1
]
1
“ebalprimized™: false
}
1.
“groupazes™: (]
]
1.
“rdkResponzedecadata™: |
“metadata®: |
“AHS_REQUEST_ID™:

sekitipietadat:
“httpheaders”

{
meoding”: “chunked”,
AzmazonfCE®,

“Date™: “Wed, 16 Nov 2016 11:37:00 GMI",
“Contenc-Type™: “cext/xml:charset)\u003dUTF-2°
be
“httpStatusCode®: 200

i
1

To get all EC2 instances details, use describeInstances without providing any criteria:

describeInstances(null);
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5. Get an Instance Status

To get the instance status that we created, we will execute the following code:
describeInstanceStatus(instanceld);

public void describeInstanceStatus(String instanceld) {
DescribeInstanceStatusRequest request =
new DescribeInstanceStatusRequest();

request.setInstancelds(Arrays.asList(instanceld));
DescribeInstanceStatusResult response =

amazonEC2Client.describeInstanceStatus(request);

We will pass the instanceId parameter that we received from the launchInstance()
method:
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"instanceStatuses™: [
{
"instanceId": "i-fac95%&e",
"availabilityZone™: "us-west-2a",
"instanceState™: {
"code™: 16,
"name™: "running"”
Y
"systemnStatus™: {
"astatus": "ok",
"details": [
{
"name"”: "reachability",
"status™: "passed"”

]
Yo
"instanceStatus": {
"atatus": "ok",
"decails™: [
{
"name™: "reachabilicy”,
"atatus": "passed”

}
ll'
"sdkResponseMetadata"”: {
"metadata™: {
"AWS_REQUEST_ID": "3f556bae-00c0-4897-900d-5919980blcfe”
}
Y.
"sdkHttpMetadata™: {
"httpHeaders™: {
"ITransfer-Encoding™: "chunked”,
"Server™: "AmazonEC2",
"Vary"™: "Accept-Encoding”,
"Date™: "Wed, 16 Nov 2016 11:36:39 GMI",
"Content-Type™: "text/xml;charset\u003dUTF-8"
}!
"httpStatusCode™: 200

You can see that the InstanceStatus tag has the value “initializing,” which denotes that
the instance is created but it is initializing. Once the initialization process is complete, the
InstanceStatus will be reflected as “ok”; the instance has been initialized successfully.

To get the instance status of all the EC2 instances available under the user account,

use the following code:

describeInstanceStatus(null);
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6. Instance Tags

To assign tags to an EC2 instance, execute the following code:

List<Tag> tags = new ArrayList<Tag>();
tags.add(createTag("Chapter", "2"));
tags.add(createTag("Environment”, "Production"));

assignTagToEC2(instanceld, tags);

private static Tag createTag(String key, String value) {
Tag tag = new Tag();

tag.setKey(key);
tag.setValue(value);

return tag;

}

public void assignTagToEC2(String instanceld, List<Tag> tags) {
CreateTagsRequest request = new CreateTagsRequest();

request.setResources(Arrays.asList(instanceId));
request.setTags(tags);

CreateTagsResult response = amazonEC2Client.createTags(request);

{
"sdkResponseMetadata™: {
"metadata”: {
"AWS_REQUEST_ID": "da06f194-b032-4738-a873-07817e52ae36™
}
e
"sdkHttpMetadata™: {
"httpHeaders™: {
"Transfer-Encoding™: "chunked”,
"Server”: "AmazonEC2",
"Vary": "Accept-Enceding”,
"Date™: "Wed, 16 Nov 2016 11:51:51 GMI",
"Content-Type™: "text/xml;charset\u003dUTF-g"
be
"httpStatusCode”: 200
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To describe the tags that are assigned to an EC2 instance, execute the following code:
describeTags(instanceld);

public void describeTags(String instanceld) {
DescribeTagsRequest request = new DescribeTagsRequest();

Filter filter = new Filter("resource-id", Arrays.aslList(instanceld));
request.setFilters(Arrays.asList(filter));

DescribeTagsResult response = amazonEC2Client.describeTags(request);

"tags": [
{
"resourceld": "i-fac959%ge",
"resourcelype”: "instance"”,
"key": "Chapter"”,
"value": "2"

"resourceld”: "i-fac959%6e",
"resourcelype™: "instance”,
"key": "Environment”,
"value”: "Production”
}
J r
"sdkResponseMetadata™: {
"metadata”™: {
"AWS_REQUEST_ID": "de6l178cE8-0520-4eel-E8céd-6£fa3b0a055%0"
}
}i’
"sdkHttpMetadata™: {
"httpHeaders": {
"Iransfer-Encoding™: "chunked”,
"Server": "RmazonEC2",
"Vary": "Accept-Encoding”,
"Date": "Wed, 16 Nov 2016 11:52:29 GMI",
"Content-Type": "text/xml;charset\ul03dUTF-g"
}t
"htrtpStatusCode™: 200
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To delete the tags for an EC2 Instance, execute the following code:

List<Tag> deleteTags = new Arraylist<Tag>();
deleteTags.add(createTag("Chapter”, "2"));

deleteTags(instanceld, deleteTags);

public void deleteTags(String instanceld, List<Tag> tags) {
DeleteTagsRequest request = new DeleteTagsRequest();

request.setResources(Arrays.asList(instanceld));
request.setTags(tags);

DeleteTagsResult response = amazonEC2Client.deleteTags(request);

"sdkResponseMetadata™: {
"metadata™: {
"AWS_REQUEST_ID": "8cla0S5df-445d-4761-90a2-dac6éca7ff203"
]

} r
"sdkHctcpMetadata™: |

"httpHeaders™: {
"Iransfer-Encoding™: "chunked”,
"Server™: "RmazonEC2",
"Vary": "Accept-Encoding”,
"Date": "Wed, 16 Nov 2016 11:53:09 GMI",
"Content-Type™: "text/xml;charset\u003dUIF-&"
b
"htrtpStatusCode™: 200

Here in deleteTags, we have provided the both the key and value. However, it's
optional to provide the value for the Value element. If you provide the value, it becomes
mandatory that both the key and value match the actual tags and only then can it delete
the tags. The following code can be used when you want to delete tag based on the
key only:

deleteTags.add(createTag("Chapter", ""));
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7. Start-Stop-Terminate Instance

You may require your instance to start-stop-terminate manually. First of all, stop your
instance using the following code:

stopInstance(instanceld);

public void stopInstance (String instanceld) {
StopInstancesRequest request = new StopInstancesRequest();

request.setInstancelds(Arrays.asList(instanceld));

StopInstancesResult response = amazonEC2Client.stopInstances(request);

"stoppingInstances™: [
{
"instanceld": "i-fac9596e",
"currentState™: {
"code": €4,
"name”: "stopping”
}P
"previousState™: |
"code": 16,
"name”: "running”

}
]!
"sdkResponseMetadata™: |
"metadata": |
"AWS_REQUESI_ID": "3f426b52-1a59-438d-976a-c82763cccclB8™
}
b
"sdkHttpMetadata™: |
"httpHeaders™: {
"Transfer-Encoding”: "chunked",
"Server™: "RAmazonEC2",
"Vary": "Accept-Enccding”,
"Date": "Wed, 1€ Nov 2016 11:54:03 GMI",
"Content-Type"™: "text/xml;charset\u003dUTF-&"
}I’
"httpStatusCode™: 200
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You can see that currentState is stopped now. The times to stop the instances may
vary depending on the processes that are running on the EC2 instances.
To start the instance, execute the following code:

startInstance(instanceld);

public void startInstance(String instanceld) {
StartInstancesRequest request = new StartInstancesRequest();
request.setInstancelds(Arrays.asList(instanceld));

StartInstancesResult response = amazonEC2Client.startInstances(request);

"startingInstances™: |
{
"instanceId”: "i-fac9596e”,
"currentState": {
"code": 0,
"name": "pending”
be
"previousState": {
"code": 80,

"name": "stopped”

}
1.
"sdkResponseMetadata™: {
"metadata™: {
"AWS_REQUEST ID": "2bddle7e-5604-4725-8bll-100el9422d40d"
}
}e
"gdkHttpMetadata™: {
"httpHeaders™: |
"Transfer-Encoding™: "chunked",
"Server™: "AmazonEC2",
"Vary": "Accept-Encoeding”,
"Date": "Wed, 16 Nov 2016é 12:00:30 GMI",

Content-Iype"”: "text/xml;charset\u003dUIF-8"

}J
"httpStatusCede”: 200

Once the process is completed successfully, the currentState should appear as
running.
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To terminate the instance, execute the following code:
terminateInstance(instanceld);

public void terminateInstance (String instanceld) {
TerminateInstancesRequest request = new TerminateInstancesRequest();

request.setInstancelds(Arrays.asList(instanceld));

TerminateInstancesResult response =
amazonEC2Client.terminateInstances(request);

"terminatinglnstances": [
{
"instanceId”: "i-fac9596e”,
"currentState": {
"code™: 32,
"name": "shutting-down"
b
"previousState": {
"code": 16,

"name": "running”

}
1.
"sdkResponseMetadata™: {
"metadata": {
"AWS_REQUEST ID": "cS5c24edb-dab4-4d70-ae58-25202el56£2£"™
}
be
"sdkHttpMetadata™: {
"htctpHeaders™: |
"Transfer-Encoding™: "chunked",
"Server™: "AmazonEC2",
"Vary": "Accept-Encoeding”,
"Date": "Wed, 16 Nov 2016 12:08:24 GMI",
"Content-Type": "text/xml;charset\u003dUIF-8"
ba
"httpStatusCode™: 200

Once the process is successfully completed, the currentState should be terminated.
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Monitoring Using CloudWatch

Monitoring is an important aspect in software or application life cycle. CloudWatch
enables us to automate the monitoring of the instances based on several metrics available.
You can configure the metrics threshold limits for our instances. You can create the
CloudWatch alarm either using the EC2 Management Console or the CloudWatch Console.

Create an Alarm Using the EC2 Management Console

You can create an alarm from the EC2 Management Console as follows:

1. Go to the EC2 Management Console and select “Instances”
from the menu.

2. Select the instance for which you want to create alarm.

3. Select “Monitoring” tab.

4. Click the Create Alarm button (See Figure 2-25).

nogard -
Connect  Actions v
) o0 e
@ 11001
Lt B Name - | Inatance 19 + InmnceTypo - AvailabilityZone - Inemnco Stam +  Stans Checks - Alam Sums | Public DNS - Publ
= ‘ 1 I s 0Btabieticed  L2mice wsnest-d @ ruving © Zlchacks. Mo P X |
Lirstancss ] @
Spot Requests
BN R

ngtance: | 1-0SE3494D0TeME0E8  PUDIS DNS: 06235 164-28-106. 15 We£1-2.COMPULA. IMITORIWE COM
Descripton | Staws Checks

b CloudWatch alarms: & No alarms configured

o[==]

CloudWatch matrica: Basc mondoring. Enable Detaled Mordorng

netrics for Ehe selected reanufces (8 madmy
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Figure 2-25. CloudWatch alarm using EC2 Management Console
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5. The Create Alarm window will be displayed, as shown in

Figure 2-26.
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Create Alarm

You can use CloudWatch alarms to be notifisd automatically whenever meiric data reaches a level you define

To-edt an alam, fa3t chocse whom to motfy and then define when e petification should be seat

# Send a notification to: | No SNS 1opics found.

| Take the action:

Whenever: ')\verage ]

Is: [3=v]

Forat least: 1

+ | of [CPU Ultilization
Percent

congecutive period(s) of 5 Minutes

Name of alarm: awsec?--098a434bbieficeed-CPU-Utiization

Figure 2-26. Create alarm window
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6. Select from an existing SNS topic or create a new SNS topic. If
you create a new SNS topic, you need to provide the e-mail ID

when the alarm report will be notified.

7. Choose the metrics you want to configure for your instance
and provide the alarm name.

8. Click the Create Alarm button (See Figure 2-27).

Create Alarm

You can use CloudWalch alarms to be notified automatically whenever metric data reaches a level you define.

T el 0 slarm, frad chodse whom fo notfy and then define whes the nofiication should be sent

# Send a notification to: ECZ-SNS-Topic

With these reciplents: sumil gulabanki @gmall com

| Take the action:

Whenever: | Maximum

Is: |»=
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Recover

Stop 1

s instance (T

instance (]

Terminate this instance (i

Reboot this instance (1)

¥ | of | CPU Utiization
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cancel

Name of alarm: [EC2-CPU-Liilzation-Alarm]
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Figure 2-27. Create alarm with new SNS topic and metrics
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The alarm will be created successfully (See Figure 2-28).

Alarm created successfully X

Click the alarm to view additional details and options in Amazon CloudWatch (opens in a new window)
EC2-CPU-Utilization-Alarm

Mote: If you created a new SNS topic or added a new email address, each new address will
receive a subscription email that must be confirmed within three days. Notifications will only be
sent to confirmed addresses.

Figure 2-28. Alarm created successfully

Create an Alarm Using the CloudWatch Management
Console

You can create an alarm from the CloudWatch Management Console using the following
steps:

1. Go to the CloudWatch Management Console and select
Alarms from the menu.

2. Click Create Alarm (See Figure 2-29).

CloudWatch m Modity  Copy | Delete o % e

Dasnboarcs 5 = "
Fister: Al alarms ~ 1 € ¢ amraiaum 3 3
| Alarms 1
wate = Mame = Tnreshoid - Config Sttus
% O ECP-CPULUNIzaton-Alm CRULIIZANoN >= 50 1or 5 mintes
oK 1]

Bng
Evens
Rules
Legs
Meincs

Figure 2-29. CloudWatch Console

3. Create an alarm window to be displayed in two steps:
a. Select metric.

b. Select the Per-Instance Metrics under EC2 Metrics
(See Figure 2-30).
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Create Alarm
1. Select Metric 2. Define Alarm

Browse Metrics |+ | Q) i-098a494bbleffceed X

CloudWatch Metrics by Category
Your CloudWatch metric summary has loaded. Tolal metrics: 196

ApiGateway Metrics: 6 EBS Metrics: 34 EC2 Metrics: 54
By Api Name: 3

Per-Volume Metrics : 34 Per-Instance Metrics: 54
By Stage: 3

Lambda Metrics: 12 Logs Metrics: 4 RDS Metrics: 68
Per-Database Metrics : 17
By Database Class: 17
By Database Engine: 17
Across All Databases: 17

Across All Functions: 4
By Function Name: 4
By Resource: 4

Account Metrics: 2
Log Group Metrics- 2

$3 Metrics: 10 SNS Metrics: 2 Custom Metrics: &
Storage Metrics : 10 Topic Metrics: 2 Choose namespace...

Cancel

Figure 2-30. Create an alarm using CloudWatch Console

c. Search for the EC2 instance based on the instance ID

and select the metrics. Click the Next button, as shown in
Figure 2-31.
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1. SelectMetric 2. Define Alam

CHAPTER 2

EC2 w» ( -0982494bblefceed b 4 £ € 'mudiueic 3 3
EC2 > Per-nstance Metrics
Instanceld InstanceName Metric Name e
-DBBadE4bofeffiosed CPUCredBalance
0E8a4a4btteiceed CPUCredtUssge
W -0GBadtdbbfeficeed CPUUtEzaton
RBadidbtfeloeed DiskReadSyles
HORBadiebbieficaed CiskReadOps
wSasidbtiefosed Disk\WhteByles
-DREadRsbtleliomed DiskWiteOps
waSastanciefoesd MNetworkin
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Haa404bnfeffoasl StatusCheckFafed System
Title: CPUUtiization # Average ~ 5 Minutes ~ Update Graph mEO
» Time Range
._ » LeftY-axis

Figure 2-31. Search EC2 instance for creating alarm

d. Define the alarm.

Cancel

e. Provide the name and description for the alarm.

f.  Provide threshold limits.

g. Select the appropriate actions and advance options for
notification, auto-scaling action, and EC2 Action.

h. Click Create Alarm (See Figure 2-32).
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Create Alarm X

1. SelectMetric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the detalls and threshold for your slarm. Use the graph on the right 1o hfp sel the This slarm will trigger when the blue ng goses up i
appropriste threshald, or above the red ling for 3 duration of 5 minutes

CPUUSEzaton >= 50

Name: | EC2.Alamn-CloudWatch

Description: | EC2-Alam-CloudWatch

Whenever: CPUUtiization

is: | == v 5 o
for: |1 | consecutive period(s) e _ :_
Actions Namespace: AWS/EC2
I dd: i_eﬂn 44,

Define what sctions are taken when your alasm changes state.
Metric Name: | CpyUtization

Notification Deleie
Whenever this alarm: | State is ALARM v Period: | 5 ppases v
Send notification to: v | Hewist Entor s €@ Statistic: | Aversge
Emaillist | <01 sulabaniiggmail.com y

+ Notification | + AutoScaling Action = + EC2 Action

Cancel  Previous Create Alarm

Figure 2-32. Define alarm

The alarm created successfully (See Figure 2-33).

&/ Your alarm EC2-Alarm-Cloudwatch has besn saved

Figure 2-33. Alarm created successfully

Finally, we have completed creating the alarm on our EC2 instance. Whenever the
threshold limit on the EC2 instance is achieved, the receipt e-mail address will be notified.

Summary

In this chapter, I have discussed how to create EC2 instances and connect using the
SSH client (PuTTy). Moreover, I explained how to configure a security group so that you
can connect to an EC2 instance and key pair that is used to authorize login to the EC2
instance. Lastly, I demonstrated how to configure an alarm on an EC2 instance that will
be triggered when the threshold limit is crossed.

In Chapter 3, I will show how to configure SQS and how to implement SQS producer
and consumer applications.

88


http://dx.doi.org/10.1007/978-1-4842-2841-8_3

CHAPTER 3

Hands-on Simple Queue
Service (SQS)

Queuing service is communication among distributed applications. Generally, you have
queuing service where you need asynchronous processes to be carried out. The purpose
of queuing service is to transport data from origin applications and allow destination
applications to read messages and process further.

In this chapter, I will cover the following topics:

e  Messaging Queuing Service

e Introduction of AWS SQS

e  Features of SQS

e  Using AWS Management Console
e  Using AWS CLI

e  Using AWS SDK—Java

e  Monitoring Using CloudWatch

What Is Messaging Queuing Service?

Messaging queuing service provides different applications to transfer messages.
The queuing service follows the producer/consumer paradigm. Producer applications
are responsible for sending messages to the queue and consumer applications are
responsible for reading messages from the queue. Consumer applications can read
messages from the queue at any time; it is not mandatory to have connection established
to the queue when the producer sends messages. Whenever the consumer application is
connected, it reads the messages from the queuing service. The queuing service will add
the messages in sequential order.

Messaging queuing service is asynchronous communication. A queuing service
is used when you don’t have to respond back to the request immediately. Applications
can add messages to the queuing service and the consumer application can process it
at a later stage. There may be cases where the request is taking time to process, so the
producer application will add the message to the queue. (See Figure 3-1.)

© Sunil Gulabani 2017 89
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Consumer
Application

Producer
Application

Message Queuing Service

>

==Y

Figure 3-1. Message queuing service

Introduction of AWS SQS

AWS Simple Queue Service (SQS) is a distributed queuing service application where
you can add and read messages over the Internet. Amazon manages AWS SQS and only
charges users for what they have consumed. AWS SQS is a highly scalable solution that
allows applications to add and read messages, which makes decoupling the application
components efficient. AWS SQS can be accessed via Web Services API and AWS SDK,
which is available for different programming languages.

AWS SQS provide two types of queues:

1. Standard Queue

Standard queue is the default queue type supported by AWS SQS. It doesn’t restrict the
number of transactions per second, and it ensures that messages are delivered at least
once. This type of queue is used when there aren’t any critical events that need to be
processed by consumer applications since there may be duplicate messages that need to
be handled in the application. (See Figure 3-2.)
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Standard Queue Type

Figure 3-2. Standard queue type
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2. FIFO Queue

A FIFO (first in, first out) queue maintains order for delivery of messages. The name of the
queue should have the suffix “.fifo”. It restricts 300 transactions per second and ensures
that messages are delivered exactly once. This type of queue should be used when there
is a defined series of steps to be performed so that unordered messages are not received
for processing in consumer applications. (See Figure 3-3.)

W]

=

Producer M M M M M Consumer

Applicati Applicati
pRicalions M5 M4 M3 M2 M1 pRicatons

FIFO Queue Type

Figure 3-3. FIFO queue type

Features of SQS

Following are the main features of SQS that play a significant role in applications:

e  High Availability: AWS SQS provides high availability for sending
and receiving messages as they are stored on distributed servers.

e Authentication: To access the queue, permission is necessary at
the queue level. The users can access the queue based on AWS
IAM.

e Visible Timeout: When a consumer reads a message from the
queue, it hides the message that is being processed so that no
other consumer processes it.

e Delay Messages: Delay of messages can be configured at the
queue level as well as at the message level while sending
messages.

e  Cost: AWS charges only for the API requests that are made to SQS
so there are no fixed costs attached with AWS SQS.

Using AWS Management Console

AWS Management Console can be used to manage SQS. It provides an easy way to
configure SQS. To configure SQS, log in to AWS Console. Under the All Services category,
click SQS, as highlighted in Figure 3-4.
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~ All services
Compute @5 Developer Tools ¥  Intemet of Things
EC2 CodeCommit AWS 10T
EC2 Container Service CodeDeploy
f:n::;:eanstalk CodePipeline é Game Development
" GameLift
Server Migration F] Management Tools
Cloudwatch .
[} storage & Content CloudFormation [] Mobile Services
Delivery CloudTrail Mobile Hub
53 Config Cognito
CloudFront OpsWorks Device Farm
Elastic File System Service Catalog Mobile Analytics
Glacier Trusted Advisor SNS
Snowball
Storage Gateway 9 Security & identity P Application Services
1AM AP Gateway
£ Database Directory Service AppStream
RDS Inspector CloudSearch
DynamaDB WA Elastic Transcoder
ElastiCache Cerlificate Manager SES
Redshift sas
DMS ., ) SWF
i Analytics
&3 Networking E’::: Pipeline E] Enterprise Applications
VPC Elasticsearch Service WorkSpaces
Direct Connect Kinesis WorkDocs
Route 53 Machine Learning Worknal

QuickSight

Figure 3-4. AWS Management Console

1. Create Queue

Creating a queue is the first step in using AWS SQS. When you open AWS SQS Console,
you are redirected to the Create New Queue screen. If you aren't, click the Create New
Queue button, which will redirect you to the screen shown in Figure 3-5.
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Create New Oueue
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Figure 3-5. Create queue

You will provide the queue name and select the queue type that you prefer to use in
your project. As previously mentioned, if you select “FIFO queue” as the queue type, you
need to add the suffix “. fifo” to your queue name. If you want to create a queue with
default parameters, you can click the Quick-Create Queue button. Otherwise, if you need
to configure queue parameters, click the Configure Queue button. (See Figure 3-6.)

You can change these default parameters.

Queue Altributes

Default Visibility Timeout € 30 seconds v s and 1 .
Message Retention Period €@ 4 days * | Value must be between 1 minute and 14 days
Maximum Message Size €@ 256 KB Value must be betwesan 1 and 256 Ki
Delivery Delay @ 0 seconds + 0s .
Receive Message Wait Time @ 0 seconds Value must be between 0 and 20 seconds

Dead Letter Queue Se:rings
Use Redrive Policy €
Dead Letter Queue 0 Value must be an existing queue name.

Maximum Receives 0 Value must be between 1 and 1000,

Figure 3-6. Configure queue
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Following are the queue attributes:

e  Default Visibility Timeout: This parameter is used when the
consumer receives the message and processes it so that no other
consumers have that same message. There are two possibilities:

e Once the consumer processes the message successfully, the
consumer deletes the message.

e No delete call is been made until the visibility timeout
expires, so the message will be available to receive a call.

e Message Retention Period: This parameter is used to retain the
message in queue. After the message retention period configured
has expired, the message will be deleted automatically. By default,
the message retention period is 4 days and can be extended up to
a maximum of 14 days.

e  Maximum Message Size: This parameter refers to the message
size that the queue will accept.

e  Delivery Delay: This parameter refers to messages that are
invisible to consumers for that specific time. The value can be
between 0 and 15 minutes.

e Receive Message Wait Time: This parameter will be used for long
polling. It will help to reduce the cost of using SQS. By default,
the short polling is configured in AWS SQS. This will enable
the receive message request to query all servers and provide
respective responses.

e  Use Redrive Policy: This parameter enables configuration of
dead letter queue. Redrive policy will add messages to dead letter
queue after the messages are not successfully processed when
maximum received time is specified. The following parameters
need to be configured when you want to enable redrive policy:

e Dead Letter Queue: This parameter will contain the dead
letter queue name.

e  Maximum Receives: This parameter will contain the count
after which unsuccessful messages need to be added to the
dead letter queue.

2. Queue Listing

Queues can be listed on the home page of AWS SQS. Using this listing page, you can
operate on the AWS SQS and see the details of the queue that is configured.
(See Figure 3-7.)
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Create New Quoue Queus Actions ~

Filter ty Prefic | O Enter Text

| Name - Queue Type - Based
B Chapter3SaSCumeName Stargard Guee HiA
1 505 Queus selected
Details Femssions Redrive Policy Monitonng

Name: CraplerdSOSTumushises

URL: rapsciqe si-evet-2 amazoraws. com [N e 1S CEueuatiams.

ARNE aem:awssgyus-west 2 [ chapter 3505 0ue s bame.
Created: T016.11-30 16:15.62 GMT+08:30
Last Updated: 2016-11-30 16:1662 OMT+06:30
Delivery Delay 0 seconds
Queus Type: Saacard
Gontent-Based Deduplication: HA

@ English

[ -
* 1€ € twiotimms > 3|
Available - Flight- Created
[ 20161130 16.15.82 GMTH05.30
LN_}-]

Default Visibility Timeout 30 sscends
Message Retention Pericd 4 cays
Maximum Message Size 25548
Receive Message Walt Time 0 soconds
Messages Available (Visible): 0
Messages in Flight (Not Visible): o
Messages Delayed: ©

Figure 3-7. Queue listing

3. Configure Queue Permission

When you create a queue, by default only the queue owner can have access to the
queue. If you need to provide queue access to another user, you also need to provide the

necessary permission.

1. Select the queue from the listing and click the Permissions

tab. (See Figure 3-8.)

Resource €

Filter by Prefix| O Enter Text

B Hame - Queuve Type - B
B Chacter3505Cusushame Standard Queve P

1508 Queue selected

Detais Permissions

Rednve Polcy Mantonng
Add a Permission [d1 Policy Document [Advasced) Quewe Access Foicy?
Effect Principals Actions

Es R -
X 1€ € 1mio0imen 3
Availabl in Flight-  Created
o 2016-11-90 16:15:52 GMTHS 30
LN_}-]
Conditions

Thas guewe has an emply SOS Quose Acess Folcy. TR means Shat oly he quese owaer 5 Sl 156 . Vou £an Al B Permiasion 12 Grant Snomer ecount Seeess 1o th queve.

Figure 3-8. Queue permissions
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2. This will show the permissions provided to queue. To add
permission, click the Add Permission button. (See Figure 3-9.)

Add a Permission to Chapter3SQSQueueName

Permissions enable you to control which operations a user can perform on a queue. Click here to learn more

about access control concepts.

Effect @ @ alow

O Deny
Principal ﬂ aws account number(s) Cleverybody (1)
Use commas between multiple vakses.
Actions € — No Specific Actions — v L] All SQS Actions (SQS:*)

Add Conditions (optional)

Cancel

Figure 3-9. Add queue permissions
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You can provide AWS account IDs of the users you want to
allow or deny accessing the queue. Actions can include the
following:

*: This will grant all actions on queue.

SendMessage: This will grant the send message action. This
will by default grant SendMessageBatch action.

ReceiveMessage: This will grant the receive message action.

GetQueueUrl: This will grant the get queue URL action.
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¢ GetQueueAttributes: This will grant the get queue attributes
action.

¢ DeleteMessage: This will grant the delete message action.
This will by default grant the DeleteMessageBatch action.

¢ ChangeMessageVisibility: This will grant the change
message visibility action.

Once you have finished providing AWS account IDs and selected necessary actions,
click the Add Permission button. This will create the permission as you can see in
Figure 3-10.

Resource Groups = %

P z @
Filter by Prafix O] Frter Text b4 £ < 1otorimms > 3]
B Name - Queue Type - tent-Based = Avallaie - In Flight=  Created
B ChacterdSOSCusuehama Stardd Queue WA ] 0 2016-11-30 16:15:52 GMT 10530

1 505 GQueus selected _1-1=]

Detais Permissions Recnve Polcy Monitonng

m Edn Peicy Document (Advasced) whats 50! Y7
Effect Principals Actions Conaditions.
mow o ocowsom I ot + ANSQS Acins (SG57 None SR

Figure 3-10. Queue permissions added

4. Ifyouwant to edit the permission and edit using policy
document, click the Edit Policy Document (Advanced) button.
This will open the Edit Policy Document window showing
policy for the permissions you provided in the last step. Here
you can edit the policy to provide permissions to respective
AWS user IDs, actions, and resources (SQS). (See Figure 3-11.)
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Edit Policy Document for Chapter35QSQueueName *

The access palicy for the queue is shown below. If you copy policies between queuss, resource elements will be awtomatically updated t contain the comect
ARM for the target quaue, Click here 19 learn about writing an access policy.

"Version®: "2012-10-17%

=i =arnisvs:sgsias-vess-2 N - sPelicy”,

1d
"Staement”: |
1

~5id1480503423983,
ccT: "Allow®
Principal™: {

ThReey rarnsave: tan: SN <ooc®
: sgsie
: "axniava: S o -0 3505 Gae uetane

Figure 3-11. Edit queue permissions

4. Configure Dead Letter Queue

A dead letter queue is used when messages from source queues have not been consumed
successfully.

To configure a dead letter queue, select the queue from the listing and right-click
it, which will show the options menu. You can also click Queue Actions and select the
Configure Queue menu.(See Figure 3-12.)
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Create New Quoue Queue Actions

Filter by Prefix: C} Enter Text

B Hame «  Queue Type

B CrapriSasCuratame

1 Q% Queue selected
Detaits Pemissions
Name: Chaptors
URL: ninpaita)
ARN s aws
Created: 2016-11-30 1611652 OMT 405
Last Updated: 20161130 183704 SMT+08.30

Delivery Delay 0seconds

Queus Type: Standard

Content-Based Deduplication: A

ChagteriSOo QuestName
LSS Queuehiams

oon
B £ € imtattmem 3 3]
ges in Flight-  Created
Q 2016-11-30 16015052 GMT40830
_J-R=]

Default Visibility Timeout 30 seconds
Message Retention Period & doys
Maximum Message Size 358 KB
Receive Message Wait Time 0 ssccnds
Messages Available [Visible): 0
Messages in Flght (Not Visible): 0
Messages Delayed: 0

Figure 3-12. Queue options

This will open the Configure Queue window, as shown in Figure 3-13.
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Configure Chapter3SQSQueueName

Queue Settings
Default Visibility Timeout € 30 seconds
Message Retention Period @ 4 days  ~
Maximum Message Size §) 256 KB
Delivery Delay €0 0 seconds ¥ al
Receive Message Wait Time @ 0 seconds

Dead Letter Queue Settings
Use Redrive Policy € [
Dead Letter Queue €

Maximum Receives )

Figure 3-13. Configure queue

> an existing queuse name

etween 1 and 1000

Cancel Save Changes

Here you need to enable the check box for “Use Redrive Policy,” and you need a dead
letter queue that you will create first and then come back to this screen again.

Now you will create the queue that will be used as a dead letter queue.
It is mandatory that the queue type for the source queue and the dead letter
queue are the same. Figure 3-14 shows the queue that we created with the name
“Chapter3SQSDeadLetterQueue.”

Creo: oo
Fiter by Prefix: O Enter Text. ® 1102 002 ewn
Kame *  Gueue Type - Based in Flight= Created -
B CraporSQEDeadLotoruoue Etandand Cuoue A o ] 216-11:30 165:5066 GMT+08:30
CrapeISOsCuseName Standand Queue WA o [ 2016-11:30 1818 62 GUT+08:30
1 505 Queue selcoted mEEE

Cetalls. Permissons Recrive Polcy Monitonng

Name: Chapier3sCsieaalatierndusus
URL: hitpa:iisgs us-west-2 arnarcrans. com I Ctste- 25 0 oD asd L starCusus
ARN: arr s sqs us-west2 [ cra e 25 0S0mdLetioroueus
Created: 2010-11-30 16:89 55 OMT405:30
Last Updated: 016-11-30 1689055 GMT+05:30
Delrvary Delay O seconds
Queue Type: Stindud
Content-Based Deduplication: MA

Figure 3-14. Create dead letter queue
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Open the Configure Queue screen and select the check box for Use Redrive Policy. This
will enable the input boxes for Dead Letter Queue and Maximum Receives fields. Enter the
dead letter queue name as “Chapter3SQSDeadLetterQueue” and maximum receives as “10.”
After you have input this information, click the Save Changes button. (See Figure 3-15.)

Configure Chapter3SQSQueueName X

Queue Sellings

Defautt Visibility Timeout € 30 seconds ~
Message Retention Period € 4 days v
Maximum Message Size €@ 256 KB Value must be between 1 and 256 KB
Delivery Delay € 0 ssconds ™ Valup rust be belwesn 0 Seconds 16 m
Receive Message Wait Time € 0 seconds Jalue st be between 0 and

Dead Letter Queue Settings
Use Redrive Policy € [
Dead Letter Queue €  Chapter35QSDeadLetterQ  Value must be an existing queue name.

Maximum Receives 0 10 Value must be between 1 and 1000.

Figure 3-15. Configure dead letter queue to source queue

The redrive policy that we configured can be viewed under the Redrive Policy tab, as
shown in Figure 3-16.

T— cle
Filter by Prefix O} Enter Text b4 £ € 1e2orzmmes > 3|
Hame - Queue Type - Based i Available - inFlight- Created
ChapteriSQS5 Ceadl etterCusue Standard Cueue NA o o 2016-11-00 155656 OMTHO530
B ChaperasOsCumeNans Stangan Guewe A ] (] ZO6:11:30 161662 GMTH08:30
1 505 Queus selected EE=
Detalls Fermssions Redrive Policy Monioring

Maximum Receives 10
Dead Letter Quewe arn:aws sqsus-west-2 [ charorsasceaslatiercusue

Figure 3-16. Redrive policy tab
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5. Send Message
The Send a Message button is used to deliver messages to the queue.

1. Tosend a message, choose the queue, right-click, and select
Send a Message from menu. This will open the Send a
Message screen, as shown in Figure 3-17.

Send a Message to Chapter3SQSQueueName X

Message Body Message Aitributes

Enter the text of a message you want to send
Hello World!!!|

I7] Delay delivery of this message by |0 seconds ™ | (up to 15 minutes).

o [

Figure 3-17. Send a Message screen

2.  We added the message body “Hello World!!!” and clicked the
Send Message button. (See Figure 3-18.)
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Send a Message to Chapter3SQSQueueName X

Your message has been sent and is ready to be received.
Mote: It may take up to 60 seconds for the Messages Available column to update.

Sent Message Attributes:

Message Identifier. dd72acel-6a46-43el-abc3-51bef 22
MD5 of Body: 236bf30c70dc031691751030afbe38l3

o

Figure 3-18. Send message success

3. The message is successfully sent and you can see the message
identifier and MD5 of the body in the success screen.

Note For more details on MD5, see https://en.wikipedia.org/wiki/MD5.

4. On closing the success screen, you can check on the queue
listing that message is sent to and see that the “Messages
Available” count is shown as 1, as shown in Figure 3-19. Once
the message gets consumed, this count will decrease.

B ChaplrisQsQuaushama Standan Queus HiA 1 o 2016-11-30 16:15:62 GMT+05:30

Figure 3-19. Queue listing with unread message

5. Tosend a message along with the message attributes, select
the queue, right-click it, and click Send a Message from the
menu, as shown in Figure 3-20.
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Send a Message to Chapter3SQSQueueName X

Message Body Message Attributes

Enter the text of a message you want to send

Hello World with Message Atctributes]

B Delay delivery of this message by |0 seconds T | (up to 15 minutes),

Cons
Figure 3-20. Send a message with message attributes—1

6. Add message body as “Hello World with Message Attributes”
and click the Message Attributes tab. Now add name, type,
and value and click the Add Attribute button. This will add to
list of message attributes. Once done, click the Send Message
button, as shown in Figure 3-21.
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Send a Message to Chapter3SQSQueueName X
Message Body Message Attributes
Name

Type String v | (Custom Type: Optional)

Value

Entar a s¥ing valua

Whal is Message Altribute?
MName Type Values
Key-1 String Vahoe-1 %
Key-2 String Vaie-2 %
Key-3 String Vaiue-3 x

-
Figure 3-21. Send message with message attributes—2

6. Receive Message

Receive Message will retrieve messages from the queue. You can provide the maximum

number of messages to retrieve from the queue and the polling time in seconds to
determine if any messages are available.

1. To receive messages, select the queue, right-click it, and click
View/Delete Messages from the menu, as shown in Figure 3-22.

105



CHAPTER 3 " HANDS-ON SIMPLE QUEUE SERVICE (SQS)

View/Delete Messages in Chapter3SQSQueueName b4

Viewupto: 10 messages  Pollqueefor:| 30 | seconds ’| Stop How.

Polling for e MESSages oncs every 2 seconds

Delcle | Body - Sus Sent *  Recetvs Count

View messages curmently available in the queuve by clicking the Start Polfng for
Messages button

= Messages will come from the front of the gueus unless other applications
ane also reading from the queus

* Messages displayed in the console will not be available to other
applications until the conscla stops polling for messages.

* The conscle will stop polling for messages as soon as the specifiied
number of seconds have elapsed, the requested number of messages
have been received, or the Stap Now button has been pressed

# Dedeting a message from the console permanently removes it from the
queus

£ pon't show tnis agam. Start Prolling for Messages.

%
This progress bar indicates whelher messages displayed above are avaitable to applcations.

Figure 3-22. Receive message

2. Configure the parameters and click Start Polling for Messages.
This action will retrieve messages from the queue. You can
explicitly stop the polling or wait for the polling to complete.
(See Figure 3-23.)
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View/Delete Messages in Chapter3SQSQueueName

x
Viewupto: 10 messages Pollquesefor 30 seconds
Polling for néw meSsages once every 2 seconds.
Dedete  Body *  Sire *  Sent Receie Count
B Hedio Woorkd®| 14 bytes
i

2016-11-30 170436 AGMT+05:30
Halio Workd with Message Altnbutes

35 bytes 2016-11-30 18:00030 GMT+05:30

100%
Stopped after polling the quese a1 05 recafvesisecond for 30 6 seconds, Messages shown above are now available o other consumers
oone
Figure 3-23. Receive message listing

You can see the two messages have been retrieved. These are
the messages we sent in the Send Message section. To view

the message attributes, click the More Details link on each
message listed. (See Figure 3-24.)
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View/Delete M ges in Chapter3SQSQ

Viewupto: 10 messages  Poll quess for:. 30 seconds
Fioling for new messages ance avery 2 seconds

Delote  Body * Ske - Send Fncetve Count
] Helio Workd ) Mom Dotass
Message Details * e
B Helio Workd with Mo Dot
Memssacger By Message Aliributes
Hells Werld with Message Artzibutes
Messago ID; J5C16356-0053-403%-aMe- 811366080566
Ske; 35 byles
MD5 of Body. afc2202d07E8602014 254088004 abSdd.
sender Account 10: ([ NN
Sent: 2016-11-30 18:00:30 033 GMT+05:30
First Recedved: 2016-11-30 18:25:22 B35 GMT+05:30
Recenve Count: 1
IMessage Ao Count: 3
Close.
Stopped afler poling e quaus at 0.5 recarves/second for 30.6 seconds. Messages shown above ane now avaiable to other consumerns

Figure 3-24. Received message—more details—1

4. Find the message body that we have sent and click the

Message Attributes tab to see the message attributes that we
sent. (See Figure 3-25.)
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CHAPTER 3

Viewupto: 10 messages

Foling for NeWw MEss3Gs CNCY BVRTY 2 5900NGS.

Delcte  Body

in Chapter3SQsay

Poll quave for: 30 seconds

HANDS-ON SIMPLE QUEUE SERVICE (SQS)

Hedio Worlgh!

Haio World with

Message Details

Message Boddy

Narne Type

Way-1 String

Value-1

Key-2 String Value-2

Key3 String Value-3

Message Atribules Sire: 54 bytes
MDS of Message Altributes: 333263801201 700661 Sad083 2aath T

Close

Stopped after polling the queue 3t 0.5 receivestsecond for 30,6 seconts. Messages shown above are now avaitable to other consurers

Figure 3-25. Received message—more details—2

7. Delete Message

e
oo (TN

Delete Message will remove messages from the queue. SQS doesn’t remove messages
automatically when you retrieve messages. You explicitly need to delete messages.

1. When you receive messages, select the check boxes of
messages to delete and click the Delete Messages button. This
will prompt for confirmation to delete the messages.

2. Click the Yes, Delete Checked Messages button. (See Figure 3-26.)
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View/Delete Messages in Chapter3SQSQueueName

Viewupto: 10 messages  Poll queve for:

30 seconds
Polling for new messages onca every 2 $econds.
Doiote | Body ~ Sk ~| Sent = Rocoive Count -
il Hello Work!l! 1abytes  2016-11-30 17.04:36 GMT+05:30 1 More Detasks
il Hello Works with Message Altribules 35bytes  2016-11-30 18:00:30 GMT+05:30 1 More Detasks
Delete Messages

Are you sure you wan? 1o delete the following 2 messages?
You may uncheck messages thal your do nof wanl fo delete
W1 Hetio WorkdIl (14 bytes)

Pl Helio Workd with Message Attributes (35 bytes)

Yes, Delele Checked Messages.

Stopped aler polling the queue al 0.5 receives/second for 30,6 seconds. Messages shown above are now avaiable to olher consumers,

e (T

Figure 3-26. Delete message

8. Purge Queue

Purge Queue will delete all messages that are available in the queue. Once you purge the

queue, deleted messages can’t be retrieved. The deletion process takes nearly 60 seconds.
1. To purge the queue, select the queue, right-click it, and

click “Purge Queue” from the menu. This will prompt for

confirmation. (See Figure 3-27.)

Purge Queues X
Are you sure you want to purge the g quaue (i all the leftinity?
* Chapter3sqs - contains no

Cancel Yes, Purge Queue

Figure 3-27. Purge queues
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2. Click the Yes, Purge Queue button, and this will purge the queued
messages. You can see the success screen in Figure 3-28.

Purge Queues X
Your purge queue request for the following queue has been sent and is
in progress.

MNote: It may take up to 60 seconds for the message deletion process to complete.

* Chapter3SQSQueueName

OK

Figure 3-28. Purge queues success

9. Delete Queue

Delete Queue will delete the queue regardless if the queue is empty or not. The deletion
process takes nearly 60 seconds.

1. Select the queue, right-click the queue you want to delete, and
click Delete Queue from the menu.

2. Click the Yes, Delete Queue button, and it will delete the
queue, as shown in Figure 3-29.

Delete Queues X

Are you sure you want to delete the following queue, and any messages left in it?

* Chap Qs

Name - contains no

s Y

Figure 3-29. Delete queues

Using AWS CLI

In Chapter 1, I explained how to install AWS CLI. Now I will demonstrate how to use AWS
CLI to manage AWS SQS.
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create-queue

To create a queue, you need to pass the queue name. The queue name should be unique
under the same account. You can create a FIFO queue by providing the FifoQueue
attribute; otherwise, the queue will be created with standard queue type only. Use the
following code to create a queue:

>aws sqs create-queue --queue-name Chapter3SQSDeadLetterQueue

C:\Users\Dell>aws sqs create-queue --queue-name Chapter3sSQSDeadlLetterQueue

"QueueUrl™: "https://us-west-2.queue.amazonaws .cDm}_!ChapteHSQ’SDeadLEt terQueue”
¥

You can see that "QueueUrl" is returned for the command. You need to store this for
our future use.
To create a queue with specific attributes, add --attributes to the command:

>aws sqs create-queue --queue-name Chapter3SQSQueueName --attributes
file://C:/Users/Dell/create-queue-attributes.json

The created file create-queue-attributes. json contains the attribute’s name and
value in JSON format:

{

"DelaySeconds": "0",

"MaximumMessageSize": "262144",

"MessageRetentionPeriod": "1209600",

"ReceiveMessageWaitTimeSeconds": "0",

"VisibilityTimeout": "30",

"Policy": "{\"Version\": \"2012-10-17\", \"Id\":
\"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_ID:Chapter3
S0SQueueName/SQSDefaultPolicy\",

\"Statement\": [{\"Sid\": \"Sid1465389499769\",
\"Effect\": \"Allow\",\"Principal\": \"*\",\"Action\":
\"SQS:*\",\"Resource\": \"arn:aws:sqs:us-west-2:
YOUR_AWS_ACCOUNT ID:Chapter3SQSQueueName\"}]}"

}

€:\Users\Dell>aws sqs create-queve --gi Chapter ~-attributes file://C:/Users/Dell/create-queus-attributes.json

"Queuellrl™: “https://us-west-2.queue.amazonaws . con/ I chapter3sQsQueveNane™

You can also pass the attributes in key-value pair form separated by a comma (,):
keyi=value,key2=value2 ...

>aws sqs create-queue --queue-name Chapter3SQSQueueName --attributes
DelaySeconds=0,MaximumMessageSize=262144
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Note  For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/create-queue.html.

get-queue-url

Using the get-queue-url command, you will be able to get the URL of an existing queue:

>aws sqs get-queue-url --queue-name Chapter3SQSQueueName

C:\Users\Dell»>aws sqs get-queue-url --queue-name Chapter3SQSQueueName

{
b

"QueueUrl”: "https://us-west-2.queue.amazonaws.com/ |/ chapter3sQsQueuehame™

If you need a queue URL that was created using a different account, you can pass the
account ID in the request:

>aws sqs get-queue-url --queue-name Chapter3SQSQueueName --queue-owner-aws-
account-id 1234567890

C:\Users\Dell>aws sqs get-queue-url --queue-name Chapter3dsQsQueuelame --queue-owner-aws-account-id [N
"QueueUrl™: "https://us-west-2.queue.amazonaws. :nl!_ChapteriSQSQueueuae'

Replace the 1234567890 with an actual AWS account ID using the queue that was
created. Make sure the queue has been granted the necessary permission to access it.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/get-queue-url.html.

add-permission

This command provides access to the queue. By default, the queue owner has all controls
to a queue. If different users need to access the queue, permission must be provided to
them.

>aws sqs add-permission --queue-url https://us-west-2.queue.

amazonaws .com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label
Chapter3SQSPermission --aws-account-ids YOUR_AWS_ACCOUNT ID --actions
"SendMessage" "ReceiveMessage" "DeleteMessage" "ChangeMessageVisibility"
"GetQueueAttributes" "GetQueueUrl"
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£ \Users\ el xaws sqs add-permisslon --quews-url nnps:.r.fus--m.n.w.mmm.(mm hap --label Chapterisg id
- ctions " i 8- - 1aibillty i 5

Ciluzersiells

You can provide a list of account IDs and different queue actions to grant access.
There won't be any output for this request. To provide all actions available, you can also
provide "*":

>aws sqs add-permission --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label Chapter3SQSAllPermission
--aws-account-ids YOUR_AWS ACCOUNT ID --actions "*"

:\users\Delloaws £q5 8dd-permission --gqueve-url https:/fus-west-2.queve. ssazcasvs. con N chapt --Label Chap
s I - - <t oo "*°

WsersiDelly

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/add-permission.html.

remove-permission

This command will remove the permission from the queue based on the label provided in
the request:

>aws sqs remove-permission --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label Chapter3SQSPermission

C:\Users\Dellsaws 5qs remove-permission --queve-url https://us-west-2.queue M oot er35050ueueiane - label Chapter3sQsPersission
C:iUsersiDell>

There won'’t be any output for this request. The “get-queue-attributes” section shows
how to get the list of permissions.

Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/remove-permission.html.
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set-queue-attributes

The set-queue-attributes command sets the queue attributes values. You can provide
attributes either in key value form separated by a comma (,) or in a JSON format:

>aws sqs set-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attributes DelaySeconds=0,Max
imumMessageSize=262144,MessageRetentionPeriod=1209600

--gueue-url METps://us-west-2 /I o

- sgs set-q
#S[readBP1ad, Hes cageRet ent fonPer odel 1A068

Cx\UsersiDells

When queue attributes are changed, it takes 60 seconds to go into effect. The
MessageRetentionPeriod attribute may take 15 minutes to go into effect:

>aws sqs set-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attributes file://C:/Users/
Dell/set-queue-attributes.json

File:set-queue-attributes.json

"DelaySeconds": "0",

"MaximumMessageSize": "262144",

"MessageRetentionPeriod": "1209600",

"ReceiveMessageWaitTimeSeconds": "0",

"VisibilityTimeout": "30",

"Policy": "{\"Version\": \"2012-10-17\", \"Id\":
\"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_
ID:Chapter3SQSQueueName/SQSDefaultPolicy\",

\"Statement\": [{\"Sid\": \"Sid1465389499769\",\"Effect\":
\"Allow\",\"Principal\": \"*\",\"Action\":\"SQS:*\",
\"Resource\": \"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_
ID:Chapter3SQSQueueName\"}]}",

"RedrivePolicy": "{\"maxReceiveCount\":\"10\",
\"deadLetterTargetArn\":\"arn:aws:sqgs:
us-west-2:YOUR_AWS_ACCOUNT_ID:Chapter3SQSDeadlLetter
Queue\"}"

k: s\Dellraws 595 ST-q q 1 https:/J/us-west-2.quece. amazonaws . con, [N <ac - £ile://C: 1/set-que
e - at tributes. Json

Ci\Users\ell>

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/set-queue-attributes.html.
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get-queue-attributes
The get-queue-attributes command provides the queue attributes:

>aws sqs get-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attribute-names All

=q5 got g 1 https:/fus-west-2.queve. amazonaws . con, T crep --attribut all

“attributes®:

o,
!rrv “{\"Version):\"2812-18-17\" \ 1\ 1\ arn: ows 155 jus -west -2 <[ - chaptor3sgsQueuchisnc, AR
PETERNT, A TEFFRCTAT I AL LW \‘DHMIWI\ AT, A TACTLoNN T ATSQE: AT, A TR S cEr T\ T, 2:&!( h T s
“Hessageetunt onPeriod”:
Thppraximatebabe; PO%”'RW!]MQ' e,
“RedrivePolicy™: “{\" de-dl.m:rurlzurn\ i\ arnzaws:sqsius -west -2 N : chop TN "i16)7
“HMawimumMessagesize”: "I62144"
'tmm’llnﬂap um?mn‘,
lnmm‘m-pt e,
'l\e(el\'the!!miﬂ'm::nnd! .
“DelaySeconds™: “@"

AN S UG
“HY,

3y i
'\'“INUU\‘[IIOM =
nndlﬂmi-a.uq) uaoaunn‘

wehrn®: “ar -2 I : <15 e 3505 Qe eblame™

1
E

E:\UsersiDells

To only get specific attributes, you can pass the attribute name in the request:

>aws sqs get-queue-attributes --queue-url https://us-west-2.queue.
amazonaws .com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attribute-
names "DelaySeconds" "MaximumMessageSize" "MessageRetentionPeriod"
"ReceiveMessageWaitTimeSeconds" "VisibilityTimeout"

CilUsersiDellaws sgs get-queve-attributes --gueue-url https:// /I ot = = i - * “Maximm
- - = -isibl -

“Attributes”: {
“Delayseconds”™:
“‘!M!Ity’ll-ﬂu“ 38",
“Messngefetent ionPeriod”: “1203608",
TRecelveMessagehsitTineSeconds™: "8”
“MaxisumMessagesize™: "2er14a

Note For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/get-queue-attributes.html.

list-queues

The list-queues command provides the list of all queues available:

>aws sqs list-queues

%:\Users\ne11>aus sqs list-queues
[ "QueueUrls”: [
"https://us-west-2.queue.amazonaws.com/ I Chapter3sQsDeadLetterQueue”,
"https://us-west-2.queue.amazonaws . com/|| I chapter3sQsQueueName”™
]

r—
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The maximum number of queues returned is 1000. If you want to search a queue
based on the prefix, use the following command:

>aws sqs list-queues --queue-name-prefix Chapter3SQSDead

C:\Users\Dell>aws sqs list-gueues --queue-name-prefix Chapter3sQSDead

{

"QueueUrls”: [
"https://us-west-2.queue.amazonaws. com_!Chapter3SQSDeadLetterQueue"
]

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/list-queues.html.

list-dead-letter-source-queues

This command provides a list of source queues whose RedrivePolicy has been configured
with this dead letter queue:

>aws sqs list-dead-letter-source-queues --queue-url https://us-west-2.queue.
amazonaws . com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSDeadlLetterQueue

:\Users\Dell>aws sqs list-dead-letter-source-queues --queue-url https://i 2.queue con/IN Chapter3SQsOeadlet terQueue
“guevelrls™: [
“https://us-west-2.queue con/ I oo

Figure 3-30. List Dead Letter Source Queues

Note For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/list-dead-letter-source-queues.html.

send-message

This will send message to a queue.

>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!"

C:\Users\Dellbaws sqs send-message --queue-url https://us-west-2.queus con/ I < hip - body “Hello aks SQ5111™
{

A ni IT46E5",
“Messogeld™: 33082007 -310¢- 4587 -2809-8F5e123d059°
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You can also delay the message by n seconds by using --delay-seconds parameter as:

>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!"
--delay-seconds 10

13aws sqs send- ge --ques-url hetps: /i A e --message-body “Hello aMS 5Q51117 --delay-seconds

]

Note This delay second parameter won'’t be applicable on FIFO queue types. To apply
delay, you need to configure it at queue level instead of at a message level.

You can also add attributes having different data type while sending messages:
>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!"
--message-attributes file://C:/Users/Dell/send-message-attributes.json

File: send-message-attributes.json

{
"Chapter": {
"DataType": "String",
"StringValue": "2"
1
"Environment": {
"DataType": "Binary",
"BinaryValue": "Production!"
}
}

2.queus con I ag “Hello AWS SQS!11° --message-attrl

& Traws sgs age - -gueuw-url hitp
butes file://C:/Users/Dell/send-messoge-attributes. json

"HOSOfMes sageBody”™: " 2h28033c efetlcTABEORI 2451 1T 405",

Note  For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/send-message.html
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send-message-batch

This command enables sending messages in batches. The maximum number of messages
that can be sent is 10 messages per batch:

>aws sqs send-message-batch --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries file://C:/Users/Dell/
send-message-batch.json

File: send-message-batch.json

[{
"Id": "Message-1",
"MessageBody": "Hello AWS SQS 2!!!",
"DelaySeconds": 10
b A
"Id": "Message-2",
"MessageBody": "Hello AWS SQS 2!!!",
"DelaySeconds": 10,
"MessageAttributes": {
"Chapter”: {
"DataType": "String",
"StringValue": "2"
35
"Environment”: {
"DataType": "Binary",
"BinaryValue": "Production!"
}
}
1

C:\Users\Dellsaws 395 send-message-batch --gueve-url Mttes:/fus-west-2.queve,smazcams.cos/ [N chopter3sosQuevetume --entries File://C:/Users/Dell/send-sessage
-bateh. json

“Successful”: [
{

“Id*: “Message-17,
“Messageld™: "ef201330-206a-40bF-Jebo- eb02eeT4s0b1"

b
Hh

- sgedttributes: " Javdia",
“Id": “Message-2°,
geTa s cdziized
1
1
*

You can also pass message lists inline. Different messages are separated by a space,
and each message has several properties such as Id, MessageBody, DelaySeconds, and
MessageAttributes:

>aws sqs send-message-batch --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries Id=Message-1,MessageBody=
"Hello AWS SQS 1!!!",DelaySeconds=10 Id=Message-2,MessageBody="Hello AWS SQS
2111" DelaySeconds=10,MessageAttributes={Chapter={StringValue=2,DataType=String},
Environment={StringValue="Production!",DataType=String}
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" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/send-message-batch.html.

receive-message

This command receives messages from a queue. The maximum number of messages that
can be received per request is 10 and the maximum number of default messages is 1:

>aws sqs receive-message --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --max-number-of-messages 10
--visibility-timeout 20 --wait-time-seconds 10

The visibility timeout parameter hides the message for a number of seconds
specified by other requests. The wait-time seconds parameter waits for the specified time
to receive messages from the queue.

" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/receive-message.html.
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delete-message

This command deletes messages from the queue. You need to pass the receipt handle of
the message received:

>aws sqs delete-message --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --receipt-handle
AQEBWhE5tOxyrwLaCBMQv...... gWPXyqsAFV+A==

CriUsers\Dallaaws 595 dolote-message --quous-url hetps:/fus-west-2.quoss. amazonsws . con [N crapterssqsquecenans --recoipt-handle AQESWhESTEXyPuLACEMDYrYIMIZOTE
T

£:\Users\Dall>

There won'’t be any output for this request.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/delete-message.html

delete-message-batch

The delete-message-batch command deletes the messages in a batch of 10 messages.
Each deleted message will have a response in output:

>aws sqs delete-message-batch --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries Id=082e80fe-a0e8-
41f4-89cc-f54cbcf7b9ic,ReceiptHandle=AQEBxXGsIlusZ..... (3bX6gSDQ==

5 Tomet 2ns el o bkl o 1 https:/fu 2 ﬂ: apt e eR A TA
bof7balc, Recelptiandle-AQEB:00GsT LusZ+ [RVAgR2ZI S 51 A2 3 LgIRRDNT HE0ay FAESGeCEARGSE
(AR GBS ke ug [VISOVI SRAVGREM/ ks Lbs SEROD2BpF 1 4 $354 LF G974 4 8816000
04 FQ/YTC
*successful™: [

D PTA— . -
1
1

L3

You can also pass the entries in JSON format:
>aws sqs delete-message-batch --queue-url https://us-west-2.queue.amazonaws.

com/YOUR_AWS_ACCOUNT_ID/Chapter3sQSQueueName --entries file://C:/Users/Dell/
delete-message-batch.json
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File: delete-message-batch.json

[{
"Id": "082e80fe-a0e8-41f4-89cc-f54cbcf7boic”,
"ReceiptHandle": "AQEBxXGsIlusZ........ +C3bX6gSDQ=="
I8
{
"Id": "1234-a0e8-41f4-89cc-f54cbcf7b91c”,
"ReceiptHandle": "123aasdasda........ +C3bX6gSDQ=="
}

[c:\Users\Delloaus sqs delote-massage-batch --quoue-url https://us-west-2.queus. amazonaws. con [N crapter35QSQuaucHane - -entries £2l0://C:/Uscrs/Dall/delate-nes
[sagu-batch. Jsca

'Suciusful': [

=187 "RIHOFE-HNE-S1F

i }
“ratled: |
i

| “Mersage™: “The input receipt handle |~ Vg 5 @
(1o 3 ugTYI9 by JMykE 15 gyqe i

PeyRL Inti E0i6g500==1" iz not a valid receipt handle.”,
| “SenderFault™: trug,

“tode”: “RecelptHandlelsinvalid™,

“Id": "1234-a808-41€4-89CC- FEACECFTOOIC"

eI

In the previous command, we provided one valid and one invalid message ID
and receipt handle in JSON file, so in output we received one successful and one failed
message.

Note For more parameters in detail refer: http://docs.amazonaws.cn/cli/latest/
reference/sqs/delete-message-batch.html.

change-message-visibility

This command will change the message’s visibility timeout for a specified number of
seconds. The maximum timeout you can configure is 0 to 43,200 seconds (that is, 12
hours).

>aws sqs change-message-visibility --queue-url https://us-west-2.queue.
amazonaws .com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --receipt-handle
AQEBIvyCtihBCvEBNdhd........ zYgGHO4ytgoM7aDgXTdOjkkywA== --visibility-

timeout 12000

E::usm\nuuu 595 change-message qui 1 http: t-2 /I ract o 3S0SQucuchiane - -receipt handle AQEEIwyCtihECVEBNR
; RESEHAQIOP »

[imgsray . gt T uFTuMs N
[Fcde Dity-timecut 12668

|

[ isers\Delly
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Note  For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/change-message-visibility.html.

change-message-visibility-batch

The change-message-visibility-batch command changes the message’s visibility in a
batch of 10 messages. Each change visibility message will have a response in output:

>aws sqs change-message-visibility-batch --queue-url https://us-west-2.
queue.amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries
Id=c7f18324-8d89-4030-a7ef-18cfac9dbdf4,ReceiptHandle=AQEBIvyCtihBCVE
BN........ /zYgGHO4ytgoM7aDgXTdQjkkywA==,VisibilityTimeout=12000 Id=39af20fb-
a99a-43d9-8e38-125a3d898522,ReceiptHandle=AQEBFQ4u9wbkoSyd7WzAn. ....... +Inyn
JzPv42ykTonmgvfQ==,VisibilityTimeout=12000

E!\\hc‘s\ﬂdb—s 595 change-message- batch --g rl METps://us-west-2. A 15 r3SQ5Quouchiang --ontries 1d-c741E324-EdE0-463
TeF vy 0EgGA/P KL S NEVQTVum] 5
743 IC3echq 11d5wBZ
VRAF +Cking] s 700 RHs 0 L/uo05a)L Visib 16-330F207b- 29904305 Ge3e-F25a3d
22 AEE
JEBOMET 1V ] kygq e 008 actheh 1 7
7 kKA EWRIE TEIGu T+ JUrhz 23Tl tlﬁﬂﬂ!?ggf ! Vi "“""‘Niw«t-m
“Successful: [

~1d": =c7f18324- 80 ¥

e

) “Id7: "39af2fb-a00a-43d0-Be38-F25a34898522°
1

You can also pass the entries in JSON format:
>aws sqs change-message-visibility-batch --queue-url https://us-west-2.
queue.amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries
file://C:/Users/Dell/change-message-visibility-batch.json

File: change-message-visibility-batch.json

[{
"Id": "c7f18324-8d89-4030-a7ef-18cfac9dbdf4",
"ReceiptHandle": "AQEBIvyCtihBCvEB........ 4ytgoM7aDgXTdQjkkywA==",
"VisibilityTimeout": 12000

b A
"Id": "39af20fb-a99a-43d9-8e38-f25a3d898522",
"ReceiptHandle": "AQEBFQ4u9w6koV7........ InynJzPv42ykTonmgvfQ==",
"VisibilityTimeout": 12000

1]
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Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/change-message-visibility-batch.html.

purge-queue

This command deletes all the messages available in the queue. Once messages are
deleted, they can’t be recalled back. The delete process may take 60 seconds:

>aws sqs purge-queue --queue-urlhttps://us-west-2.queue.amazonaws.com/YOUR_
AWS_ACCOUNT_ID/Chapter350SQueueName

There won't be any output for this request.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/purge-queue.html.

delete-queue

The delete-queue command deletes the queue whether the queue contains messages or
not. You can’t recall messages after they have been deleted. The delete process may take
60 seconds.

>aws sqs delete-queue --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT ID/Chapter35QSQueueName
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There won'’t be any output for this request.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/delete-queue.html.

Using AWS SDK—Java

In this section, I will discuss how to use AWS Java SDK to manage AWS SQS. First, you will
need to create AmazonSQSClient.

To create AmazonSQSClient, you first need to create the AWSCredentials
using either of the credential provider mechanisms. In our case, we will use
ProfileCredentialsProvider:

AWSCredentials credentials =
new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonSQS amazonSQSClient = new AmazonSQSClient(credentials);
This will load the sunilgulabani profile’s access key and secret key via the

credentials file.

Create Queue

To create a queue using SDK, call the createQueue method of AmazonSQSClient:

private static final String DEAD_LETTER QUEUE_NAME =
"Chapter3SQSDeadLetterQueue";

createQueue(DEAD_LETTER QUEUE_NAME);

public String createQueue(String queueName) {
CreateQueueRequest request = new CreateQueueRequest(queueName);

CreateQueueResult response = amazonSQSClient.createQueue(request);

return response.getQueuelrl();
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{
"queueUrl™: "htetps://sqgs.us-west-2.amazonaws. ccg/_{C‘.".apt:er?»SQS_{‘PPri-’ etterQueus™,
"sdkResponseMetadaca®: {
"metadata™: {
"AWS_REQUEST _ID": "3f3SaciT-eaci-327f-33bl-fcldieces&sb”
}

"adkHccpMetadaca™: {

"httpHeaders": {
"Server": "Sarver”,
"Connection": "keep-alive",
"x-amzn-RequestId”: "3f85aciT-eac2-527f-83bl-fc8dfecedseb”,
"Content-Length": "346",
"Date": "Thu, 01 Dec 2016 12:04:28 GMI",
"Concenc~-Type™: "cexc/xml"

|

"htepScatusCode™: 200

In response, you will get "queueUrl".

Create Queue with Attributes

To create a queue with attributes, add the attributes using CreateQueueRequest’s
addAttributesEntry method:

private static final String QUEUE_NAME = "Chapter3SQSQueueName";
createQueueWithAttributes (QUEUE_NAME);
public String createQueueWithAttributes(String queueName) {

String queueNameTargetARN = "arn:aws:sqs:" + region.getName() + ":" +

awsUserAccountId + ":" + queueName;

String queueNameDefaultPolicyId =
queueNameTargetARN + "/SQSDefaultPolicy";

CreateQueueRequest request = new CreateQueueRequest(queueName);
request.addAttributesEntry("DelaySeconds", "0");
request.addAttributesEntry("MaximumMessageSize", "262144");
request.addAttributesEntry("MessageRetentionPeriod"”, "1209600");
request.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "0");
request.addAttributesEntry("VisibilityTimeout", "30");

request.addAttributesEntry("Policy", "{" +
"\"Version\": \"2012-10-17\"," +
"\"Id\": \"" + queueNameDefaultPolicyId + "\"," +
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"\"Statement\": [" +
"+

" \"Sid\": \"Sid1465389499769\"," +
" \"Effect\": \"Allow\"," +

" \"Principal\": \"*¥\"," +

" \"Action\": \"SQS:*¥\"," +

" \"Resource\": \""

+

13

+ queueNameTargetARN + "\"" +

CreateQueueResult response = amazonSQSClient.createQueue(request);

return response.getQueuelrl();

r
1
"queueUrl": "https://sgs.us-west-2. amazonaws Accmf_‘{ Chapter3SQSQueueName”,
"sdkResponseMetadata™: {
"metadata®™: {

"AWS_REQUEST_ID": "b3c607bc-2025-5358-9b2f-57063428774c"

"asdkHttpMetadata®™: {
"httpHeadexrs™: {

"Server™: "Server"®,
"Connection™: "keep-alive™,
"x-amzn-RequestId™: "b3cé07bc-2025-5358-9b2f-57063428774c",
"Content-Length": "340",
"Date": "Thu, 01 Dec 2016 12:04:29 GMI",
"Content-Type": "text/xml"

"httpStatusCode™: 200

In response, you will get "queueUrl".

Get Queue URL

To get the queue URL, use the getQueueUrl method of AmazonSQSClient:
getQueueUr1(QUEUE_NAME);
public String getQueueUrl(String queueName) {

GetQueueUrlResult response = amazonSQSClient.getQueueUrl(queueName);

return response.getQueuelrl();
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'
i

"queueUrl™: "https://sgs.us-west-2, amazonaws Accmf_‘{ Chapter3SQSQueueName™,
"sdkResponseMetadata™: {
"metadata™: {

"AWS_REQUEST_ID": "dl17bfa85-b4e3-5a46-8486-aa3faleedes2”

"asdkHttpMetadata®™: {
"httpHeadexrs™: {
"Server™: "Server"®,
"Connection™: "keep-alive™,
"x-amzn-RequestId”: "dl7bfag85-b4e3-5a46-8486-aa3faleedes52”,

"Content-Length": "340",
"Date": "Thu, 01 Dec 2016 12:04:29 GMI",
"Content-Type": "text/xml"

T

"httpStatusCode™: 200

In response, you will get "queueUrl"

Add Permissions

To add permissions, use the addPermission method of AmazonSQSClient:

addPermission(queueUrl);

public void addPermission(String queueUrl) {
AddPermissionRequest request = new AddPermissionRequest();
request.setQueuelrl(queuelrl);
request.setActions(getActions());
request.setAWSAccountIds(getAWSAccountIds());
request.setLabel("Chapter3SQSPermission");

AddPermissionResult response = amazonSQSClient.addPermission(request);

}

private List<String> getAWSAccountIds() {
List<String> awsAccountIdslList = new ArraylList<String>();

awsAccountIdsList.add(awsUserAccountId);

return awsAccountIdslList;

}

private List<String> getActions() {
List<String> actionsList = new ArraylList<String>();
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// actionslList.add("*");
actionsList.add("SendMessage");
actionsList.add("ReceiveMessage");
actionsList.add("DeleteMessage");
actionsList.add("ChangeMessageVisibility");
actionsList.add("GetQueueAttributes");
actionslList.add("GetQueueUrl");

return actionslList;

Along with the queue URL, you also need to provide a permission label name
(AWS User ID) to whomever you want to assign permissions as well as what actions
(permissions) you need to assign. These will be added to the AddPermissionRequest
object:

{
"sdkResponseMetadata™: {
"metadata™: {
"AWS _REQUEST ID": "89de635b-ff28-5987-a019-33eleb256d93"
}
:'!
"sdkHtopMetadata: {
"nttpHeaders™: {
"Server": "Server”,
"Connection™: "keep-alive",
"x-amzn-RequestId": "E89de63S5b-ff28-5987-a019-33eleb256d93",
"Content-Length": "215",
"Date™: "Thu, 01 Dec 2016 12:04:29 GMTI",
"Content-Type": "text/xml"
} r
"nttpStatusCode”: 200

There won'’t be any parameter in response specific to adding permission apart from
httpStatusCode, which will be used to identify whether the request was successful or not.

Remove Permissions

To remove permissions from the queue, you need the label name of permission, which
is assigned on queue. To remove permissions, use the removePermission method of
AmazonSQSClient:

removePermission(queuelrl);

public void removePermission(String queueUrl) {

RemovePermissionRequest request =
new RemovePermissionRequest(queueUrl, "Chapter3SQSPermission");
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RemovePermissionResult response =
amazonSQSClient.removePermission(request);

"sdkResponseMetadata™: {
"metadata™: {
"AWS REQUEST_ ID": "88b037c4-6ca3-5442-8el0-677e78adb056"

"sdkHttpMetadata™: {

"nttpHeaders™: {
"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId™": "E8b037c4-6ca3-5442-8el0-677e78adb056",
"Content-Length": "221",
"Date": "Thu, 01 Dec 2016 12:04:30 GMTI",
"Content-Type"™: "text/xml"

ir

"nttpStatusCode™: 200

There won'’t be any parameters in response specific to removing permissions apart
from httpStatusCode, which will be used to identify whether the request was successful
or not.

Set Queue Attributes

To set queue attributes, you need to create queue attributes first, which will be in the form
of a key-value pair. Using the setQueueAttributes method of AmazonSQSClient, set the
queue attributes:

setQueueAttributes(queueUrl, DEAD LETTER QUEUE NAME);

public void setQueueAttributes(String queueUrl, String deadlLetterQueueName) {
SetQueueAttributesRequest request = new SetQueueAttributesRequest(
queueUrl,
createQueueAttributes(
getNameFromUrl(queueUrl),
deadlLetterQueueName));

SetQueueAttributesResult response =
amazonSQSClient.setQueueAttributes(request);
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private Map<String, String> createQueueAttributes(
String queueName, String deadlLetterQueueName) {

Map<String, String> attributes = new HashMap<String, String>();
String queueNameTargetARN = "arn:aws:sqs:" + region.getName() + ":" +
awsUserAccountId + ":" + queueName;

String queueNameDefaultPolicyIld =
queueNameTargetARN + "/SQSDefaultPolicy";
String deadlLetterTargetARN = "arn:aws:sqs:" + region.getName() + ":" +
awsUserAccountId + ":" + deadlLetterQueueName;

attributes.put("DelaySeconds", "0");
attributes.put("MaximumMessageSize", "262144");
attributes.put("MessageRetentionPeriod", "1209600");
attributes.put("ReceiveMessagelWaitTimeSeconds", "0");

attributes.put("VisibilityTimeout", "30");
attributes.put("Policy", "{" +
"\"Version\": \"2012-10-17\"," +
"\"Id\": \"" + queueNameDefaultPolicyId + "\"," +
"\"Statement\": [" +
n {ll +
" \"Sid\": \"Sid1465389499769\"," +
" \"Effect\": \"Allow\"," +
" \"Principal\": \"*\"," +
" \"Action\": \"SQS:*¥\"," +

\"Resource\": \"" + queueNameTargetARN + "\"" +
IRCEN

"13);
attributes.put("RedrivePolicy",
"{\"maxReceiveCount\":\"10\", \"deadlLetterTargetArn\":\"" +
deadLetterTargetARN + "\"}");

return attributes;
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"sdkResponseMetadata™: {
"metadata™: {
"AWS REQUEST_ ID": "5813d728-2d8d-5adé-b072-8792339838ec2"

i

"sdkHttpMetadata™: {

"nttpHeaders™: {
"Server™: "Server"©,
"Connection": "keep-alive”,
"x-amzn-RequestId": "5813d728-2d8d-5adé6-b072-879239838ec2",
"Content-Length": "225",
"Date": "Thu, 01 Dec 2016 12:04:30 GMI",

"Content-Type"™: "text/xml"
i

"nttpStatusCode™: 200

There won'’t be any parameters in response specific to setting queue attributes apart from
httpStatusCode, which will be used to identify whether the request was successful or not.

Get Queue Attributes

To get the queue attributes, you need to provide the attributes you need in return for the
specific queueUr] using the getQueueAttributes method:

getQueueAttributes(queueUrl);

public void getQueueAttributes(String queueUrl) {
GetQueueAttributesRequest request = new GetQueueAttributesRequest();

request.setQueuelrl(queuelrl);

request.setAttributeNames(getAttributeNames());

GetQueueAttributesResult response =
amazonSQSClient.getQueueAttributes(request);

}

private List<String> getAttributeNames() {
List<String> attributeNames = new Arraylist<String>();

attributeNames.add("DelaySeconds");
attributeNames.add("MaximumMessageSize");
attributeNames.add("MessageRetentionPeriod");
attributeNames.add("ReceiveMessageWaitTimeSeconds");

attributeNames.add("VisibilityTimeout");

132



CHAPTER 3 * HANDS-ON SIMPLE QUEUE SERVICE (SQS)

attributeNames.add("Policy");

return attributeNames;

marsrimuzesT: o
“Puliey
=\ Version 1\ "20AE-10-074", 4"
*Iffect\”:\"Allow\",\"Frincipa

8 129814 AN A0 (3% 3
+ A"AGTioah "3\ 5055 \", \"Resource\ "\ "arn; aws 290147259238 Chapter35Gotueueane’\ " 111",

*RoceiveeasagedairTineSoconds
*DelaySecends®: "%,
“MesEageRetencionFerinds *1Z086007,
“MazimMeanagetise=: 1671447,
*VisibilityTizesus®: *30°

"adiRlespcnseetadata®: |
emazamatat: |

"ANS_REQUESI_ID™: *

madiizrpieradata®s [
"nezpHeadera™ {
rEazvasT: TSarver®,

SConeesTionT: SEeep-aliveT,
" que ST £

snespstasusCose=: 300

In response, you can see that under "attributes”, all requested attributes values are
returned.

List Queues

To list all queues, use the 1istQueues method:

listQueues();
public void listQueues() {

ListQueuesResult response = amazonSQSClient.listQueues();

"queuelUzls": [
"https://sgs.us-west-2. amazonaws.com/298147259238/Chapter3S0SDeadletterQueus”,
"https://sgs. ug-wegst-2.amazonaws.com/298147259238/Chapter350SQueueliame™
1,
"asdkResponseMetadata": {
"metadata": {
"AWS_REQUEST_ID": "dB85c35d7-€771-543£f-b718-656d737e002b"™

}
}.
"sdkHttpMetadata": {

"httpHeaders™: {

"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId": "d85c35d7-6771-543£-b718-65€d737e002b",
"Content-Length": "432",
"Date": "Thu, 01 Dec 2016 12:04:31 GMI",
"Content-Type": "text/xml"
}e
"httpStatusCede": 200
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In response, you can see the queueUrls of all the queues available to the current user.

List Dead Letter Source Queues

To get a list of the dead letter’s source queues that are assigned, use the
listDeadlLetterSourceQueues method:

listDeadLetterSourceQueues(deadLetterQueuelrl);
public void listDeadletterSourceQueues(String queueUrl) {

ListDeadLetterSourceQueuesRequest request =
new ListDeadletterSourceQueuesRequest();

request.setQueuelrl(queuelrl);

ListDeadLetterSourceQueuesResult response =
amazonSQSClient.listDeadlLetterSourceQueues(request);

"gqueuelUrls": [
"https://sqs.us-west-2.amazonaws.com/298147259238/Chapter35Q5QueueName"™
]!
"sdkResponseMetadata™: {
"metadata": {
"AWS_REQUEST_ID": "188efeca-clf9-5bld-939c-aelfbcéeelc4d"
H
}!
"adkHtrpMetadata™: {
"httpHeaders": {
"Server": "Server®,
"Connection": "keep-aliwve",
"x-amzn-RequestId®”: "l188efeca-clf9-5bld-939c-aelfbcbeelcse”,
"Content-Length": "400",
"Date": "Thu, 01 Dec 2016 12:04:31 GMI",
"Content-Type": "text/xml"
}i’
"httpStatusCode™: 200

In response, you can see the queueUrls of source queues that have this requested
dead letter queue.

Send Message

To send a message, use the sendMessage method:
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private static final String MESSAGE_BODY = "Hello AWS SQS!!!";
sendMessage(queueUrl, MESSAGE_BODY);
public void sendMessage(String queueUrl, String body) {

SendMessageRequest request = new SendMessageRequest(queueUrl, body);

SendMessageResult response = amazonSQSClient.sendMessage(request);

"mDS5CfMessageBody": "ZbZB8033cefe€lcTB80b9e3245b1l374€e5",
"messageld"”: "05e955€4-365d-4€db-80c4-8€69d23%cd1704",
"sdkResponseMetadata": {
"metadata": {
"AWS_REQUEST_ID": "9Zbb919¢c-cffZ-5e02-835c-clZédbfdbals”
}
}.
"sdkHttpMetadata": {
"httpHeaders™: {
"Server": "Server",
"Connection": "keep-alive”,
"x-amzn-RequestId": "92bb919%c-cffZ-5e02-835c-clZédbfdbalé”,
"Content-Length": "378",
"Date": "Thu, 0l Dec 201¢ 12:04:31 GMI",
"Content-Type": "text/xml"

}i’

"httpStatusCede”: 200
}
}

In response, the "mD50fMessageBody" and "messageId" parameters are received.

Send Message with Add Message Attributes

To send a message with message attributes, you need to add message attributes along
with key, value, and the value’s datatype to the request and then call the sendMessage
method:

sendMessageWithAddMessageAttributes(queueUrl, MESSAGE_BODY);

public void sendMessageWithAddMessageAttributes(String queueUrl, String body) {
SendMessageRequest request = new SendMessageRequest(queueUrl, body);

for(int 1 =0 ; i <5 ; i++) {
request.addMessageAttributesEntry(
"Key-" + i,
createMessageAttributeValue("Value-" + i));
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SendMessageResult response = amazonSQSClient.sendMessage(request);

}

private MessageAttributeValue createMessageAttributeValue(String value) {

MessageAttributeValue messageAttributeValue =
new MessageAttributeValue();

messageAttributeValue.setStringValue(value);
messageAttributeValue.setDataType("String");

return messageAttributeValue;

For example we used a loop that will create 5 messsage attributes. This is just to
demonstrate the adding of message attributes.

{
"mDSCfMessageBedy": "Z2b2B8033cefe€lc780b3e5245bl374€e5",

"mDSCfMessageAttributes”: "dSbaB91ff0££0&dc2469€ebd7b5%eble",
"messageld": "fb74ed74-2408-420a-99d95-7€73d€73307b",
"adkResponseMetadata”: {
"metadata": {
"AWS_REQUEST_ID": "eZcac3ci-eB8le-5b53-a40e-9378£fc0ebf47"
}
}.
"asdkHtcpMetadata": {
"httpHeaders": {
"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId"”: "eZcac3cZ-e8le-5b53-a240e-39378£fclebfd47",
"Content-Length™: "455",
"Date": "Thu, 01 Dec 201¢€ 12:04:32 GMI",
"Content-Type": "text/xml"
},
"httpStatusCede": 200
}
}

In response, the "mD50fMessageBody", "mD50fMessageAttributes"”, and
"messageld" parameters are received.

Send Message with Set Message Attributes

In addition to adding message attributes, you can also use the setMessageAttributes
method of the SendMessageRequest object. To set message attributes, you need to create
Map<String, MessageAttributeValue>:
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sendMessagelWithSetMessageAttributes(queueUrl, MESSAGE BODY);

public void sendMessageWithSetMessageAttributes(String queuelrl, String body) {
SendMessageRequest request = new SendMessageRequest(queueUrl, body);

request.setMessageAttributes(createMessageAttributeValuesMap());

SendMessageResult response = amazonSQSClient.sendMessage(request);

}

private Map<String, MessageAttributeValue> createMessageAttributeValuesMap() {
Map<String, MessageAttributeValue> messageAttributeValuesMap =
new HashMap<String, MessageAttributeValue>();

for(int 1 = 0 ; i <5 ; i++) {
messageAttributeValuesMap.put(
"Key-" + 1,
createMessageAttributeValue("Value-" + i));

}
return messageAttributeValuesMap;
}
{
"mDS0fMessageBody": "ZbZB8033cefe€lcT780b%e5245bl374¢6e5",
"mD50fMessageAttributes™: "d9baB891£f£f0££0&dc24€9€ebd7b5%ble",
"messageld": "0deéb98dl-24de-423€6-a5€e-5débfeaci8Tel",
"adkResponseMetadata”: |
"metadata": {

"AWS_REQUEST_ID": "50c5df4f-3cad-550e-bad5-8££528bdélla"
}
}.
"sdkHttpMetadata": {
"httpHeaders": {
"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId"”: "50cSdf4f-3cad-550e-ba95-8f£f528bd€lla",
"Content-Length": "455",
"Date": "Thu, 01 Dec 201e 12:04:32 GMT",
"Content-Type": "text/xml"
}!
"httpStatusCode": 200
}
}

In response, "mD50fMessageBody", "mD50fMessageAttributes”, and "messageIld"”
parameters are received.
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Send Message with Timer

To send a message with a delay, use the setDelaySeconds method:
sendMessageWithTimer (queueUrl, MESSAGE_BODY);

public void sendMessageWithTimer(String queueUrl, String body) {

SendMessageRequest request = new SendMessageRequest(queueUrl, body);

request.setDelaySeconds(30);

SendMessageResult response = amazonSQSClient.sendMessage(request);

"mDS5CfMessageBody": "ZbZB8033cefe€lc7E80b%e8245bl374€e5",
"messageld"”: "53bcfd42-12£59-485a2-88£4-cl7a3e526£25",
"sdkResponseMetadata": {
"metadata": {
"AWS_REQUEST_ID": "605766ac-c0cZ-5048-a6lf-3616d4d2d45c”
}
}.
"sdkHttpMetadata": {
"httpHeaders": {
"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId"”: "€057&6ac-c0c2-5048-a€lf-3616d4d2d45c",
"Content-Length": "378",
"Date": "Thu, 01 Dec 2016 12:04:32 GMI",
"Content-Type": "text/xml"
}i’
"httpStatusCede”: 200
}
}

In response, "mD50fMessageBody" and "messageId" parameters are received.

Send Message Batch

To send messages in batches, use the sendMessageBatch method:
sendMessageBatch(queueUrl, MESSAGE BODY);

public void sendMessageBatch(String queueUrl, String body) {
SendMessageBatchRequest request = new SendMessageBatchRequest(queueUrl);
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request.setEntries(createSendMessageBatchRequestEntry(body));

SendMessageBatchResult response =
amazonSQSClient.sendMessageBatch(request);

}

private List<SendMessageBatchRequestEntry>
createSendMessageBatchRequestEntry(String body) {

List<SendMessageBatchRequestEntry> entries =
new Arraylist<SendMessageBatchRequestEntry>();

SendMessageBatchRequestEntry sendMessageBatchRequestEntry;

for(int 1 = 0; i < 5; i++) {
sendMessageBatchRequestEntry = new SendMessageBatchRequestEntry();
sendMessageBatchRequestEntry.setId(UUID.randomUUID().toString());
sendMessageBatchRequestEntry.setMessageBody(body + "-" + i);
// sendMessageBatchRequestEntry.setDelaySeconds(30);

entries.add(sendMessageBatchRequestEntry);

}

return entries;

By doing this, you will have created SendMessageBatchRequestEntry in aloop of 5 to
demonstrate adding sample messages:
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{
“successful”: [
(
“id": "0178£441-1abf-4e22-9502-6bfc5£5a5£55",
“messageld”: "fZaaeBal-dScc-481£-8£3d-b7£764bdd2dl"™,
"mD50BdessageBody”: "ce€lelbi0d724£5cebeS1Beadladadaé™

“id": "Badfeb5a-70be-4dZ7-Sca-£51lcdeffI6Z1",
“messageld”: “c3b6£S1d-b9Bf-434a-2155-25b065197d42a",
"=DS0BdessageBody”: “dblBelbbci054759354054£8£a1612437

=id": "B7e4f5aZ-a3ba-4bT74-2640-23bllel5f0ca”,
“messageld”: "aSbal6e7-€2df-4a02-9752-a£12eb6£88637,
"=DS0fMessageBody™: "507e11ab30£81e47clbict37edbedldl”

“id™: "31d£5105-dSbd-46£4-52a£-717feelBeT3a”™,
“messageld”: “103c5215-24b5-4£80-a760-BalfcTdallal”,
“=DS0fMessageBody™: “1706626£6£226444222350446af0dfee”

"id": "dd4168e0-852b-4547-98dc-250abZefdded”,
“messageld”: "5Zefbld4-38bb-4758-ba33-560325£2dbfa",
“aDS0fMdeszageBody”: “94e51ddB1c£7289705dcf1£0aabadfic”
}
1.
“sdkResponseMetadata™: (
"metadata®: [
“AWS_REQUEST_ID": “91d53493-7efb-5003-5775-64296a7a6417"
}
}e
“sdkHeepMetadata®: (
“httpBeaders™: (
“Server”: “Server”,
“Connection™: "keep-alive®,
“x-amsn-Requestld™: "91d53492-Te€b-5003-5775-642962726417",
“Content-Length®: 14307,
“Date”: "Thu, 01l Dec 2016 12:04:33 GMI",
“Content-Type™: “text/wml”
1.
“hetpStatuslode™: 200
}
}

In response, you have received an individual message’s response parameters.

Receive Message with Acknowledgement

You need to acknowledge (delete) the messages to queue that the consumer has
successfully received it. To do this, first receive the messages:

receiveMessageWithAck(queueUrl);

public void receiveMessageWithAck(String queueUrl) {
List<Message> messages = receiveMessage(queueUrl, "receiveMessageWithAck");
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for (Message message : messages) {
acknowledgeMessageReceivedToQueue(message, queueUrl);
}

private List<Message> receiveMessage(String queueUrl, String operationType) {

}

ReceiveMessageRequest request = new ReceiveMessageRequest(queueUrl);
request.withMaxNumberOfMessages(10);
ReceiveMessageResult response = amazonSQSClient.receiveMessage(request);

return response.getMessages();

private void acknowledgeMessageReceivedToQueue(Message message,

String queueUrl) {
String receiptHandle = message.getReceiptHandle();

DeleteMessageRequest deleteMessageRequest =
new DeleteMessageRequest(queueUrl, receiptHandle);

DeleteMessageResult response =
amazonSQSClient.deleteMessage(deleteMessageRequest);

i
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Once the messages are received, you will iterate over the messages and invoke the
deleteMessage method that has the message’s receiptHandle parameter:

{

"sdkResponseMetadata": {
"metadata": {
"AWS_REQUEST_ID": "8¢735006-0db4-5Sbcl-bSbe-cObclda54£ds"
}

|
"adkHttpMetadata": {
"httpHeaders": {

"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId"”: "B8c73900&-0db4-Sbcl-bSbe-cObcl9as84£d5",
"Content-Length": "215",
"Date": "Thu, 01 Dec 201le 12:04:33 GMT",
"Content-Type": "text/xml"

}f

"httpStatusCode™: 200
}
}

There won’t be any parameters in response specific to deleting message apart
from "httpStatusCode", which will be used to identify whether the request was
successful or not.

Receive Message with Change Visibility

To change the visibility of received messages, first retrieve the messages from the queue
and then invoke the changeMessageVisibility method:

receiveMessagelWithChangeVisibility(queueUrl);

public void receiveMessageWithChangeVisibility(String queueUrl) {
List<Message> messages =
receiveMessage(queueUrl, "receiveMessageWithChangeVisibility");

for (Message message : messages) {
changeMessageVisibility(queueUrl, message.getReceiptHandle(), 10);
}

}

private void changeMessageVisibility(String queueUrl, String receiptHandle,
Integer visibilityTimeout) {
ChangeMessageVisibilityRequest request =
new ChangeMessageVisibilityRequest(
queueUrl,
receiptHandle,
visibilityTimeout);
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ChangeMessageVisibilityResult response =
amazonSQSClient.changeMessageVisibility(request);

i *0%a3LEEA-T4RA- 46 10cA -AENRICAITON,

"IRiBEAIcetadleTATESRSI 4851 1146087,
e -,

“messaqaktesimae

-
“ANE_BEQUEST_I07: *faTI0047-a0b3-SHTe-sdis-CREdAsthIca”

c-sasananngea”,

Once the messages are received, you will iterate over them and invoke the
changeMessageVisibility method by passing the message’s recieptHandle parameters.

{
"sdkResponseMetadata™: {
"metadata": {
"AWS_REQUEST ID": "6€6871437-5£fcl-5c85-bédf-448d4bd32851"
}
}e
"asdkHttpMetadata": {
"httpHeaders": {
"Server": "Server",
"Connection": "keep-alive",
"x-amzn-RequestId”: "€6871437-5fcl-5c85-bédf-448d4bd32891",
"Content-Length"™: "235",
"Date": "Thu, 01 Dec 201¢€ 12:04:34 GMTI",
"Content-Type": "text/xml"
}!
"httpStatusCode": 200
}
}

There won'’t be any parameters in response specific to changing a message visibility
apart from "httpStatusCode", which will be used to identify whether the request was
successful or not.
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Receive Message with Change Visibility Batch
To change the visibility in the batch of received messages, you will first retrieve the
messages from the queue and then invoke the changeMessageVisibilityBatch method:

receiveMessageWithChangeVisibilityBatch(queueUrl);

public void receiveMessageWithChangeVisibilityBatch(String queueUrl) {
List<Message> messages = receiveMessage(
queuelrl,
"receiveMessageWithChangeVisibilityBatch");

changeMessageVisibilityBatch(queueUrl, messages);

}

private void changeMessageVisibilityBatch(String queueUrl,
List<Message> messages) {
ChangeMessageVisibilityBatchRequest request =
new ChangeMessageVisibilityBatchRequest();
request.setQueuelrl(queuelrl);

List<ChangeMessageVisibilityBatchRequestEntry> entries =
new ArraylList<ChangeMessageVisibilityBatchRequestEntry>();

ChangeMessageVisibilityBatchRequestEntry entry;
for(Message message: messages) {
entry = new ChangeMessageVisibilityBatchRequestEntry(
UUID.randomUUID().toString(),
message.getReceiptHandle());
entry.setVisibilityTimeout(10);

entries.add(entry);

}

request.setEntries(entries);

ChangeMessageVisibilityBatchResult response =
amazonSQSClient.changeMessageVisibilityBatch(request);
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. “flawelal-dhecALE-BEM-RTIT RN ",
andle:
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In response, you can see the messages are received with "messageId",
"receiptHandle", "mD50fBody", "body", and "messageAttributes" parameters.

"successful": [
{
"id": "49d2120b-453b-4215-918f-957461a8%9bod"
}l’
{
"id": "54343cb3-870c-43a0-9f0e-adlg85c3fagel"”
}
]l’
"sdkResponseMetadata"™: {
"metadata™: {
"AWS REQUEST ID": "d8d7cbaf9-cd3d-5ff2-9e4c-9b13d32e7bes"
}
}!
"asdkHtcpMetadata: {
"httpHeaders": {
"Server": "Server",
"Connection"™: "keep-alive"™,
"x-amzn-RequestId": "d8d7cba9-cd3d-5ff2-9%e4c-9b13d9%2e7bes",
"Content-Length": "574",
"Date": "Thu, 01 Dec 2016 12:04:35 GMI",
"Content-Type™: "text/xml"
}l
"httpStatusCode™: 200

In response, you can see that the change visibility status for each message is provided.

145



CHAPTER 3 © HANDS-ON SIMPLE QUEUE SERVICE (SQS)
Purge Queue

To purge the queue, use the purgeQueue method:
purgeQueue(queuelrl);

public void purgeQueue(String queueUrl) {

PurgeQueueRequest request = new PurgeQueueRequest(queueUrl);

PurgeQueueResult response = amazonSQSClient.purgeQueue(request);

"sdkResponseMetadata™: {
"metadata™: {
"AWS REQUEST_ ID": "29db084b-8140-5d65-9d1d-58£195530971"

H

i r
"sdkHttpMetadata™: {
"nttpHeaders™: {
"Server": "Server”,
"Connection": "keep-alive",
"x-amzn-RegquestId™: "29db084b-8140-5d65-9d1d-58£195530971",
"Content-Length": "209",
"Date": "Thu, 01 Dec 2016 12:04:35 GMTI",
"Content-Type": "text/xml"
“r

"nttpStatusCode™: 200

There won’t be any parameters in response specific to purging the queue apart
from "httpStatusCode", which will be used to identify whether the request was
successful or not.

Delete Queue

To delete a queue, use the deleteQueue method:
deleteQueue(queuelrl);

public void deleteQueue(String queueUrl) {
DeleteQueueRequest request = new DeleteQueueRequest(queueUrl);

DeleteQueueResult response = amazonSQSClient.deleteQueue(request);
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"sdkResponseMetadata™: {
"metadata"™: {
"AWS_REQUEST ID": "0959b8cf-5285-5cce-94d5-e8754691f8da"

H

i r
"sdkHtopMetadata: {
"nttpHeaders™: {
"Server": "Server”,
"Connection™: "keep-alive",
"x-amzn-RequestId™: "0959b8cf-5285-5cce-94dS5-e8754691f8da",
"Content-Length": "211",
"Date™: "Thu, 01 Dec 2016 12:04:36 GMI",
"Content-Type": "text/xml"
i

"nttpStatusCode”: 200

There won't be any parameters in response specific to deleting the queue apart from
"httpStatusCode", which will be used to identify whether the request was successful or not.

Monitor Using CloudWatch

CloudWatch allows monitoring the SQS using different metrics. It will trigger an
alarm when a threshold is exceeded on specific metrics. The following steps, shown in
Figure 3-31, can be used to create an alarm:

1. Go to the CloudWatch Management Console and click the
Alarms button.

o i) 2o
Dashixands =
| Alarms 1 Filter: Al atarms Q X K< 3
State = Name = Threshok *  Conng Stitus
N reconds found
Emng & Alarms sebecied =B=s0

Evants
Rules

Logs

Mitnics

Select an alarm abeve

Figure 3-31. CloudWatch Alarm
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Click the Create Alarm button.

The Create Alarm screen, which is shown in Figure 3-32, will
be displayed where you will do the next two steps:

e Select metric

Define alarm

Create Alarm x
1. Select Metric 2 Define Alarm

Browse Metrics | » | Search Metrics ®

CloudWatch Metrics by Category T

Your ChoudWatch metric summary has loaded Total metrics: 117

EBS Melrics: 9 EC2 Metrics: 14 ELB Metrics: 12
Per-Volume Metrics - 9 Perdnstance Metnes - 14 Per-LE Meirics - 2
Per LB, par AZ Metrics 2
By failability Zone: 2
Across All LBs: 2 =
By Namespace: 2
By Semice: 2
RDS Metrics: 68 S3 Metrics: 10 SQS Metrics: 4
Per-Database Metrics: 17 Storage Metrics - 10 Queue Matrics : 4
By Database Class: 17
By Database Engine: 17
Across All Databases - 17
_ N -Js]
« Time Range

[ Relatve || Absolte | UTC (GMT) B
From:| 1208 || howrs 800 E

To: |0 hours 800 El
Zoorn: 1h| 3h | 6h [ 12k ] 1d ]| 3d] Tw | 2w

¥ Left Y-axis

Limits  Kin 0 Max

Cancal

Figure 3-32. Create Alarm screen

2.  First, select the metric for SQS. Click the Browse Metrics
button and select SQS in the drop-down list, as shown in
Figure 3-33.
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Browse Metrics w

All Metrics
t
EBS

=09 P
ELB

RDS
S3 -

Browse Metrics

Figure 3-33. Browse Metrics screen

You can see all the metrics that can be configured on SQS in Figure 3-34.

Create Alarm X
1. Select Metric 2. Define Alarm
505 w | Q Search Metrics » I£ € 1odcitmenia 3 3
Queue Metrics
5Q5 > Queue Metrics
QueueName = | Metric Name =
] Chapter3SQSQuauelame ApproimatefgaOfCidasthessage
[l Chapter3SQSCQueushams A umberCd Delayed
] Chapter3SQSQueueMams P ! Visible
[F] Chapter3S0SCueusiams A HumberCfid
] Chapter350S0ueusilame HumberOfEmptyRecenes
[F] Chapter33050ueueMams HumberOMessagesDeleted
Il Chapler330SQueuetiame Numbe:rOMessagesReceied
1 Chapter3303CQueueiams HumberDMessagesSent
[ Chapler3SQSCuaueName SoniMessageSize
mEBl0-
 Time Range

Retative || Absoute | (uTc(em 2] |
e to view graph From: (12,08 | howrsaao [

Te: | 0 haours ago B
Zoom: 1h| 3h[6h 1120 | 1d13d] twi2w

'rlLefI Y-axis -
Figure 3-34. SQS Metric Listing screen
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3. For our case, select ApproximateNumberOfMessagesVisible
metrics. Then click the Next button. (See Figure 3-35.)

[# Chapter3SQSQueueName ApproximateNumberOfVlessagesVisible
Figure 3-35. SQS metric selected
4. Define the alarm settings by providing a name, description,

and threshold values on the defined alarm. You will use

“greater than” or “equal to” operations on messages being
visible. (See Figure 3-36.)

Create Alarm x
1. Select Metric 2. Define Alarm
Alarm Threshold Alarm Preview
Provide the details and threshold for your alarm. Use the graph on the right to help set the  This alam will trigger when the blue line goes up
appropriate threshold to or abeve the red line for a duration of 5 minutes
Name: | yumber Of Messages Visible larm ApprodmateliymberOflessagesVistie »= 10
125
Number Of ges Visble Alrm -
TS
T App 1 s
28
152 =|= 0
[ 10 :
1223 1223 1223
for |1 consecutive periodis) w20 o300 a00
. Namespace: AWSISQS
Actions P
N Chapter3sQsQuet
Define what actions are laken when your alarm changes stale.
Metrie Name: | approximateliumbercil
Natification Deate
Whenever this alam: sy = ALARM E| Period: | 5 pinutes Z|
Send notiication 100  suact 5 notfication fist [2] vewist Emerrss @ Statistic: @ Standard © Custom
Average El

+ Notification ~ + AutoScaling Action

Cancel | Previous Create Alarm

Figure 3-36. Define alarm

5. Youwill also define actions to trigger notification when the
alarm state is “ALARM.” To configure the action, select the value
Send notification to: or create a new notification by clicking the
New List button. Enter the topic name and the e-mail address
where notifications need to be sent. (See Figure 3-37.)
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Actions
Define what actions are taken when your alarm changes state.
Notification Delete
Whenever this alarm:  giate 1= ALARM E]
Send notification t0:  pjessage Visible_Topic Selectlist €

il.com

Email list: .:'..m;l .qulabanil@gma

+ Notification + AutoScaling Action

Figure 3-37. Define actions

6. Click the Create Alarm button, as shown in Figure 3-38.

Create Alarm pd

1. Select Melric 2. Define Alarm

Alarm Threshold Alarm Preview
Provide the details and threshold for your alarm. Use the graph on the night to help set the  This alarm will tigger when the bBlue line goes up
appropriate threshold, to or above the red ling for a duration of § minutes

Name: | wumber Of Messages Visble Alarm e il

12

Number OF ges Visible Alarm

i |z B 10
12283 22 1223
for: 1 consecutive penod(s) 0200 0300 0400
Namespace: AWS/SQS
QueueName: Chapter3505QueueNam
Metric Name:  AporoximateNumberOf

Actions
Define what actions are taken when your alarm changes state

Matification Deiete
Whenever this 1am: i is ALiRM E| Period: | 5 uinutes [
$end notification to: | pessage Visible_Topic Frovy statistic: @ Standard © Custom
Emall B8t | sunil. qulabanilfogmeil.com versge[1]

+ Notification  + AutoScaling Action

Cancel  Pravious Create Alarm

Figure 3-38. Create Alarm screen
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7. Ifyou have added a new e-mail that is not subscribed to SNS,

you will be asked to confirm the e-mail address by opening

the link sent to that address. (See Figure 3-39.)

Confirm new email addresses

Check your email inbox for a message with the subject "AWS Notification - Subscription

Confirmation™ and click the included link to confirm that you are willing to receive alerts to that

address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 1 new email address

2 sunil gulabanii@gmail. com  Resend confirmation link

Mote: You have T2 hours to confirm these email addresses

1 will do it later

Figure 3-39. Confirm new e-mail address

8. Once you confirm the subscription, as shown in Figure 3-40),
you will be able to get e-mails when alarm is triggered.

Confirm new email addresses

Check your email inbox for a message with the subject "AWS Notification - Subscripfion

Confirmation” and click the included link to confirm that you are willing to receive alerts to that

address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 0 new email address

@ sunil.gulabani1@gmail.com

Nete: You have 72 hours to confirm these email addresses

o do i atr

Figure 3-40. Confirm new e-mail address

You can see that alarm has been created in Figure 3-41.

l v ‘Your alarm Number Of Messages Visible Alarm has been saved

Create Alarm

e,

Filter:  All alarms ~ Q X
State - Name ~ Threshold
O Number Of Messages Visible Alarm Approsn

Figure 3-41. Alarm listing
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9. To test that the alarm has been generated, add 20 messages to
the queue. (See Figure 3-42.)

B Hame - Queue Type = - Avalabie - inFught- Created -

@ ChapraSOSCusushame Stancarn Cuus A 20 a 2016-12:22 14:17:63 GMT+06:30

Figure 3-42. Queue listing

10. You can see that alarm state has changed to “ALARM” in
Figure 3-43.

State =  MName = Threshold = Config Status =3
M ALARM Number Of Messages Visible Alarm P g >= 10 for 5 minutes
1 Alarm selected _ N == =
Alarm:Number Of Messages Visible Alarm I
Details History
State Details: State changed to ALARM at 2016/12/23 Reason: Threshold Crossed: 1 datapoint (20 0) [ Humnber Of Messages Visible Ala..
was greater than or equal to the threshold (10.0) a AportximateNumberDlessagesi/aiis = 10 ]
Description: Number Of Messages Visible Alarm 25
App mberOfessagesVisible == 10 for 5§ minutes 20
Actions: In ALARM  « Send message to topic “Message_Visible_Topic 15
(sunil gulabani1@gmail com) 19
MNamespace: AWS/S0S 5
Metric Name: A HumberOfessages\ o == w—

Dimensions: Queuetlame = Chapter3S0SQueveName o0 o300 bae

Statistic: Average

Period: 5 minutes

Figure 3-43. Alarm generated
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11.  The e-mail has also been triggered, as shown in Figure 3-44.

ALARM: "Number Of Messages Visible Alarm" in US West - &
Oregon inbox x

AWS Notifications no-reply@sns.amazonaws.c 10:27 (1 minute ago) -

to me |~

You are receiving this email because your Amazon CloudWatch Alarm "Number Of
Messages Visible Alarm” in the US West - Oregon region has entered the ALARM state,
because "Threshold Crossed: 1 datapoint (20.0) was greater than or equal to the
threshold (10.0)." at "Friday 23 December, 2016 04:57:46 UTC".

View this alarm in the AWS Management Console:
https-//console aws amazon com/cloudwatch/home?region=us-west-2#s=Alarms&
alarm=Number%200f%20Messages%20Visible%20Alarm

Alarm Details:

- Name: Number Of Messages Visible Alarm
- Description: Mumber Of Messages Visible Alarm
- State Change: OK -> ALARM

- Reason for State Change: Threshold Crossed: 1 datapoint (20.0) was greater than or
equal to the threshold (10.0).

- Timestamp: Friday 23 December, 2016 04:57:46 UTC
- AWS Account: 298147259238
Threshold:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold
10.0 for 300 seconds.

Monitored Metnc:

- MetricNamespace: AWS/SQS

- MetricName: ApproximateMumberOfMlessagesVisible

- Dimensions: [QueueName = Chapter3SQSQueueName]
- Period: 300 seconds

- Statistic: Average

- Unit: not specified

State Change Actions:

- OK:

- ALARM: [arn:aws:sns'_us-westlz_Message_Visible_Top&c]
- INSUFFICIENT_DATA:

Figure 3-44. Alarm e-mail

12.  After the messages are read and deleted from the queue, the
alarm state will go back to “OK,” as shown in Figure 3-45.
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m Modity Copy Delete L3 - ]

Filter: Al alarms ~ Q Alar * 1€ € 1wiottaams 3 3]
State = Name ~ Threshold - Config 5tatus >

@ oK Number Of Messages Visiole Alarm op »= 10 for 5 minutes

1 Alarm selected | = o s

Alarm:Number Of Messages Visible Alarm

Details History

State Details: State changed 1o OK at 2016/12/23. Reason: Threshold Crossed. 1 datapoint (0.0) was not

- HNumber Of Messages Visibie Ala...
greater than or equal to the threshold (10.0)

ApproxmatelumberOfllessagesVah »= 10
Description:  Number Of Messages Visible Alarm

Threshold: ApproximateblumberCfVessagesVisible >= 10 for § minutes

Actions: In ALARM.  » Send message 1o lopic "Message_Visible_Topic” 15

{sunil.gulabanii@gmail.com) 10

Namespace: AWSISQS H

" " " A 1 °
Metric Name: ApproximatellumbarOfiessagesVisibla 123 123 12
Dimensions: Queuellame = Chapter3SQSQueuetlame =00 0400 %00

Statistic: Awerage

Pariod: 5 minutes

Figure 3-45. Alarm state “OK”

Summary

In this chapter, I have demonstrated how to create a queue and configure the queue
attributes using AWS Management Console, AWS CLI, and AWS Java SDK. I have also
explained how to authorize the queue to grant access to a specific AWS Account ID so that
users can access the queue. Lastly, I discussed how to configure a CloudWatch alarm in
your queue, which is invoked once the threshold value has been crossed.

In Chapter 4, I will explain how to create and configure Kinesis Streams and how to
implement producer and consumer applications.
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CHAPTER 4

Hands-on Kinesis

Amazon Kinesis is used for data streaming. It can handle heavy loads and provide
performance in real-time processing. Kinesis data can be offloaded to Amazon S3 for
future look-up on data. Amazon Kinesis captures data records using streams, delivers
data records to other AWS services using Firehose, and can analyze captured data using
Kinesis analytics.

In this chapter, I will cover the following topics:

e Introduction to AWS Kinesis Stream and Firehose
e  Features

e  Using AWS Management Console

e  Using AWS CLI

e  Using AWS SDK—Java

¢  Monitoring Using CloudWatch

Introduction to AWS Kinesis Stream and Firehose

AWS Kinesis Stream is a stream of data records used for real-time data transfer. AWS Kinesis
Stream follows the pattern of producer and consumer to push and read data respectively from
streams. Kinesis Stream can be used to process and aggregate data by integrating different
AWS resources such as S3, Redshift, Elastic Search, and so on. For example, to analyze the call
data records of telecommunication network, which are enormous records, the processing
needs to be in real time. Whenever call data records are generated, applications will push
data to Kinesis Stream, and the consumer application will read data from the stream and
process it. This generates reports and billing for specific call data records. Simultaneously,
Kinesis Stream also invokes events to store raw data to S3 as per configuration. This makes it
possible for an application to serve high throughput, reliability, and durability.

AWS Kinesis Firehose is a delivery system for Kinesis stream. You don’t need a
separate application for AWS Kinesis Firehose; it is the configuration-based mechanism
that triggers events to deliver data records when Kinesis receives data records. You can
also transform this data before pushing it to other resources. With this, you can integrate
several AWS resources such as Simple Storage Services (S3), Redshift, Elastic Search (ES),
and so on. In this chapter, I will focus on the Amazon Kinesis Stream.
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Features

Following are the main features of Kinesis Stream:

Real-Time Data Streaming and Processing

Kinesis provides real-time data streaming. Producer applications can add data records
to the stream and consumers can read the data after it is added. Data streaming between
the producer, who is adding records, and the consumer, who is reading the record, is less
than one second.

Durability and Elasticity

Kinesis Stream provides high availability and durability of the data stream. This ensures
that data is not lost and real-time complex processing can be achieved. Kinesis Stream
can scale based on the traffic flow of data records.

Managed Service

Kinesis is a fully AWS-managed service. You don’t need to look after the Kinesis
infrastructure to manage it; you just need to configure Kinesis Streams during its creation.

Concurrent Consumers

AWS Kinesis doesn't restrict the consumer applications to read data records. Multiple
consumer applications can read the same record and process it. For example, you can
achieve two tasks on data records—store raw data on S3 and process data records. You
can have two consumer applications where one application will store raw data to S3 and
the second application will process the data. In addition to this, you can also use Kinesis
Client Library (KCL) to have multiple consumer workers to process data records.

Using AWS Management Console

AWS Management Console can be used to manage Kinesis Streams. It provides an easy
way to configure Kinesis Streams. The following section shows how to configure Kinesis
Streams.

Create Streams

Streams are an important part of Kinesis. Streams have the capability to capture data
records. Streams follow the publisher and subscriber model. The following steps will lead
to the creation of Kinesis Streams:

1. Signin to the AWS console and click Kinesis under All
Services » Analytics category, as shown in Figure 4-1.
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Mobile Analytics

Storage Gateway OpsWorks
Service Catalog Pinpoint
F_-I Database Trusted Advisor
) .
e Managed Services Application Services
Application Discovery Service "
DynamoDB Step Functions
i SWF
ElastiCache
Redshift ¥ Securily, dentity & API Gateway
Compliance AppStream
1AM Elastic Transcoder
rki n
g:rl\-\::lkmg & Content It
y Certificate Manager Messaging
yre Directory Service sas
CloudFront WAF & Shield i
Droc Comect Compliance Reports ses
Route 53 =
0 Analytics
Migration &0 Business Productivity
e Athena WorkDocs
MR WorkMall
Server Migration CloudSearch
Snownat Elasticsearch Service
Kinesis Desktop & App Streaming
Data Pipeline WorkSpaces
QuickSight AppStream 2.0
€  Artificial Intelligence
Lex
Pallv

HANDS-ON KINESIS

Figure 4-1. AWS Management Console—Kinesis

This will take you to the Kinesis screen, as shown in Figure 4-2, where you can see
three different types of services:

e  Amazon Kinesis Firehose

e  Amazon Kinesis Analytics

e Amazon Kinesis Streams
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Amazon Kinesis

Amazon Kinesis sarvices make it easier to work with real-time
streaming data in the AWS Cloud.

Amazon Kinesis Firehose Amazon Kinesis Analytics Amazon Kinesis Streams

Collect and stream data for ordarsd, Bralyze straaming data from Amazos Kineds Coect and struam

Foptathy W lim g steiiing Artuazon Kinetis Streams in real roplayatle. rual

Figure 4-2. Amazon Kinesis screen

2. Inthis chapter, we will focus on Amazon Kinesis Streams.
Click the Go to Streams button.

3. Here you can see the already-created streams. Otherwise, if
no streams have been created, you will see the Create Stream
button and click it, as shown in Figure 4-3.

Amazon Kinesis «
Streams
Frenose

Analyics

Amazon Kinesis Streams
Collect and stream data for ordered, replayable, real-lime processing.

Getting started gude

Figure 4-3. Amazon Kinesis Stream screen

4. Next, you will be filling up the stream name and shard count
for creating a new stream, as shown in Figure 4-4.
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Note Shards are created under a stream, which are uniquely identified as group of
data records. You can have multiple shards under a stream, which will help to distribute load
on shards.

Create stream (2]

Streammame® | ChaplerdKinesisStream

Shards

A shard is a unit of throughput capacity. Each shard ingests up to 1MB/sec and 1000 records/sec, and emits up to 2MB/sec. To accommodate
for higher or lower throughput, the number of shards can be modified after the stream is created using the AP Leam more

producers — ([ — Stream =[O0 — consumers
» Estimate the number of shamds you'll need
Number of shards® | 5
The defauk shard Enit for an account in this region is 50. ' Howrcan | increase this mt?

Total stream capacity Values are calculated based on the number of shards entered above.

Write 5 MB per second
5000 Records per second
Read 10 MB per second

Figure 4-4. Create Kinesis Stream screen

5. Using the Estimate the number of shards you'll need link, you
can predict how many shards you will need based on record
size, records written per second, and number of consumer
applications that will subscribe to stream. (See Figure 4-5.)
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Shard calculator

Average record size 512 KB
Record size is an integer between 1 and 1024
Max records written per second
{Number of records per second) x (Number of producers)

Number of consumer applications 2
Estimeted shards | g Use this value
Figure 4-5. Estimate the number of shards

6. Once all the details are filled in, click the Create stream
button. You can see that stream has been created in Figure 4-6.

x
@ Stream Chapter4KinesisStream has been successfully created.
View details
Y Filter or search by stream name « £ Viewing1-1ofiitems > 3
Stream name v  Number of shards -  Status v
ChapterdKinesisStream 5 ACTIVE

« < Viewing1-1oftiitems > »

Figure 4-6. Kinesis Stream listing

Edit Shards

At times, you will want to scale up or scale down the Kinesis shards because of data traffic
that is going on in the Kinesis Stream. If this is the case, you need to increase or decrease
the shard count.

1. To edit the shard count, click the Kinesis Stream or select
the Kinesis Stream and click the Actions » Details menu, as
shown in Figure 4-7.
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Delete

T Filter or search EEVSe. & < Viewing1-1oftitems > »

Stream name - Number of shards - Status -

v Chapterd4KinesisStream 5 ACTIVE

« < Viewing1-1ofititems > »
Figure 4-7. Kinesis Stream action menu

2. Youwill land on the Kinesis Stream’s details page, shown in
Figure 4-8, where you can configure different parameters.

B

ChapterdKinesisStream ey
Detwy Mamoting Togs
Strmars AN a vk ais ot [ 1w 2 bagte i v Sirmam
ot AZTHE
Sending 4o 1w e dream o gure Gals pleles 1 Serd Gacs vaig D Srwars BUT AR i (e e s il ey Leas e
Rrcevieg and procanting dats  Koaes:s SEedne Foid 3 6vitm SRFIGI0EN 16 BT OF 3P3NT8 BINIMAY I CEA 158 Lriad Chem ey Lear mane
Koaena Firehose: Comnast your 13 35rwam 52 2 Fowaces delvery 1tvam. Gon et frabeas
Wineaia Analytien: Asslyie slmanig i livm Kiveais Somaens i feal vt waieg 30U O 0 10 Kives s eyt
Shards L]
a orfer 83 36apt 10 Changen im the wee of 4313 flow throcgh The 13w, Amasor Kmeta Simams auppons paaing. whah orabies poo 10 39a2 the tomder of 1ha @ your stwan Lear mone
Cpmthads @
Closed shards ¢ @
Data retention period -
T 08 svtetion pericd £38 e ek o B Rours o5 08 1 hours A 08 Basead cont e Kk Stk ping
Data retenen s 34 moe O
L

Shiard bevel melics
bl 150 et btncs wil ks £33 ralsble o Temrcte panoSs 3 5% S50E0A Skt See Totiom Mitsca” [P Shoufietcs pecng

SR o it 5 pAS vl macnn Sasbies

Figure 4-8. Kinesis Stream details

3. To edit the shard count, click the Edit button of Shards
section. This will enable the “Open shards” input box to
change count. (See Figure 4-9.)

Shards Cancel m

In order 1o adapt 1o changes in the rate of dala flow through the siréam, Amazon Kinesis Streams supports scaling, which enables you to adjust the number of

shards in your stream. Learn more

Open shards 4 [ ]

Specify a number between half and double the current number of open shards for this stream (L.
between 2 and 10) up 1o a maximum of your shard limil. The default shard limit for accounts in this region
is 50. ' How can | increase this lima?

MNote: The operatmn takes several minutes and your EPF'KBNOII ‘will remain in "Llr\(fa‘lﬂg" state :L,'rmg that
time,

Closed shards 0 [i]

Figure 4-9. Edit shards
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4. Here you can define the number of shards between half and
double the current number of open shards. Once you have
finished the changes, click the Save button. Updating shard
count takes time. (See Figure 4-10.)

Shards Edit

In order to adapt to changes v raté of data fow through the stréam, Amazon Kinesis Streams supports scaling, which enables you to adjust the number of

shards in your stream. Learn more

Q Successfully updated the number of cpen and closed shards
Open shards 4 &

Closed shards 11 @

Figure 4-10. Edited shards successfully

Note If there are any messages on stream that are in closed shards, they will be
available for consumers until the retention period is completed.

Configure Data Retention Period

The data retention period defines the time for a message to be retained on stream. For
example, if we configured 24 hours as the data retention period, the stream will keep the
message for 24 hours so that consumer applications can read the message within the
specified duration.

1. To configure the data retention period for messages on
stream, click the Edit button. (See Figure 4-11.)

Data retention period cance: I
The data retention period can be increased from 24 hours up o 168 hours for an additional cost. See 3 Kinesis Streams pricing,
Data retention period 24 hours @
Specify a data retention period between 24 and 168 hours

Figure 4-11. Configure data retention period

2. Change the value and click the Save button. Changes may take
up to 30 seconds to go into effect. (See Figure 4-12.)
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Data retention period Edit

The data retention period can be increased from 24 hours up 1o 168 hours for an adaitional cost. See (2 Kinesis Streams pricing

& Successfully updated data retention period

Data retention period 30 hours €

Figure 4-12. Configured data retention period successfully

Note The minimum and maximum data retention periods can be 24 hours and 168
hours, respectively.

Configure Shard Level Metrics

Shard level metrics help to identify the performance of shards. Using these metrics, you
can determine if you need resharding.

1. By default, no shard level metrics are enabled. To enable
the shard level metrics, click the Edit button and select the
metrics you want to enable. (See Figure 4-13.)

Shard level metrics cancel [

Enabling shard kevel metrics will make data available in 1-minute periods at an addtional cost. See “"Custom Metrics® in &' CloudWatch pricing,
Shard level metrics (]  AY shard level metrics
IncomingBytes
IncomingRecords

QutgoingByles

WrieProvisionedThroughputExceeded

v
v

v

¥ OutgoingRecords
v

¥ ReadProvisionedThroughputExceeded
v

leratorAgeMiliseconds

Figure 4-13. Configure shard level metrics

2.  Once you select the metrics, click the Save button. Changes
may take up to 70 seconds to go into effect. (See Figure 4-14.)
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Shard level metrics Edit

Enabling shard level metrics will make data available in 1-minute periods at an adaitional cost. See “Cusiom Metrics® in & CloudWatch pricing

|
& Successtully updated shard level metrics.

Ageiiliseconds
IncomingRecords
ReadProvisionedThroughputExcesded
witeFrovisionedThroughpulExceeded
OutgoingBytes

Figure 4-14. Configured shard level metrics successfully

Configure Tags

Tags are logical names and values that are assigned to AWS services. Tags are used to
aggregate AWS resources and find out costs by grouping similar tags.

1. Click the Tags tab on the Kinesis Stream detail page, shown
in Figure 4-15. Here you can see the tag listing, add new tags,
edit existing tags, and remove tags.

2. To add tags, add key and value and click the Save button.

Chapter4KinesisStream Delets stream

Detalls  Monitoring  Tags

F- )

Key Value

Chapter 4

Environment Production|
m Cancel
Figure 4-15. Add tags

3. Youcan also edit the existing created tags by clicking the edit
icon of each tag. (See Figure 4-16.)
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ChapterdKinesisStream

Delete stream
Details Monitoring Tags

Tags are used 10 heip organize and identify your SIréams. A 1ag consists of a case-Sensiive key-value pair. For exampie, you can defing a tag with
key=Depariment and with value=Marketing

[~ ]
Key Value
Chapler a4 rd
Environment Production S 0

® Success

* m Sapel
Your changes have been saved

Figure 4-16. Added tags successfully and edited tags

4. To delete tags, click the delete (cross) icon shown for each tag.
Clicking the delete icon will prompt users to confirm deletion.
(See Figure 4-17.)
Delete tag

Are you sure you want to delete this tag?

+ (key: Environment, value: Production)

Figure 4-17. Delete tag confirmation

5. Changes will be saved by clicking the Delete button, as shown

in Figure 4-18.
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Chapter4KinesisStream Delets stream

Detalls Menitoring Tags

Tags crganize and idenlify your sireams. A lag consists of a case-sensitive key-value pair. For example, you can define a tag with
Key with value=Marketing
s e
ey Value
Chapter 4 s 0

@ Success

Your changes have been saved,

Figure 4-18. Deleted tag successfully

Delete Stream

The delete stream command deletes the stream permanently. Data records that are
present on Kinesis Stream are removed and can’t be recovered once deleted.

1. To delete a stream, first select the Kinesis Stream from the
Kinesis Stream listing page and then select the Actions »
Delete menu or go to the detail page of the Kinesis Stream and
then click the Delete Stream button, as shown in Figure 4-19.

Delete stream x

Are you sure you want to delete these stream(s)?
« ChapterdKinesisStream

Deleting stream(s) will also delete data in them. Stop applications that are reading
data from the stream(s) before deleting the stream. Once streams are deleted, you wil

be unable to read data from the stream

Figure 4-19. Delete stream confirmation

2. Click the Delete button to delete the stream. The deleting
process may take time.

168



CHAPTER 4 © HANDS-ON KINESIS

Using AWS CLI

In Chapter 1, I explained how to install AWS CLI. In this section, I will show how to use
AWS CLI to manage AWS Kinesis.

create-stream

To create stream using AWS CLI, you need to provide the stream name and shard count in
a command:

>aws kinesis create-stream --stream-name "Chapter4KinesisStream"
--shard-count 5

t:\Users\Dell>aws kinesis create-stream --stream-name "ChapterdKinesisStream” --shard-count 5

:\Users\Dell>

There won'’t be any output for this request. create-stream has a limitation where it
only supports 5 transactions per second per account.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/create-stream.html.

describe-stream

The describe-stream command will provide details of the stream. You need to pass the
stream name to get the details:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
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By default, all shards details will be provided. To get a paginated response, you need
to pass the "max-items" parameter in a request:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--max-items 1

In the output, you can see the "NextToken" parameter is returned. This means that
you still have records to be fetched. To fetch the next set of records, pass the "NextToken"
parameter value as "starting-token":

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--starting-token "eyJib3RvX3RydW5jYXR1X2Ftb3VudCI6IDESICIFeGNsdXNpdm
VTdGFydFNoYXJkSWQiOiBudWxsfQ==" --max-items 2
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The describe-stream command has a limitation in that it only supports 10
transactions per second per account.

" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/describe-stream.html.

list-streams

To list your Kinesis Streams, execute the following command:

>aws kinesis list-streams

By default, the total number of streams returned is 10. To pass the limit, you can use
"max-items" in the request:

>aws kinesis list-streams --max-items 2

Using the "NextToken" parameter value, you can get the next set of records by
passing a value for "starting-token" in the request:

>aws kinesis list-streams --starting-token "eyJFeGNsdXNpdmVTdGFydFNocmVhbUsh
bWUiOiBudxsLCAiYm90b190cnVuY2F0ZV9hbW91bnQiOiAyfQ==" --max-items 2
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The list-stream command has the limitation of only supporting 5 transactions per
second per account.

" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/list-streams.html.

increase-stream-retention-period

The increase-stream-retention period refers to the time period that data will be retained
in a Kinesis Stream after adding messages to stream. You need to provide "retention-
period-hours" parameter in hours:

>aws kinesis increase-stream-retention-period --stream-name
"Chapter4KinesisStream" --retention-period-hours 72

By default, the retention period is 24 hours. You can provide any value between 24
hours (1 day) and 168 hours (7 days). To check if the retention period is set properly, you
can use the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--max-items 1
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" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/increase-stream-retention-period.html.

decrease-stream-retention-period

This command decreases the stream-retention period for data after they are added to the
stream:

>aws kinesis decrease-stream-retention-period --stream-name
"Chapter4KinesisStream" --retention-period-hours 24

To check if the retention period is set properly, use the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--max-items 1

The minimum retention period you can set is 24 hours (1 day).
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" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/decrease-stream-retention-period.html.

enable-enhanced-monitoring
The enable-enhanced-monitoring command enables shard level metrics:
>aws kinesis enable-enhanced-monitoring --stream-name

"Chapter4KinesisStream" --shard-level-metrics "IncomingBytes"
"OutgoingBytes"

>aws kinesis enable-enhanced-monitoring --stream-name
"Chapter4KinesisStream" --shard-level-metrics "IncomingRecords”
"OutgoingRecords"

The following shard level metric values are valid:
¢ IncomingBytes: Number of bytes put on the shard
¢ IncomingRecords: Number of records put on the shard
e OutgoingBytes: Number of bytes fetched from the shard
e  OutgoingRecords: Number of records fetched from the shard

e  WriteProvisionedThroughputExceeded: Number of PutRecord
and PutRecords failed due to throttling for the shard

e  ReadProvisionedThroughputExceeded: Number of GetRecords
failed due to throttling for the shard

e TIteratorAgeMilliseconds: Age of last record in all GetRecords calls
made on the shard

e ALL
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Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/enable-enhanced-monitoring.html.

disable-enhanced-monitoring

The disable-enhanced-monitoring command disables shard level metrics:

>aws kinesis disable-enhanced-monitoring --stream-name
"Chapter4KinesisStream" --shard-level-metrics "IncomingBytes"
"OutgoingBytes"

>aws kinesis disable-enhanced-monitoring --stream-name
"Chapter4KinesisStream" --shard-level-metrics "IncomingRecords"
"OutgoingRecords"

Ci\sers\Dellsaws kinesis dizable-enhanced-monitordng --stream-nase “Chapterskinesisstream™ --shard-level-metrics “IncomingBytes™ “OutgoingBytes”

treamhonc™: “Chapterdxincsisstreoa®™,

“CurrentShardLevelMetrics™: [
“IncomingBytes”,
“OutgoingRecords®,
" IncomingRecords®,
“outgoingBytes™

“DeslredshardlevelMetrics™: [
“Out cords™,
“IncomingRecords”

1

C:\Users\Dell>aws kinesis disable-enhanced-monitoring --stress-nase “ChapterékinesisStream” --shard-level-metrics © ds” ds”

“streambame”: “ChapterdiinesisStreas”,
“CurrentShardLevelMetrics™: [
"OutgoingRecords”,
" IncomingRecords ™

L
“DesiredShardLevelMetrics™: []

The following shard level metric values are valid:
e IncomingBytes
e IncomingRecords
e  OutgoingBytes
e  OutgoingRecords
e  WriteProvisionedThroughputExceeded
e ReadProvisionedThroughputExceeded
e IteratorAgeMilliseconds

e ALL

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/disable-enhanced-monitoring.html.
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put-record

To send a single data record to a Kinesis Stream, use the put-record command. You need
to provide the stream name, partition key, and data blob. Based on the partition key, the
shard is chosen and then data will be transported to that shard:

>aws kinesis put-record --stream-name "Chapter4KinesisStream" --data "DUMMY
DATA" --partition-key "123"

:\Users\Dell>aws kinesis put-record --stream-name “ChapterdKinesisStream”™ --data "DUMMY DATA" --partition-key "123"

“Shardid”: "shardId- ",
“5eq S H2B7749758579151744. 24188136595161898"

H

In response, you get the shard ID, where data is stored, and the sequence number of
the data for that shard.

If you need to store the data on a specific shard, you can also pass the hash key,
which will override the partition key hash. To demonstrate the explicit-hash-key
command, you will get the starting hash key and ending hash key for the shard ID
"shardId-000000000004" using the describe-stream command. Then select any value
between the starting hash key and ending hash key:

>aws kinesis put-record --stream-name "Chapter4KinesisStream" --data "DUMMY
DATA" --partition-key "123" --explicit-hash-key "27222589353675077077069968
5945414569165"

2\Users\Dallaaws kEnGsEs put-record --st ~chap --data “DUMMY DATA” --partition-key ~123° --axplicit-hash-key ~272215893536750776770600685045
14563165

“Shardld™: “shardld-900000000004"

In response, you can see that data is stored on the shard ID
"shardId-000000000004". The data blob size should be equal to or less than 1MB. The
partition key can have a maximum length of 256 characters.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/put-record.html.
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put-records

To send multiple data records to a Kinesis Stream, use the put-records command. You
need to provide the stream name, an array of records that have the partition key, and the
data blob for each record:

>aws kinesis put-records --stream-name "Chapter4KinesisStream"

--records Data="DUMMY DATA 1",PartitionKey="456" Data="DUMMY DATA
2",PartitionKey="789" Data="DUMMY DATA 3",PartitionKey="123",ExplicitHashK
ey="272225893536750770770699685945414569165"

kinesis pr d: “c " --records Data-"0UMMY DATA 17, Portitionkey="456" Dato-"DUMMY DATA 27, Partitionkey-"783" Data

L
="DUMMY DATA 37,

1237

“Fal ledRecordCount*: 8,

“Records™: [

“Shardid™:

TERArOLd- MM

|8

"Shardld™:

"shardld- SCOMGGRNe:"

L

( :9!“1“:

'ihl:ﬂd‘m'.

EFH]

ER TR e T P

I

In response, you can see successful and unsuccessful records. Any data record failure
won't affect the processing of other data records.
You can also add your data records in a JSON file:

>aws kinesis put-records --stream-name "Chapter4KinesisStream" --records
file://put-records-data.json

put-records-data.json

[
{

"Data":

"DUMMY DATA 1",

"PartitionKey": "456"

"Data":

"DUMMY DATA 2",

"PartitionKey": "789"

"Data":

"DUMMY DATA 3",

"PartitionkKey": "123",
"ExplicitHashKey": "272225893536750770770699685945414569165"

}
]
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[C:\Users\Dell>aws kinesis put-records --stream-name “ChapterdKinesisStream™ --records file://put-records-data.json

“FailedRecordCount™: @,
"Records™: [

“ShardId”: “shardId-@68000000000",
“SequenceNumber™: “"495601818287749750857915176137757668513106296924778004482"

“ShardId®: “shardId-eeoepepeeee2”,
"Seq ber™: "49569181 6548312237384839531023831979618615259178"

“ShardId”: "shardId-@eee000000884°,
"SequenceNumber”: "49560181828864178038 120 6632386"

The put-records command can contain a maximum of 500 data records. The
maximum data record size can be 1MB. For an entire batch of records, the size should not
exceed 5MB, including partition keys.

Note For more parameters in detalil, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/put-records.html.

get-shard-iterator

This command provides the Kinesis shard iterator. The shard iterator identifies from
which position you need to start reading data records. The shard iterator provided from
this command expires in five minutes. You need to provide the shard-iterator-type to
determine how data will be read from the shard:

>aws kinesis get-shard-iterator --stream-name "Chapter4KinesisStream"
--shard-id "shardId-000000000000" --shard-iterator-type "TRIM HORIZON"

F:\mus\uu;m kingsis get-shard-ftorator --sti “Chagt --shard-1d ~shardld --shard-iterator-type ~TRIM_HORLZON™

l
L\Ms\ull)

The following are valid values for shard-iterator-type:

e AT _SEQUENCE_NUMBER: You need to pass the starting-sequence-
number parameter, which says to read the record from the
mentioned sequence number.

e  AFTER_SEQUENCE_NUMBER: You need to pass the starting-
sequence-number parameter, which says to read the record after
the mentioned sequence number.

e  TRIM_HORIZON: This value is used to read from the oldest data
record available in the shard.
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e  LATEST: This value allows you to read from the latest record
available in the shard.

e AT _TIMESTAMP: You need to pass the timestamp parameter, which
says to read the data records after the specified timestamp.

The get-shard-iterator command only supports 5 transactions per second per
account per open shard.

Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/get-shard-iterator.html.

get-records

The get-records command helps to read data records from the stream’s shard. You need to
provide the shard iterator to specify from which location the data records need to be read. For
the first time, the shard iterator can be fetched using the get-shard-iterator command. For the
next request, use the "NextShardIterator" response parameter of the get-records request.
For our case, we will use the shard ID "shardId-000000000004" to read data records:

>aws kinesis get-shard-iterator --stream-name "Chapter4KinesisStream"
--shard-id "shardId-000000000004" --shard-iterator-type "LATEST"

>aws kinesis get-records --shard-iterator "AAAAAAAAAAEWbn15NNj8HZYnLK3mz3]
WdveOH/UNE9IjGzh3ckBOWTb80kqJA2/pqPBbC2VooaaChnt/8dj4BT9r8xahKZRZ1GHIt+
5Fo5Cs1xvCfgsDsogYuXadcpl1sLWF1vECDGSF/QqFpDOx96wDAs3HVmMRDagN5PIGYq6MKs
KrBVHLPz4Uw1lkmC4/TywYDMezKjdtg9Fr/rXxKOohpbogL fDDYaV+NF6KfGaxBD5HOVK
$jQcag=="

>aws kinesis put-records --stream-name "Chapter4KinesisStream"
--records file://put-records-data.json

Cr\UsersiDellraws kinesis get-shard-iterator --Stream.nase ~CRapterdKinosisSTroam™ --shard-id “shardld. @GOSGSG0EGS4~ - -chard.iterator-type “LATEST™
i
, ; o S1xvC: QF o
EGEulA VL
]
c: Lraws kimesis g ds --shard-{ Kinz A2/ paPabC; 5 staved
AvECDGSF/ O ML ez JdTgsFr =
{
TRagards™: [],

¥ L i £

U2 4t o HFPY (L
“millisEenindlatest™: @

¥

C:\Users\Del1aws kimnesls put-records --stream-nase “ChapterdtinesisStresn™ --records Flle://put-records-data. json

L

“FailedRecordCount™: @,
“Records™: [

“Shardld™: “sherdid-000000000001",

L
{
“ShardId®: "shardld-S0000aD00084",

L
“ShardId®: "shardld-S06006060004",
¥
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You can use the "NextShardInterator" value in the get-records call:

>aws kinesis get-records --shard-iterator "AAAAAAAAAAEz7IL+mZgHRqPAE39P5
To1WD3gvsK40/+uWUyRJa4ziaW+elBs3AsBDIX8uOyILTpxmNQOhbFZ4DHk/jGisT9R4dO
f0clh1Gk1ggNccyxHIGFKuhX0+6m7C2gxFm+AvK+nToUpZKFct2bKewThfV1IqChGF4d3n
FwpjHFPyU4EPtzLcSWTyB8Ng+YFLNILCml+iaipyXCxW/+045Ho604y7eZsW1/
sdZgqx101w070TAA=="

You can see that the "Data" parameter has Base64, so you need to decode it to see
what the actual readable data is. You can use any online Base64 decoder. To limit the
records to be fetched, provide the "1imit" parameter in request. The maximum number
of records returned is 10,000.

Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/get-records.html.

merge-shards

Based on the historic data, we have shards that are not used frequently or shards that are
not used to their full capacity. So we came to a decision to merge two adjacent shards

to make use of shards’ capacity at their fullest. The merge shard operation can only be
processed on ACTIVE streams:

>aws kinesis merge-shards --stream-name "Chapter4KinesisStream"

--shard-to-merge "shardId-000000000003" --adjacent-shard-to-merge
"shardId-000000000004"

181


http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-records.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-records.html

CHAPTER 4 © HANDS-ON KINESIS

There won'’t be any output for this request. To check if the merge-shards operation
executed successfully or not, invoke the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--max-items 3 --starting-token "eyJib3RvX3RydW5jYXR1X2Ftb3VudCI6ID
MsICIFeGNsdXNpdmVTdGFydFNoYXJkSWQiOiBudWxsfQ=="

< einesis . - SETRR TS
s ="
*StressDescription™:
“Retentionreriooours®t 24,
“Streamione": “ChapterékinesisStres®,
Shards™: |
t
“Snardld®: “shardld-S0000ME3",
“HashkeyRarge"! {

s
e

1.
Sequencelumoerange™: {

: CaEsean 1321376IIFRI T LART IVSHIARMA",
A © TA956H! 41542 SEBEPET 0057 1T TOT01 0

¥

SSnardlaT: ©Shardla. SeeoneNens”,
“HahKeyRarge™: [

e 2
Senuencemateriangs": {

1

“Shardla”s *hardld- SNNNGNS ",
“HushryRaege™: {

1
CERFENTLRARALET ! TENEPLE- RN,

ncesmgerange™t {
1
b
1.
“treamari: L
“Femancrertoring™: |
4
“Snardievelmetrics™: [}
1}
1
“StreamStatus®: “ACTIVE®

The merge-shards command only supports 5 transactions per second per account.

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/merge-shards.html.

split-shard

To increase the shard capacity, you can use the split-shard operation. This will split a
single shard into two new shards. To split a shard, you need to provide the shard ID and
a new starting hash key. A new hash key can be calculated by averaging the starting and
ending hash keys of the current shard, or you can choose any hash key that is between the
starting and ending hash keys.

First, choose a shard to split and then get the starting and ending hash keys using the
describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
--max-items 1
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Calculate the new hash key by averaging the starting and ending hash keys:

NewHashKey = (StartingHashKey + EndingHashKey) / 2

NewHashKey = (0 + 68056473384187692692674921486353642290) / 2

NewHashKey = 34028236692093846337460743176821145

>aws kinesis split-shard --stream-name "Chapter4KinesisStream" --shard-to-

split "shardId-000000000000" --new-starting-hash-key "340282366920938463374
60743176821145"

To check that the shard has been split properly, invoke the describe-stream
command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
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The split-shard operation only supports 5 transactions per second per account.

" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/split-shard.html.

add-tags-to-stream

This command will add or update tags to the Kinesis Stream. Each stream can have up to
10 tags. If an existing tag is requested to add, it will overwrite the existing one:

>aws kinesis add-tags-to-stream --stream-name "Chapter4KinesisStream" --tags
Chapter=4,Environment=Production
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" Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/add-tags-to-stream.html.

list-tags-for-stream

This command lists the tags of the Kinesis Stream:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"

To get the tags after a specific key, use "exclusive-start-tag-key":

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"
--exclusive-start-tag-key "Chapter”

You can also set the limit of tags returned using the "1imit" tag:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"
--1limit 1
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C:\Users\Dell>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream” --limit 1
{

“HasMoreTags": true,
“Tags™: [
"Value”: "4",
"Key": "Chapter”

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/list-tags-for-stream.html.

remove-tags—from-stream

This command deletes the tag from the Kinesis Stream:

>aws kinesis remove-tags-from-stream --stream-name "Chapter4KinesisStream"
--tag-keys "Environment" "Chapter"

C:\Users\Dell>aws kinesis remove-tags-from-stream --stream-name “Chapterdkinesisstream™ --tag-keys “Environment™ “Chapter”

C:\Users\Dell>

To check whether the tags are removed or not, use the list-tags-for-stream command:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"

C:\Users\Dell>aws kinesis list-tags-for-stream --stream-name "Chapterd4KinesisStream”

"HasMoreTags": false,

"Tags": []

Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/remove-tags-from-stream.html.

delete-stream

The delete-stream command deletes the stream along with all its shard and data records.
Once the stream has been deleted, you cannot recover it. Only ACTIVE streams can be
deleted:

>aws kinesis delete-stream --stream-name "Chapter4KinesisStream"
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C:\Users\Dell>aws kinesis delete-stream --stream-name "Chapter4KinesisStream"

C:\Users\Dell>

To verify that the stream has been deleted, use the list-streams command:

>aws kinesis list-streams

C:\Users\Dell»aws kinesis list-streams

"StreamhNames”: []

The delete-stream operation only supports 5 transactions per second per account.

Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/delete-stream.html.

Using AWS SDK—Java

In this section, I will explain how to use AWS Java SDK to manage AWS Kinesis.

Create AmazonKinesisClient

To create AmazonKinesisClient, first create the AWSCredentials using any of the
credential provider mechanisms. In our case, we will use ProfileCredentialsProvider:

AWSCredentials credentials =
new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonKinesisClient amazonKinesisClient = new AmazonKinesisClient(credentials);

This process will load the sunilgulabani profile’s access key and secret key via the
credentials file.
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Create Stream

To create a stream using SDK, invoke the createStream method:

private static final String STREAM NAME = "Chapter4KinesisStream";
private static final Integer SHARD_COUNT = 5;

createStream(STREAM_NAME, SHARD COUNT);

public void createStream(String streamName, Integer shardCount) {
// CreateStreamResult response =
// amazonKinesisClient.createStream(streamName, shardCount);

CreateStreamRequest request = new CreateStreamRequest();
request.setStreamName (streamName);
request.setShardCount(shardCount);

CreateStreamResult response = amazonKinesisClient.createStream(request);

{
"adkResponsetecadata™: |
"metadata®: {
"AWS_REQUEST_ID": "debBei57-0d%4-2624-Be55-8f86edScofee”
}
by
"sdkHrepMecadaca™: {
"httpHeadera®™: {
"Server®: "Apache-Coyore/1.17,
"x-amzn-RequestId®: “debBei$T-0di4-3634-feli-Bffdediocide”,
"x-amz-id-2": "weZDGaHG53KTL)PkwdRgJEGKAGIK199NPELnTo4+aC+r0JSVRS )az7hLT+01ihdl 2097igblvbtREQPCRVXPa™,
"Content-Length®: 0%,
"Date®: "Mon, 09 Jan 2017 10:53:05 GMI",
"Content-Type": "application/x-amz-cbor-1.1"
b,
"htrpStatuaCode®: 200
}
¥

Describe Stream

To get details of the stream, invoke the describeStream method:

Integer shardListinglimit = null;
String exclusiveStartShardId = null;

describeStream(STREAM_NAME, shardListinglimit, exclusiveStartShardId);

publicDescribeStreamResultdescribeStream(
String streamName, Integer limit, String exclusiveStartShardId) {
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// DescribeStreamResult response =
1/ amazonKinesisClient.describeStream(streamName);

DescribeStreamRequest request = new DescribeStreamRequest();
request.setStreamName (streamName);

if(limit != null) {
request.setlimit(limit);

if(!StringUtils.isNullOrEmpty(exclusiveStartShardId)) {
request.setExclusiveStartShardId(exclusiveStartShardId);

DescribeStreamResult response =
amazonKinesisClient.describeStream(request);

return response;

You can see that we are passing null in shardListinglLimit and
exclusiveStartShardId parameters to get all shards listed:

1
"screambescriprion®: {

: "arn:iaws:kinest B : -0 chapesiginesiastrenn®,

"scresmScatus®: "ACTIVE®,
mshards®r [{
"shardId®: *shardId-000000000000%,

-3 : mom, "1 "GE0SE4TIINA10TEIZEITETHIZI4BEISIG422507),
LI 1 19563273393, 715867}
el
=shardId®: =shardId-0O0000000001%,
1 T TENOSE4TIINA1NTEIIEUTETEIRL 2=, [RRSE1 5t 1.
N 1 " ATEILATINLEIIATO 11 sz2018

Tl
"shardld™: “shardld-COUHO0000002",

T "1361 an4 3827, "end. E re
) i 3
Fed
il i i 2041694201 737, "endi E 707 14563163"),
(S (] 36467 TOBE4STO01405966712882%)
T
"shardld®: “shardld-CO0000000004%,
. : =27 750770 -, ' T460T431768211455%),

"sequenceNusbesRange®: ("atarcingdeq : 58 E 12964976 33147}
1
1.
"hasMoreShards®: falss,
mretenticnPeriodSoura®™: 24,

: q : )

LR
"sdificapanzedetadacan: |
"mecadata™: {
"AWS_REQUEST_ID": "c73bSefe-2960-cicc-3Td6-L01185785L5C"
¥
Lh
=sdiiictpMecadata™: {
"htcpeagera®s |
"Server”: “Apache-Coyote/1.1%,
" -Req Id": L o TdE-£01109785£5c,

35 Re N L 107,
"Content-Length™: "13427,
"Date®: "Mon, 09 Jan 2017 10:56:30 GMT*,

yoe=: "appli -

b
“httpizatusfode®: 200
[
}
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To get a paginated shard listing, pass values for 1imit and exlusiveStartShardId as
null for first request:

Integer shardlListinglimit = 1;
String exclusiveStartShardId = null;

DescribeStreamResultdescribeStreamResult =
describeStream(STREAM_NAME,
shardListinglimit,
exclusiveStartShardId);

StreamDescriptionstreamDescription =
describeStreamResult.getStreamDescription();

List<Shard> shards = streamDescription.getShards();
booleanhasMoreShards = streamDescription.getHasMoreShards();
while(hasMoreShards) {
exclusiveStartShardId = shards.get(shards.size()-1).getShardId();
describeStreamResult = describeStream(
STREAM_NAME,
shardListinglimit,
exclusiveStartShardId);
streamDescription = describeStreamResult.getStreamDescription();

shards = streamDescription.getShards();

hasMoreShards = streamDescription.getHasMoreShards();
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"streamDescription®: {
: "ChapterdKinesi

v
"streamARN®: “arn:aws:kinesis:us-wesc-2 : | : s inesisS ",
"streamStatus®: “ACTIVE",

"sharda": [

{

"hashKeyRange”: {
"starcingHashKey®: "0",
"endingHashKey®: "6805647336841687692692674921486353642200"

be

"sequencelfiumberRange®: {

: "£05693516 $62449210563273303100003363005632149498771586"
}
¥
1.
"hasMoreShards®: true,
"retentionPericdHours®: 24,
"enhancedMonitoring™: [
{
mshardLevelMecrics®: []

1
Yo
"sdkRespcnseMecadaca™: {
"metadata®: {
"AWS_REQUEST_ID": "c2eT 2 20028"
}

Y,
"sdkHrtpMetadata®: |
"hrtpHeaders®: {
"Server®: "Apache-Coyote/l1.1",
"x-amzn-RequestId®: "c2cT04cd-aldT 2 28",
"x-amz-1d-2": "pvxsTUHaellMGRURTTRDYTpulfVivulTRLp J01GEDpKiXe/2n KrHlokZYKFXFinXCWFAOYLiY"™,
"Content-Length®: "495%,
"Date®: "Hon, 09 Jan 2017 10:56:31 GMI",
"Content-Type®: "application/x-amz-cbor-1.1"
b,
"hrtpStatuaCode®: 200
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To get to the next page, pass the last shard ID obtained from the previous request:

i
"streambDescription™: |
"utreamMame": "Chapterd4EinesisStream®,
"atreamhRN": "arn:aws:nnesxs:us—uesr,—z:_:sl:zeanicnantezu(lnzslssr,zeaa",
"streamStatus®: "ACTIVE",
"shards": [
i
"shardId": "shardId-000000000001",
"hashReyRange": {
"startingHashKey™: "6E0564733841876026926740214686353642201",
"endingHashFey™: "136112946768375385385349042072707284581"
1.
"sequencelumberRangs™: {
"starctingSequenceNumber”: "49569351637018763167394163357073445651911704682954752018"
¥
¥
1.
"hasMoreShards": crue,
"retentionPeriodHours™: 24,
"enhancedMonitoring™: [
i
"shardlevelMetrics™: []
¥
1
1.
rsdkResponseMecadacta™: {
"metadata™: {
"AWS_BEQUEST_ID": "feSS5ac3a-4f0f-rf3¢0-aeTB-c20asf1T760d0"
]
1.
"sdkHtepMetadata™: |
"nrrpHeaders™: {
"Server": "Apache-Coyote/1.1",
"x-amzn-RequestId”: "fe95ac3a-4f0f-f340-aeT78-c29a4f1769d40",
"x-amz-id-2": "nPgiv+BJatOWzH/ ToNIVEVDAL+JTUESEOBY IMOOBRE 6yGEy+axUDOR 6omYRGOM7gC L 1inz1g&~,
"Content-Length®: "S387,
"Date™: "Mon, 09 Jan 2017 10:56:31 GMI",
"Content-Type™: "application/x-smz-shor-1.17
1.
"httpStatusCode™: 200
1
¥

Similarly you can get the result for the next page.

List Stream

To get all streams available under the AWS account, invoke the 1istStreams method:
Integer streamListinglimit = null;

String exclusiveStartStreamName = null;
listStreams(exclusiveStartStreamName, streamlListinglimit);

public void listStreams(String exclusiveStartStreamName,
Integer streamListinglimit) {

// ListStreamsResult response = amazonKinesisClient.listStreams();
ListStreamsRequest request = new ListStreamsRequest();

if(!1StringUtils.isNullOrEmpty(exclusiveStartStreamName)) {
request.setExclusiveStartStreamName (exclusiveStartStreamName);
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if(streamListinglLimit != null) {
request.setLimit(streamListinglimit);

ListStreamsResult response = amazonKinesisClient.listStreams(request);

Here we are passing a null value for exclusiveStartStreamName and
streamListinglimit to get all streams:

"streambames®: [
"Chapter4KinesisSctreanm”™,
"ChapterikinesiaStreani®,
"Chapter4KinesisStream2”,
“Chaprer4KinesisStream3”,
"Chapter4KinesisSctream4”,
"Chapter{EinesisStreans®
1
"hasMoreStreams®: false,
"asdkResponsedecadacta®: {
"metadata®: {
"AWS_REQUEST_ID": "d7475086-6849-30ac-E87an-3eid6651aalc”
}
Yy
"sdkHrrpHetadaza®: |
"httpHeadera™: {
"Server”: "Apache-Coyote/1.1",
"x-amzn-RequestId®: "d7475086-6849-30ac-8Taa-3e246851aa3c",
"x-amz-id-2": "w4vW51ZhDZUoTVzeObLaLLkvgs 201’ y
"Content-Length®: "163%,
"Date®: "Mon, 09 Jan 2017 10:56:33 GMI",
"Content-Type": "application/x-amz-cbor-1.17
b,
"htrpStatuaCode™: 200
¥
¥

SEXE pEET

To get a paginated stream listing, pass the streamListinglLimit parameter to get the
number of streams in a single request and exclusiveStartStreamName as null for the first
request. For subsequent requests, pass the last stream name returned by the previous request:

"streambames®: [
"Chaprerd4KinesisStreaml®”
1.
"hasMoreStreams™: true,
"sdkResponsetecadata™: |
"metadata®™: {
"AWS_REQUEST_ID": "f42di
¥
Yo
"adkHcepMecadacta™: {
"hripHeaders®: {
"Server”: "Apache-Coyote/1.1",

"x-amzn-RequestId®: "f42d1493-80da-Oac3-adcO-TallB0z20083",
by d-2": YGE0IZ13 L5gtEBE. 9tK7TROEVIHAVEZL fUCETAL +RXFX Uwl’ T

d 4c0-Ta3189c29053"

1w,

"Content-Length®: "55%,
"Date®: "Mon, 09 Jan 2017 10:56:33 GMI",
"Content-Type": "application/x-amz-cbor-1.17
b,
"httpStatualode®: 200
¥
¥

Similarly, you can get the result for the next page.
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Increase Stream Retention Period

The stream retention period will retain the message to read in Kinesis. This period can be
increased using the increaseStreamRetentionPeriod method:

increaseStreamRetentionPeriod (STREAM NAME, 72);

public void increaseStreamRetentionPeriod(String streamName,
Integer retentionPeriodHours) {

IncreaseStreamRetentionPeriodRequest request =
new IncreaseStreamRetentionPeriodRequest();

request.setStreamName (streamName);
request.setRetentionPeriodHours(retentionPeriodHours);

IncreaseStreamRetentionPeriodResult response =
amazonKinesisClient.increaseStreamRetentionPeriod(request);

{
"sdkResponsetecadata™: {
"metadata™: {
"AWS_REQUEST_ID": "£390877f-BeaS5-24dB-a37d qe"
¥
b
"sdkAccpMecadaca™: {
"httpHeaders®™: {
"Server”: "Apache-Coyote/1.1%,
"x-amzn-RequestId®: "£390877f-Bead-24dt-aldTd-efddtebdoeil™,
mx-amz-id-27: "ILOW1T161lvGlUnZiIKxFel205Ne0/1/0deaRIMuRICKReTaam: ENGG2 OpV YUugI78QHLS/ yb93 3 JCEFCBOGE/d™,
"Content-Length®: =07,
"Date®: "Mon, 09 Jan 2017 10:56:34 GMI",
"Content-Type": "application/x-amz-cbor-1.17
b,
"httpStatusCode®: 200
¥
¥

To verify that the stream retention period is being updated, use the describe stream
operation:

describeStream(STREAM_NAME, 1, null);
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{
"streamDescription®: {
: "ChapterdKinesi .
"streamARN": 'nm:m.r::kam:l::u:—v::t—?:_: fChapteriKinesisS "
"streamStatus®: “ACTIVE",
"shards®: [
{

: "ahardld .
"hashKeyRange®: {
"starvingHashEey": "0",
"endingHashKey®: "6805647336841687692692674921466353642200"
Yo
"sequencelfiumberRange™: {
: M495693516 D696249321066327330310000336300563214998771586"

}
¥
1.
"hasMoreShards": true,
"retentionPericdHours®: 72,
"enhancedMonitoring™: [
{
mshardLevelMetrics™: []
¥
1
Yo
"sdkResponseMecadaca™: |
"metadata®: {
| "RAWS_REQUEST_ID": "cflafe3a-5c63-08d5-9ff7-80fccl7cbeBd”
}
te
"sdkHTTpietadaca®:
"hrtpHeaders®: {
"Server”: "Apache-Coyote/1.1",
- Req Id": "cfiaf 5 d5-9££7-90fcc1Tche80”,
"x-amz-id-2": " ydUyTHIsSchlk: SEZaiMpyOMIFZE1TULYDS 9gWQuXMI1 PYMLDVOYRDQZeNObged2TiJCSqTaZ0TiYpIvie™,
"Content-Length®: =495%,
"Date”: "Mon, 09 Jan 2017 10:57:10 GMI",
| "Content-Type®™: "applicacion/x-amz-chor-1.1"
b,
"httpStatusCode®: 200
¥
¥

Decrease Stream Retention Period

The stream retention period will retain the message to read in Kinesis. This period can be
decreased using the decreaseStreamRetentionPeriod method:

decreaseStreamRetentionPeriod (STREAM NAME, 24);

public void decreaseStreamRetentionPeriod(String streamName,
Integer retentionPeriodHours) {

DecreaseStreamRetentionPeriodRequest request =
new DecreaseStreamRetentionPeriodRequest();

request.setStreamName (streamName);
request.setRetentionPeriodHours(retentionPeriodHours);

DecreaseStreamRetentionPeriodResult response =
amazonKinesisClient.decreaseStreamRetentionPeriod(request);
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"asdkResponsetecadata™: |
"metadata®™: {
"AWS_REQUEST_ID": "fd6187dn-acif9-fiab-adBc-e01d313644£d"
¥
by
"sdkHrepMecadaca™: {
"httpHeaders®™: {
"Server™: "Apache-Coyote/1.1%,
-, Id": "fdéie7d fiaB-adlc-e51d313644Ld",
- d-2%: YoH12VeAI15qe50L1WzEefKSIE282h3N22yEpmE/ abR4qSEF4 S0ETZDGCEQL cbn/ PIkHYBRZy TWHGduRu/Rhd+™,
"Content-Length®: "0,
"Date®: "Mon, 09 Jan 2017 10:57:11 GMI",
e Type™: "appli ion/ -1.1"
b,
"httpStatusCode®: 200

To verify that the stream retention period is being updated, use the describe stream
operation:

describeStream(STREAM_NAME, 1, null);

"streamDescription®: {
"streamfame”: "Chaprer4EinesisScream”,
"streamARN": 'um:uu::klm:l::u:—v::t—?:_: fCh inesiss ®,
"streamStatus®: “ACTIVE",
"shards®: [
{

"hashKeyRange®: {
"starcingHashKey®: "0",
"endingHashKey®: "68056473384187692692674921486353642200"

Yo

"sequencelfiumberRange™: {

: M495693516 63629421056327330310000336300563219498771586"

}
¥
1.
"hasMoreShards": true,
"retentionPeriodHours®: 24,
"enhancedMonitoring™: [
{
mshardlLevelMecrics®™: []

1
b
"sdkResponseMecadaca™: {
"metadata®: {
"AWS_REQUEST_ID": 3 £1-53fb f198c3c265L"
}
Y,
"sdkHrtpMetadata®: {
"hrtpHeaders®: {
"Server®: "Apache-Coyote/1.1",
- Req Id": ™ bblf1=-531h d6-df198c3c265€",
"x-amz-id-2": "yAFWEIp iFRIS1 gBviZne] ked 1cEBZ+A+TQER+u0CITTRSTR2Z/ Goaqy:"”
"Content-Length®: "499%,
"Date”: "Mon, 09 Jan 2017 10:57:44 GMI",
"Content-Type®: “"application/x-amz-cbor-1.1"

Y.
"httpStatustode®: 200
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Enable Enhanced Monitoring

Enable enhanced monitoring will enable shard level metrics. To enable enhanced
monitoring, invoke the enableEnhancedMonitoring method:

enableEnhancedMonitoring (STREAM NAME);

public void enableEnhancedMonitoring(String streamName) {
EnableEnhancedMonitoringRequest request =
new EnableEnhancedMonitoringRequest();

request.setStreamName (streamName);
request.setShardLevelMetrics(getShardLevelMetrics());

EnableEnhancedMonitoringResult response =
amazonKinesisClient.enableEnhancedMonitoring(request);

"streamBame®: "ChapteriKinesiaScreaa”,
"currentShardLevelMecrics™: [],
"desiredShardlevelMetrics®™: [
"IncomingBytes™,
"OurgoingRecorda®,
"Iveratorfigedilliseconds®,
"IncomingRecords®,

sionedTh

"Wri sicnedTh
"OutgoingBytes”

1
"sdkResponsetfecadata®: {
"metadata®: |
"AWS REQUEST ID": "c4fbS3e5-1756-09f3-8416-fd0ccBo12Taa"
}
Yy
"sdkHvtpMetadaza®™: {
"httpHeadera™: {
"Server”: "Apache-Coyote/1.1",
"x-amzn-RequestId®: "c4fbS3e5-1756-09£3-8416-fd0ccBI127aa",
mg-amz-id-2": "ip+h/UQRIJb+xaSEVUBBXOL1gX0PELXZONafpFBYUMEESZRIAUNADGREY 0L PVINEY 3RO D+GE I g o0vHHWHIqRx ) DREZS Ymie™,
"Content-Length®: “246%,
"Date®: "Mon, 09 Jan 2017 10:57:4¢ GMI",
"Content-Type": "application/x-amz-cbor-1.1"
b,
"htrpStatusCode™: 200
¥

Disable Enhanced Monitoring

Disable enhanced monitoring will disable shard level metrics. To disable enhanced
monitoring, invoke disableEnhancedMonitoring method:

disableEnhancedMonitoring (STREAM NAME);
public void disableEnhancedMonitoring(String streamName) {

DisableEnhancedMonitoringRequest request =
new DisableEnhancedMonitoringRequest();
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request.setStreamName (streamName);
request.setShardLevelMetrics(getShardLevelMetrics());

DisableEnhancedMonitoringResult response =
amazonKinesisClient.disableEnhancedMonitoring(request);

"streamBame®: "ChapterifinesiaScreaa”,
"currentShardleveldecrics™: [
"IncomingBytea®,
"OutgoingRecords”™,
"IteratorAgeMilliseconds®,
"IncomingRecords®,

=2ionedT]

"Wris sionedTh
"CutgoingBytes®
1.
"desiredShardlevelMetrica™: (],
"adkResponsedecadaca™: {
"metadata®: |
"AWS REQUEST ID": "flcaS02f-1288-andd-al27-ff20272e4052"
}
by
"sdkHvtpMetadaza®: {
"httpHeadera™: {
"Server": "Apache-Coyote/1.1",
"x-amzn-RequestId®: "flca902f-1288-andd4-al27-ff20272e4052",
- a-27: o W3V ¥OaXPWTHRS 8 6K INKQVE 1 6TELYDUeQNDT [af AwHdUkIgbaXARm2 +3QYLaavgeqRZEng™,
"Content-Length®: “246%,
"Date®: "Mon, 09 Jan 2017 10:58:23 GMI",
"Content-Type": "application/x-amz-cbor-1.1"
b,
"httpStatuaCode®: 200
¥
¥

Put Record

To add data records to the stream, invoke the putRecord method:

String explicitHashKey = null;

String partitionkey = "123";

String data = "Hello World Kinesis!!!";

putRecord(STREAM_NAME, partitionKey, data.getBytes(), explicitHashKey);

public void putRecord(String streamName, String partitionKey,

byte[] data, String explicitHashKey) {

// PutRecordResult response = amazonKinesisClient.putRecord(streamName,
// ByteBuffer.wrap(data),
/7 partitionKey);

PutRecordRequest request = new PutRecordRequest();

request.setStreamName(streamName);
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request.setPartitionKey(partitionKey);
request.setData(ByteBuffer.wrap(data));

if(!StringUtils.isNullOrEmpty(explicitHashKey)) {
request.setExplicitHashKey(explicitHashKey);

PutRecordResult response = amazonKinesisClient.putRecord(request);

Here we are passing values for partitionKey and data, but, for now, the
exclusiveHashKey parameter value is null. The partition key is used to identify to which
shard data record needs to be added and the exclusiveHashKey parameter signifies to
which shard we want to explicitly send data records:

“shardId®: “shardId-000000000000%,
H 1 4421956327BB931990097006634882681536514",

"adkResponsetecadata™: |
"mecadata®™: {
"AWS_REQUEST_ID": "cb2da3ld-1f51-cBdi-9bcl-colbaBoloces”
¥
Yo
"sdkHrepMecadacta™: {
"httpHeaders™: {
"Server”: "Apache-Coyote/1.1",
"x-amzn-RequestId®: "cbida3ld-1f51-cBdi-Sbcl-colbalolices”,
myx-mmz-id-27: "DV/H/ TaZnesTag oY REY DY 3eVIU0iVUSEIME1BEIpITdzLV D/ v1cMhIWS1 BxHer 1r lvwgT™,
"Content-Length®: "104",
"Date®: "Mon, 09 Jan 2017 10:58:55 GMI",
"Content-Type": “application/x-amz-cbor-1.1"
b,
"httpStatuatode®: 200
¥
¥

To send data records to an explicit shard, pass the exclusiveHashKey parameter:
explicitHashKey = "272225893536750770770699685945414569165" ;

putRecord(STREAM _NAME, partitionKey, data.getBytes(), explicitHashKey);

{
“shardId®: “shardId-000000000004%,
H 16370B56654229B89755281499341895016843026599641154",

"asdkResponsetecadata™: |
"mecadata®™: {
"AWS_REQUEST_ID": "cléciTb5-6955-17f1-9181-TEESdecddicl”
¥
Yo
"sdkHrepMecadaca™: {
"httpHeaders™: {
"Server”: "Apache-Coyote/1.1",
"x-amzn-RequestId®: "clécl7b5-6955-17£1-5181-T7885decdddcO",
"x-amz-id-2": "JpyadGTIIRKEIQW:19kzwIcks 9P/ RTI4+eHWL: yIx (ZJkuSEZJATE: T plZha”,
"Content-Length®: "104",
"Date®: "Mon, 09 Jan 2017 10:5B8:55 GMI",
"Content-Type": “application/x-amz-cbor-1.1"
b,
"httpStatuatode®: 200
¥
¥
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Put Records

To send multiple data records to a stream in a single request, invoke the putRecords
method:

List<PutRecordsRequestEntry> records = new ArraylList<>();
PutRecordsRequestEntry record = null;
explicitHashKey = null;

for(inti=0;i<5;i++) {
record = createPutRecordsRequestEntry(
String.valueOf(i),
data + "-" + i,
explicitHashKey);

records.add(record);

}
explicitHashKey = "272225893536750770770699685945414569165" ;
record = createPutRecordsRequestEntry(
String.valueOf(5),
data + "-" + 5,
explicitHashKey);
records.add(record);
putRecords (STREAM NAME, records);
public void putRecords(String streamName,
List<PutRecordsRequestEntry> records) {
PutRecordsRequest request = new PutRecordsRequest();
request.setStreamName (streamName);
request.setRecords(records);
PutRecordsResult response = amazonKinesisClient.putRecords(request);
Here you can see that first we created multiple PutRecordsRequestEntry instances

that have partition key, data, and exclusive hash key (optional). We then passed the list of
PutRecordsRequestEntry to the putRecords method;
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{
"failedRecordCount®: 0O,
"records®: [
{

q r": 1637 229B9755281500550821736457655774347330",
“shardId®: “shardId-000000000004%
Yo
{
q r=: 1637 77791224684070449435027742581919318066",
“shardId®: “shardId-000000000003"
Y.
{

L H 1637 77791224684071658360847357211094024242",
*shardId®: “shardId-000000000003"

q r=: 1637 22989755281501759747556072284949053506",
*shardId®: "shardId-000000000004"

"sequencelumber®: "495693516370633646777912246840728672866669718402687304918",
"shardId"™: "shardId-000000000003"

"sequenceliumber™: "49569351637085665422969755281502968673375686914123759682",
"shardId": "shardId-000000000004"
}
1.
"asdkResponsedecadata™: |
"metadata®: |
"AWS_REQUEST_ID": “eélcdcdd-533a-2dcé-bécl-b3TdedabTsfT"
}
ta
"sdkHrepMevadata™: |
"hutpHeaders®: {
"Server”: "Apache-Coyote/1.1",
"x-amzn-RequestId®: "eélcdcid-533a-2dcé-bEcl-b3TdedabTolT",
"x-amz-id-2%: "F3Iy00+uiFA/zIRR4paBxekb3BR0EVIDRICQuNezafekweADE/14cHYN/ROEN0ET71gebPuewRRAQL PrLEpHAVVNYZZ+UT+QE",
"Content-Length®: “655%,
"Date®: "Mon, 09 Jan 2017 10:5B:55 GMI",
"Content-Type": "application/x-amz-cbor-1.1"
b,
"httpStatuatode®: 200
¥
¥

In response, we get failed and successful added data records individually.

Get Records

To read data records from Kinesis Streams, invoke the getRecords method. You need the
shard iterator to read a data record from individual shards:

getRecords (STREAM_NAME);

public void getRecords(String streamName)
throws UnsupportedEncodingException {

GetRecordsRequest request = new GetRecordsRequest();
request.setLimit(100);
List<String>shardIterators = getShardIterators(

streamName,
ShardIteratorType.TRIM HORIZON);
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List<GetRecordsResult> response = new ArraylList<GetRecordsResult>();

shardIterators.forEach(shardIterator -> {
request.setShardIterator(shardIterator);

GetRecordsResultgetRecordsResult =
amazonKinesisClient.getRecords(request);

response.add(getRecordsResult);

};

System.out.println("------------- ");

for(GetRecordsResult result: response) {
for(Record record: result.getRecords()) {
String data = new String(record.getData().array(), "UTF-8");

System.out.println(data);

}

private List<String> getShardIterators(String streamName,
ShardIteratorTypeshardIteratorType) {
List<String> shardIteratorList = new ArraylList<>();

List<Shard>shardlList = getShards(streamName);

shardList.forEach(shard -> {
GetShardIteratorResultshardIteratorResult =
getShardIteratorResult(streamName, shardIteratorType, shard);

shardIteratorList.add(shardIteratorResult.getShardIterator());
b;

return shardIteratorlist;

}

private GetShardIteratorResultgetShardIteratorResult(
String streamName,
ShardIteratorTypeshardIteratorType,
Shard shard) {

// return amazonKinesisClient.getShardIterator(streamName,
// shard.getShardId(), shardIteratorType.toString());
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GetShardIteratorRequestshardIteratorRequest =
new GetShardIteratorRequest();

shardIteratorRequest.setShardId(shard.getShardId());

HANDS-ON KINESIS

shardIteratorRequest.setShardIteratorType(shardIteratorType);

shardIteratorRequest.setStreamName(streamName);

return amazonKinesisClient.getShardIterator(shardIteratorRequest);

public List<Shard> getShards(String streamName) {

DescribeStreamResultdescribeStreamResult =
describeStream(streamName, null, null);

return describeStreamResult.getStreamDescription().getShards();

1
"screambescriprion™: {

F e R —

"srresmScatus®:
msnazrds®r [{

ACTIVE®,

"shardId®: *shardId-000000000000%,

el

5 (= 2 mo, "1 "GE0SE4TIIN410TEIZEITETEIZI4NEISIG422507),
" 1 1956: 14487715867}
=shardId®: =shardId-000000000001%,
1 T TENOSE4TIINA1NTEIIEUTETEIRL 2", [RRSEE 5

N
bed

"shardld®: *shardld-DOO000000D002",

T TE3EGINLE3TOIATAILATIONLEIINTOTISEE51911T04ANZAL4TIZOLE"}

B

T "136112944748 84, amz=, "

i

707 145691637},

e s *2041694201 ;o
(S (] $163706336467 TOBE4STO01405966712882%)
"shardld®: “shardld-CO0000000004%,
: : *272 1507707 145691647,
"sequenceNunbesRange®: ("atartingdeq o} 58

1

1
“hnsMoreShards®: falas,
mrecenticnPeriodHoura™: 24,

i !

LE

=scificaponsedetadata™s |
"mecadata”: {

E VY

PAWS_REQUEST_IDT: "£d34c731-6853-364a-add(-a801dfc262T0"

¥
b
=sdiiictpMecadata™: {
"htcpeagera®s |
"Server”: "Apache-Coyote/1.1%,

R Id": =fdddc £ o B
"Content-Length®: 15427,
"Date®: "Mon, 09 Jan 2017 10:50:56 GMT*,
b vEe=: "applicat L

b

“httpizatusfode®: 200
b

}

B I YL aVEOLEUROgSa”,

THEOTAFLTEEILLAEE"),
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Once shard IDs have been collected, get the shard iterator for each shard ID.

i
“shardItezator®:

oy 31r LEBLey ¥R 2S5 WRhDL PHETLELyn A TX T
TEY 3 »
"sdkResponseeradaca®: |
"metadata®: {
AWS_REQUEST_ID®: * it 7 156
'

b
"sdkNtcpecadaca™: {
“hrepHzaders®: (
"Server™: "Apache-Coyote/1.17,

1 TLzi L ¥ THVAR",
“CeaTent-Lengshti “I667,

"Date”: "Hon, 09 Jan 2017 12:04:11 GMT7,
- YPe=: ~applacati -

be
"htEpStatuscode™: 209
1
H

Using the shard iterator, invoke the getRecords method. For subsequent get records
request from the same shard, use the "nextShardIterator" parameter value received in
response:

i

"recerds®: |
1

“spproximateArrivalTimestanp®: “fam 9. 2007 4:20:55 EM=,
“aaza: (
"hB®: [72,101,108,108,111,32, 87,111,134, 108, 100, 32,75, 105, 110, 101, 115, 105, 115,33, 33, 33),
“oftset": 0,
*isResdlmly™: false,
“bigEndian®: true,
"nativeByteOrder=: false,
Tmark®: -1,
"positica”: 0,
"limieT: 22,
Seapasity®: 33,
*address®: 0
.
"partiticnKey™: “123"

"mextShardlterator®:

"millisBehindlatesc”™: O,
"sekRAsponIRHETAdATAT! |
"mecadata®: |
"AMS_BEQUEST_ID": -
]

LE
"sekHTTRMATAANTA: |

"htcpileadera®: {
"Server": “Apache-Coyore/1.1",

"Content-Length®™: “459",
"Date™: "Mon, 09 Jan 2017 10:38:38 GMT",
pe=: "appl am

1N

"hrcpStacusCode™: 200
H

¥

Merge Shards

When a Kinesis Stream’s shard is not effectively being used and you can merge two
adjacent shards into a single shard, invoke the mergeShards method:

List<Shard>shardList = getShards(STREAM NAME);
mergeShards (
STREAM_NAME,
shardList.get(3).getShardId(),
shardList.get(4).getShardId());
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public void mergeShards(String streamName,

String shardIdToMerger,
String adjacentShardIdToMerge) {

// MergeShardsResult response =
//
//
//

streamName,
shardIdToMerger,
MergeShardsRequest request = new MergeShardsRequest();
request.setStreamName (streamName);
request.setShardToMerge(shardIdToMerger);
request.setAdjacentShardToMerge (adjacentShardIdToMerge);

MergeShardsResult response =

amazonKinesisClient.mergeShards(

adjacentShardIdToMerge);

amazonKinesisClient.mergeShards(request);

Here we are merging "shardId-000000000003" and "shardId-000000000004" into a
single shard. To merge the shards first, you need the shard ID that can be obtained using

describe stream:

t
napresmBescripeion™: |
"streasiiame”: "Chapteri¥inesisScrean”,

"srzeamStarus”: "ACTIVE",
=shards®: [{
*shardid®: =shardId-000000000000%,
1 TEBOSE4TINELETESI6IIETEIINANEINIGATIH "),

i {"star + mom,

i 448771586}
Tl
T 6E056473384 486 . "1 "13611 0728458173,
] 7018763187 394163387073445 63191 1T04682554752018%}
bl
: {"scarci + mu3s1 © "I0416942015I5630TE0TE02476445506092628727),
1 1 "4956935163704 3 7324507}
bt
"shardld®: “shardId-000000000003%,
s + "2041 78078024 3v, + 2 7707 '
- =i = 7 708845 128827}
bt
“shardid®: =shardId-000000000004%,
+ {"atar 2 Ll 14569164, "endi T4I1TEE211455"),
L ¥
¥
1.
“hasMoreShards®: false,
*retenticaferiodioura™: 24,
- toring®: [{“shardl 0N
b
"adkResponsedetadatans |
“metadata®: {
"AWS_BEQUEST_ID": “ealficli-fiac-7130-baf2-432c433d42508"
]
T
"adikHttpMetadata®s {
“hetpHeaders™: {
"Jervez": "Apache-Coyste/l.1%,
$70q"

"Content-Length®: “1542%,

"Date®: *Mon, 0% Jan 2017 10:39:00 GMT=,
"Content-Type™: "applicstisa/x-ame-cbos-1.1%

th

“hecpStatusCode™: 200
¥

]
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Once shard IDs are obtained, invoke the mergeShards operation by setting the shard

to merge and the adjacent shard to merge:

"adkResponsetecadata™: |
"metadata®™: {
"AWS_REQUEST_ID": “cdlllaBa-2572-82c6-9dff-T5pf02e3d6fT"
¥
by
"sdkHrepMecadaca™: {
"httpHeaders®™: {
"Server”: "Apache-Coyote/1.1%,
"x-amzn-RequestId®: "cdlilaBa-2572-82c6-9dff-TSbL92eldELT",

d4-27: GUPIWTLHDY y1 TGAIOL 1J0501WvGEon] foi JBTEY R kp71™,
"Content-Length®: "0,
"Date™: "Mon, 09 Jan 2017 10:59:00 GMI",
- Tapers “appld ion/ -1.1"
b,
"httpStatusCode®: 200
¥
¥
To verify that the mergeShards operation is being carried out, invoke describe
stream:
describeStream(STREAM_NAME, null, null);
[}
“streasDescription®: {
"atreamsSratus”: "ACTIVE",
mahazda®: [{
“shardld®: “shardl4-000000000000%,
- " e SRR : - i
: i = 4407715067}
i
“shardId~™: “shardId-000000000001~,
L T "ABOSE4TIRELLE o T "1361 "1
B e
L
“ahardld”: “shardId4-000000000002%,
" ("ecartd " "1361129467683 a b
del
“shardId™: “shardId-000000000003%,
A " "Z04L TEOTEOZA’ 73", = "2 TE07707 145631€3"),
R : TOEIEEAETITHL TOEE4STO0L405966T12882", "endingSoquenceliushar™
- 373727TTLO4S86802"7}
L
“shardld®: "shardld-000000000004%,
ati ¥ 1707 145691647, 460T4I1TERILLA68" ),
B | i =z = :
798 1 38 72347}
b
“ahardId”: “shardId-000000000005%,
= :-.g..-‘- =: "3041 . 5 ] = TAI1TEAII1456%),
| i = "405632517 4162747}
¥
1.
"hasMoreShards”™: false,
"retentisnPerisdisurs™: 24,
. s =: 111
b
| : {"AWS_REQUEST_ID™: "e7(abddc-9fbf-90£7-b707-d2£0374E0007"}
ke
“sdkMrrpMetadata”:
“nttpHeaders=: {
“"Server": “Apache-Coyote/1.1",
- T TALB08T",
- id-2": "rrHNGEXTyGeal 3 GIHG3",

“Content-Lengeh™: “20337,
“Date”: "Mom, 09 Jam 2017 10:§8:47 QeI
licatd

ype: ®

I8

"nttpSratusCode™: 200
¥

¥
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In response to describe stream, you can see that the new shard ID
"shardId-000000000005" has been created.

Split Shard

A split shard will split a single shard into two shards. The decision to split a shard should
be made when there is heavy traffic on a single shard and it can be divided into different
shards. This will make it faster for consumer applications to read data records:
List<Shard>shardList = getShards(STREAM_NAME);

splitShard (STREAM NAME, shardlList.get(0));

public void splitShard(String streamName, Shard shard) {
SplitShardRequest request = new SplitShardRequest();

request.setStreamName(streamName);
request.setShardToSplit(shard.getShardId());

String startHashKey = shard.getHashKeyRange().getStartingHashKey();
String endHashKey = shard.getHashKeyRange().getEndingHashKey();

BigIntegertempHashKey =
new BigInteger(startHashKey).add(new BigInteger(endHashKey));

String childHashKey =
tempHashKey.divide(new BigInteger("2")).toString();

request.setNewStartingHashKey(childHashKey);

SplitShardResult response = amazonKinesisClient.splitShard(request);

Here we have calculated the average of the starting and ending hash keys of the
shard to be split to get the child’s new starting hash key. You can have any algorithm to

choose a child’s new starting hash key. To invoke splitShard, first you need the shard ID
to be split, which can be obtained by using describe stream and choosing the shard ID.
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“streamDescription®: {

i z tream/ChapterdKinesisstrean”,
rea=Sratus™: "ACTIVE®,

"shazds®: [{

“shardld®: “ahardId4-000000000000%,

"=, Bl 20"},
: i = ™ 440771506}
Lt
“shardld™: “shardId-000000000001~,
: = © "RENSE4TIIRALE - T m1361 "1,
™ H
el
“shardld®: “shardl4-000000000003%,
" ("ecactd " "L361129467683 . i = b
iy - 4901 }
i
i
=shardld®: *shardId-000000000003%,
" (= =z "Z04L1 TEOTE0ZY 73", =: =2 TE07707 14563163"7),
= = (= ol TOE33E4ETITHL TO01405966T128827, "endingSequencelisbar™

373IT2TTLOASAGE02")

L
“shardId®: “shardId=000000000004%,
: ™ i Bl § 7707 145691647, = 4317682114857},
B T "4956336163 - 1
- TELL SFETLIY

"shardld™: "shardId-000000000005",

= @ "Zo4L s, i = TEO2114557},
B | T TABBESIELT L X ALEITET)

=: (11

) 3 {"AWS_REQUEST_ID™: "d#iii0lb-dadT-afGe-Ribo-1£707107070e"}],

"Server”: “Apache-Coyote/1.1",

“x-amzn-Requestld™: "d8514015-dadT-afée-88be-1ET1T2ETBT1a",

- 1a-27: " s i 2RE0KA",

“Content-Lengsh”: “20337,

“Date”: "Mom, 09 Jam 2017 10:§8:48 Qv
=applicati

ypeT:

I8
"nttpSratusCode™: 200
¥
¥

Once the shard ID is obtained, invoke the splitShard method:

"sdkResponseMecadata™: |
"metadata™: {
"RWS_REQUEST_ID": "fb895f9c-34eld-e72b-ab64-30Lf99cE0LLSD™
}
1.
"sdkfittpMetadata™: {
"nropHeaders™: {
"Server": "Apache-Coyote/1.1%,
"x-amzn-RequescId”: "fb895f9c-34el-e72b-ab64-30L99cB0LLSb",
"x-amz-id-2": "HUgqqqgbuSdItBQsXsZiBelmN3fghZsMog9PBEnzS0al10qaPUgLl+qICe+B1/VEEE 2ByWebLhnjR+hNnjAD"
"Content-Length™: "o",
"Date™: "Mon, 09 Jan 2017 10:59:48 GMT",
"Content-Type”: "application/x-amz-chor-1.1"
N
"httpStatusCode™: 200

To verify that the shard is being split, invoke describe stream:

describeStream(STREAM_NAME, null, null);

208



CHAPTER 4 © HANDS-ON KINESIS

{
“stresnbaseriprion”: |

— SRR o P —

Saharda®: {]
“shardld®: *shardld-000000000000%,

BE i ": 0", "endi "L "EBOSEA e
- =: [T =2 "4356335163 19563273 1448TIL5RE", "
49569361 ]
]
=shardld=: *shardId-008000030001%,
- ol : "EB0EEA S " 1
. = i =2 "435633616370187631 52018")
bt
“shardld®: *shardld-000000090002,
. = (" i : 1961 072B4EER", s
ER—— =, =48563851 Ta2450%)
bl
shardId®: *shardId-000080030003%,
=: [“atast = 20414 BOTAOTA o =: =2 Ly "}
. . (= I _ -
49563351
bt
“shardld™: *shardld-000I00000004,
“hasteyRange®: [" i : ABESLE4", s
. =: {"me = T4SL338163T005 454228575522 643505200471 04497474 7265302 4,
~4956935263 2347 )
bl
“shardld®: *shasdId-000303030008,
1de: .
s (" 2041 . : b
s q- -2 "433633817 =)
ket
“shazdld®: *shasdId-000300030006%,
- (" s e, : COTALTERTILAN" ],
st "5 T4963351 b
Bt
*shardld®: *shardld-000300030087,
- (= e TeRT1148", SER T 207,
s - 7 29978}
¥
1 =: falws, : 74,7 ang™: [(" s un

Te
“sdkResponsebetadata™: {“metedata™: {“ANS_REQUEST_ID®: “fO£44366-430-b500-a019-26ebTeddfsn")},
SadENripMetacatat: |

“htepdesdaraT: |“Sarvez=: “Ap " .

s joybe”, "Consent-Lengeh™: "Z6607,"Date™: “Mon, 00 Jan 2017 11:09:23

e, ype©: “applic 1),
“nttpstatusCoda™: 200
!
b

Add Tags to Stream

This process adds or updates tags to the Kinesis Stream. You can add up to 10 tags for
each stream. To add or update tags, invoke the addTagsToStream method:

Map<String, String> tags = new HashMap<>();
tags.put("Environment", "Production");
tags.put("Chapter", "4");
addTagsToStream(STREAM NAME, tags);

public void addTagsToStream(String streamName, Map<String, String> tags) {
AddTagsToStreamRequest request = new AddTagsToStreamRequest();

request.setStreamName (streamName);
request.setTags(tags);

AddTagsToStreamResult response =
amazonKinesisClient.addTagsToStream(request);
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“adkResponseMetadata™: {
“metadata”: {
“AWS_REQUEST ID": “edefZlef-ccé2-ecTa-bd0Z-de6a3Tadl629"
}
¥
"adkHttpMetadata™: |
“hrtcpHeaders™: {
"Servez": "Apache-Coyote/1.1%,
Id": "edefl Ta-bd02-4e6a3Tad91629",
"x-amz-id-2": "v1¥33hvEDKYPHULZ1lsgB+XLCTNATa7kgJvvsllROZasSxL ZQENTQT: / EJagV: - R
“Content-Length™: "0",
"Date™: "Mon, 09 Jan 2017 11:00:21 GMT",
| "Content-Iype”: "application/x-amz-cbor-1.1"
b
"httpStatusCode™: 200
}
}

List Tags for Stream

To get the list of tags attached to a stream, invoke the 1istTagsForStream method:
listTagsForStream(STREAM_NAME);

public void listTagsForStream(String streamName) {
ListTagsForStreamRequest request = new ListTagsForStreamRequest();

request.setStreamName (streamName);

ListTagsForStreamResult response =
amazonKinesisClient.listTagsForStream(request);

“caga”: [
{
"key"™: "Chapter™,
“value”: "4"
}
{
"key": "Envirenment™,
“walue": "Production™
b
1,
“hasMoreTaga": false,
“sdkResponscHecadata™: |
"metadata”: {
“AWS_REQUESI_ID": "e58a5031-3561-defl-b567-3£945b778d07"
}
b
“adkHoopMecadata™: {
“hzcpHeadeza™: |
"Server”™: "Apache-Coyote/1.1%,
- Id": 1-3561-defl-b567-3£949D778d0T",
"x-amz-id-2": "alzT/A0x6VnBBDs2N2 InMaQ¥1Zxfr=NED/nTuEA+udcKegLIxTvLECgaAlNw2ml¥ 70 IXB52 y2 3k 532 ThpoaPpeozudz+5nZ™,
"Content-Length™: "73",
"Date”: "Mon, 09 Jan 2017 11:00:53 GMT™,
“Content-Iype"”: "application/x-amz-cbor-1.1"
b
“httpStatusCode™: 200
}
}
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Remove Tags from Stream

To remove tags from a stream, invoke the removeTagsFromStream method:
List<String>tagKeys = new ArraylList<>();
tagKeys.add("Environment");

removeTagsFromStream(STREAM NAME, tagKeys);

public void removeTagsFromStream(String streamName, List<String>tagKeys) {
RemoveTagsFromStreamRequest request = new RemoveTagsFromStreamRequest();

request.setStreamName (streamName);
request.setTagKeys(tagKeys);

RemoveTagsFromStreamResult response =
amazonKinesisClient.removeTagsFromStream(request);

{
“adkResponseMetadata™: {
"metadata™: {
“AWS_REQUEST_ID": “d&6d92T740-b0cH: 4Be6ledel30fE"
}
¥
"adkHctpMetadata™: |
“hrcpHeaders™: {
"Servez": "Apache-Coyote/1.1",
Id™: "dédsz 4Beblede39f6",
"x-amz-id-2": "otLitlHavPV1E 1 zze¥kOmO¥x07Ty4JOLCEH/ WY dW TaQLVOLXsNIuydO/ANYmcHE /em™,
“Content-Length™: "0",
"Date™: "Mon, 09 Jan 2017 11:00:53 GMT",

| "Content-Iype”: "application/x-amz-cbor-1.1"
b
“hrtpStatusCode™: 200
}
}

To verify that the tag is being removed, invoke the list stream operation:

listTagsForStream(STREAM_NAME);
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"key"™: "Chapter”,
"value™: "4"
}
1.
“hasMoreTags™: false,
“sdkResponseMecadata®: |
"metadata™: {
“AWS_REQUEST_ID": ™
}
b
“adkHoopHetadata™: {
“hecpHeadexs™: |
"Server®: "Apache-Coyote/1.1",

- Tdw: ™

"x-amz—id-2": "14if7GeBYWcocS6RxdRrufgrv/yicn¥UCy/ Pzalj
"Content-Length™: "44",
"Date”™: "Mon, 09 Jan 2017 11:01:26 41",
“Content-Iype”: “application/x-amz-cbor-1.1"

b

"hutpStatusCode™: 200

}
}

Delete Stream

+pIRXa/ frelyaJaBxl 302 UhE

To delete a stream permanently, invoke the deleteStream method:

deleteStream(STREAM NAME);

public void deleteStream(String streamName) {

// DeleteStreamResult response =

// amazonKinesisClient.deleteStream(streamName);

DeleteStreamRequest request = new DeleteStreamRequest();

request.setStreamName(streamName);

DeleteStreamResult response =

amazonKinesisClient.deleteStream(request);

“sdkResponseMetadata™: {

“metadata”: {
“AWS_REQUEST_ID": “cd 7 9422 2650"
}
¥
"adkHttpMetadata™: |
“hrcpHeaders™: {
"Servez": "Apache-Coyote/1.1",
- Id™: Ta6Z-9422 2650",
"x-amz-id-2Z": "JpHLESRMO y 50b3 KPVD1DImn7 eWUSGak1QeHAWICINL+ L kAT e £ Vv THEQZLOMESxge+ LAQELI™,

“Content-Length™: "0",
"Date™: "Mon, 09 Jan 2017 11:01:27 GMT",
“Content-Iype”: "application/x-amz-cbor-1.1"
b
“hutpStatusCode™: 200
}
}
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To verify that the stream has been deleted, invoke list stream operation:

listStreams(null, null);

"atreazNames": [
“ChaptezdKinesisStreaml”,
“ChapterdKinesiaStream?™,
“ChapterdiinesisStreami”,
“ChapterdKinesisStreamd”™,
“ChapteriFinesisStreams™
1,
“hasMoreStzea=zs”: false,
“sdkResponacMetadata™: |
"metadata”: {
“AWS_REQUEST_ID": “edcatbl5-4ab7-bIb3-bdi7-1bbiadisssngi™
b
b
“sdkHrcpMetadata™: {
“hocpHeadeza™: |
"Server”™: "Apache-Coyote/1.1%,
"x-amzn-Requestld”: "edcaébl5-4ab7-bIb3-bdi7-1bb4adis5347",
"x-amz-id-2": "rVEIEH1lw+WElLwGhnfBlph7DEXRmDSVE S TnAONT 240/ 0NbINw+EKTw/ nNERAI2IpFYAUNKVS4CIDABHZ j PoRfwca3 9x /HSER"
"Content-Length™: "147",
“Date™: "Mon, 09 Jan 2017 11:05:05 GMT™,
“Centent-Iype"”: "application/x-amz-cbor-1.1"
b
"httpStatusCode™: 200
}
}

Monitor Using CloudWatch

CloudWatch allows monitoring the Kinesis having different metrics. It will trigger an
alarm when a threshold is exceeded on specific metrics. The following steps will guide
you to create an alarm:

1. Go to the CloudWatch Management Console and click Alarms
from left navigation, as shown in Figure 4-20.

W§  Services v  Resource Groups ~ %
oy (Y cee
Dashboards -
I Al i Filter: Al alarms Q b »
rms
state - Mame - Tnresnoid - Conmg status
No records touna
Eiing
Events ~
Rulss © Alarms sabocted [N -N=]
Legs Select an alarm above
Matncs

Figure 4-20. CloudWatch alarm

2. Click Create Alarm.

3. The Create Alarm screen will be displayed, which has two
steps, as shown in Figure 4-21:

e Select Metric

e Define Alarm
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Create Alarm
1. Select Metric 2 Define Alarm

Browse Metncs = 3 x

CloudWatch Metrics by Category

Your CloudWatch metric summarny has loaded. Total metncs: 59

Kinesis Metrics: 17 Lambda Metncs: 28 Logs Metrics: 4
Stream Metnes: 17 Across All Functions 4 Account Matncs - 2
By Function Hamea: 12 Log Group Metnics © 2
By Resource: 12
53 Metrics: 10

Storage Metrics . 10

=80

Figure 4-21. Create Alarm screen

4. First of all, select the metric for Kinesis. Click Browse Metrics
and select Kinesis, as shown in Figure 4-22.

Browse Metrics w
All Metrics

Lambda i

Logs
S3

Browse Metrics

Figure 4-22. Browse Metrics screen
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5. You can see all the metrics that can be configured on Kinesis
in Figure 4-23.

Create Alarm X

1. Select Metric 2 Define Alarm

Kinesis * QS cs * £ € 1w17etiimena 3 3
Stream Metrics
Kinesis > Stream Metrics

StreamName = Metric Name >
[F] ChapterdKinesisStream GetRecords Bytes
1 ChapterdKinasisStream GetRecords teratorfAge
[Fl ChapterdKinesisStream GetRecords. lteratorAgelilliseconds
[F] ChapterdiinesisStream GetRecords. Latency
1 ChapterdKinesisStream GetRecords Records
1 ChapterdKinesisStream GelRecords Success
I'] ChapterdkinesisStream IncomingBytes
[ ChapterdkinesisStream IncomingRecords
] ChapterdKinesisStream PutRecord Bytes
1 ChapterdKinesisStream PutRecord Latency
[[] ChapterdKinesisStream PutRecord Success
] ChapterdKinesisStream PutRecords.Eytes
F1 ChapterdKinesisStream PutRecords Latency
[l ChapterdKinesisStream PutRecords Records
[] ChapterdKinesisStream PutRecords. Success
Fl ChapterdKinesisStream ReadProvisionedTh ded
[F] ChapterdKinesisStream WriteProvisionedThroughput Exceeded

=B850 g
w Time Range

Relative || Absolute UTC (GMT)

aicsl m

Figure 4-23. Kinesis metric listing

6. For our case, select the PutRecord.Bytes metric. Click the Next
button. (See Figure 4-24.)

[ ChapterdKinesisStream PutRecord Bytes

Figure 4-24. Kinesis metric selected
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7. Define the alarm settings by providing the name, a description,
and threshold values on the alarm to be generated. Use the
sum of data records that should be greater than or equal to
operation during a one-minute interval. (See Figure 4-25.)

Modify Alarm
1. Select Melric 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshold for your alarm, Use the graph on the right o help set the

This alarm will trigger when the blue line goes up
appropriate threshold.

to or above the red line for a duration of 5 minutes

Name: PutRecord Byles >= 0

dandi 1.2%0,000
Description:

Whenever: PulRecord Bytes

[ -
- El 0 a
_ 1718 1718 118
for: | consecutive period(s) 00 oTo0 0500
- Namespace: AWS/Kinesis
Actions
StreamName:  (hapter4KinessStream
Define what actions are taken when your alarm changes state
Metric Name: | pytRecord. Bytes
Motification Delete
Whenever this alarm:  cuue = aL4RM T_ Period: | 5 Minutes T|
Send notification 10! secjact a notification list -

iew ist Enter ist € Statistic: @ Standard Custom

Average =l

+ Notification  + AutcScaling Action

Cancel Rious m

Figure 4-25. Define alarm

8. You can also configure Actions to trigger notification when the
alarm state is “ALARM.” To configure it, select from the drop-
down list “Send notification to” or create a new notification
by clicking New List. Enter the topic name and the e-mail
address where notifications need to be sent. (See Figure 4-26.)
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Actions

Define what actions are taken when your alarm changes state.

Notification Delete

Whenever this alarm: State is ALARM

=l

Send notification to: select ist €

PutRecordsBytesTopic

Email list: | 5,551, qulabanil@gmail.comn

+ Notification + AutoScaling Action

Figure 4-26. Define actions
9. Click the Create Alarm button, as shown in Figure 4-27.

Modify Alarm

1 Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshold for your alarm. Use the graph on the night to help set the
appropriate thresheld.

HANDS-ON KINESIS

This alarm will trigger when the blue line goes up

Lo or above the red line for a duration of 1 minute

Name:

PutRecordsBytesAlarm Putfiecord Bytes >= 1024

o 12,500,000
Description:  py: Records Bytes Alarm 19,800,
10,600,000
7.500.000
Whenever: PutRecord Bytes #nae
. 2,500,000
is: -.=B 1024 o
18 e 116
for: 1 conseculive period(s) ® o e
. Namespace: AWS/Kinesi
Actions - =
StreamMName: Chapter4KinesisStream
Define what actions are taken when your alarm changes state.
Metric Name: PutRecord.Bytes
Notification

Delete

Whenever this alarm:  syate s ALARM

&

Select kst @

Period: 1 minute B

Statistic: @ Standard O Custom

Send natification 10! pyrpecordsBytesTopic

Email list: | 51531, qulsbeniligmeil.com sum =)

+ Motification  + AuteScaling Action

Cancel | Previous

Figure 4-27. Create alarm
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10. Ifyou have added a new e-mail that is not subscribed to SN,
you will be asked to confirm the e-mail address by opening
the link sent to that address, as shown in Figure 4-28.

Confirm new email addresses X

Check your email inbox for a message with the subject "AWS Notification - Subscription
Confirmation” and click the included link to confirm that you are willing to receive alerts to that
address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 1 new email address

<> sunil.gulabani1i@gmail.com  Resend confirmation link

Note: You have 72 hours to confirm these email addresses

1 will do it later -m

Figure 4-28. Confirm new e-mail address

11.  Once you confirm the subscription, you will be able to get
messages when the alarm is triggered. (See Figure 4-29.)

Confirm new email addresses X

Check your email inbox for a message with the subject "AWS Notification - Subscrption
Confirmation™ and click the included link to confirm that you are willing to receive alerts to that
address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 0 new email address

@ sunil.gulabanii@gmail.com

Note: You have 72 hours to confirm these email addresses

1 will do it later

Figure 4-29. Confirm new e-mail address
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You can see that alarm has been created in Figure 4-30.

« Your atarm PulRecordsBytesAlanm nas DEen saved

Modity Copy Delete L - I 7 ]

Filter: Al alarms ~ Q X £ € tetotaams 3 3 =
State * MName = Threshold = Config Status - |H
¥l INSUFFICIENT_DATA PulRecorasBytesAlarm PutRecord Bytes »= 1,024 for 1 minute i

Figure 4-30. Alarm listing

12. To test that the alarm has been generated, we added multiple
data records to the stream with 1MB of data for each record.

13.  You can see that alarm state is changed to “ALARM” in
Figure 4-31.

State - Name = Threshold - Config Status
¥ ALARM PulRecordsBylesAlarm PutRecord Bytes == 1,024 for 1 minute
1 Alarm selected | =]

Alarm:PutRecordsBytesAlarm

Details History

State Details: State changed 1o ALARM a1 2017/01/16. Reason: Threshold Crossed: 1 datapoint
(5000015.0) was greater than or equal to the threshold (1024.0)

Description: Put Records Sytes Alarm

e PutRecordaBytesAlarm
Putfecord Bytes »= 1024

12.500,000

Threshold: PutRecord Bytes >= 1,024 for 1 minute 16,000,000
Actions: In ALARM: « Send message to topic "PutRecordsBytesTopic™ 7.500,000
(sunil gulabani1@gmail com) £,000,000 .
Namespace: AWS/Kinesis 2,500,000
Metric Neme: PutRecord Bytes ° e e e
i = Chaptendh 0ED0 0700 0800

Statistic: Sum

Period: 1 minute

Figure 4-31. Alarm status changed
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14. An e-mail has also been triggered, as shown in Figure 4-32.

AWS Notifications no-reply@sns.amazonaws.c 14:23 (0 minutes ago) L
to me |+

You are receiving this email because your Amazon CloudWatch Alarm
"PutRecordsBytesAlarm” in the US West - Oregon region has entered the ALARM state,
because "Threshold Crossed: 1 datapoint (5000015.0) was greater than or equal to the
threshold (1024.0)." at "Monday 16 January, 2017 08:53:56 UTC".

View this alarm in the AWS Management Console:
https-//console aws amazon com/cloudwatch/home ?reqgion=us-west-2#s=Alarms&alarm=
PutRecordsBytesAlarm

Alarm Details:

- Name: PutRecordsBytesAlarm

- Description: Put Records Bytes Alarm

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 datapoint (5000015.0) was greater
than or equal to the threshold (1024.0)

- Timestamp: Monday 16 January, 2017 08:53:56 UTC
 AWS Account: S
Threshold:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold
1024.0 for 60 seconds.

Monitored Metric:

- Metricamespace: AWS/Kinesis

- MetricName: PutRecord.Bytes

- Dimensions: [StreamName = ChapterdKinesisStream)
- Period: 60 seconds

- Statistic: Sum

- Unit: not specified

State Change Actions:

- OK:

- ALARM: [arn:aws:sns:us-west-2 BB P utRecordsBytesTopic)
- INSUFFICIENT_DATA:

If you wish to stop receiving notifications from this topic, please click or visit the link below
to unsubscribe:
https://sns.us-west-2 amazonaws.com/unsubscribe html?SubscriptionArn=arn: aws:

_ﬁEndgoint:sunil qulabani1@gmail.com

Please do not reply directly to this email. If you have any questions or comments regarding
this email, please contact us at https://aws amazon.com/support

Figure 4-32. Alarm e-mail

15.  After messages are read from the stream, the alarm state will
go back to “OK” if the data record sizes that are continuously
sent are less than 1024 bytes. The alarm state will be
“INSUFFICIENT_DATA” when there are no put record activity
on the stream. (See Figure 4-33.)
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State = HName = Threshold = Config Status
[¥] INSUFFICIENT_DATA PutRecordsBylesAlam PutRecord. Byles >= 1,024 for 1 minute
1 Alarm selected = =0

Alarm:PutRecordsBytesalarm

Details History

State Details: State changed to INSUFFICIENT DATA at 2017/01/16. Reason: Insufficient Data: 1

Pk © M
Description: Put Records Eytes Alarm 12500000
Threshold: PutReccrd Bytes == 1,024 for 1 minute 10,000,000
Actions: In ALARM: « Send message to topic “PulRecordsBytesTopic” 7,500,000
{sunil gulabani1@gmail com) 5,000,060 .
Namespace: AVWSHinesis 2500,000
Metric Name: PutRacord Bytes ilﬁn
Di j StreamName = ChapterdKinesisStream 0800 6700 0800 0800

Statistic: Sum

Period: 1 minute

Figure 4-33. Alarm status changed—Insufficient Data

Summary

In this chapter, I discussed how to create a Kinesis Stream and configure the shards

to efficiently meet your requirements. I also explained how to use AWS Management
Console, AWS CLI, and AWS Java SDK to manage Kinesis Streams. Furthermore, I covered
how to create a CloudWatch alarm on Kinesis Streams, which is invoked once the
threshold value is crossed.

In Chapter 5, I will guide you in creating and configuring S3 buckets and uploading
objects.
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CHAPTER 5

Hands-on Simple Storage
Service (S3)

Amazon S3 provides a storage service where you can store files. You can also use S3 for
serving static data to web sites or applications, host a static web site on S3, and stream
photos and videos to different web sites along with AWS CloudFront.

In this chapter, I will cover the following topics:

e Introduction to S3

e  Features of S3

e  Using AWS Management Console
e  Using AWS CLI

e  Using AWS SDK—Java

¢ Monitoring using CloudWatch

Introduction to AWS S3

AWS Simple Storage Service (S3) is a web service exposed over the Internet to store
and retrieve data. It provides infrastructure that is reliable, scalable, and cost-efficient.
Amazon uses AWS S3 to serve its global network of web sites. You can even host static web
sites over AWS S3.

AWS S3 stores data objects in buckets. A bucket is simply a logical container that is
used to identify the namespace of data objects. Each AWS user account can create up to
100 buckets. You can also create folders under the bucket, and inside folders you can store
data objects. Consequently, it becomes easier to separate the logical storage of data objects.
Each data object has a unique key within a bucket. You can access the data objects using the
following URL: http://BUCKET_NAME.s3.amazonaws.com/DATA_OBJECT_KEY.

Here BUCKET_NAME will be the actual bucket name in which DATA_OBJECT_KEY resides.
(See Figure 5-1.)
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User

Internet

Cloud

Figure5-1. AWS S3

AWS S3 allows users to store an unlimited number of data objects, and the data
objects’ size can be up to 5GB. Each data object has metadata associated with it. You can
assign permissions for those who can access the data objects. Permissions will enforce
security for unauthorized access to our data objects. Data objects can also be made
public that can be accessible over HTTP or BitTorrent.

Features

The main features of S3 are discussed in the sections that follow.

Scalability

AWS S3 provides infrastructure to store and retrieve data objects based on configuration.
It scales automatically when we store a large number of data objects. There won’t be any
configuration changes from the user’s end.

Availability

AWS S3 ensures that data objects are available at all times. You don’t need to manage
anything if you have heavy traffic overnight.

Note  For more details on AWS S3 SLA, please visit https://aws.amazon.com/s3/sla/.

Cost Efficiency

AWS S3 follows the pay-as-you-go strategy, meaning you only have to pay for the
data objects you have stored and retrieved on AWS S3. For startups and small-scale
companies, it becomes inexpensive to use data storage infrastructure.
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Static Web Hosting

AWS S3 provides static web site hosting that can be mapped. When you have static HTML
web sites, you can opt for hosting on S3 rather than purchasing the hosting space.

Note Amazon’s global network of web sites is hosted on AWS S3.

Using AWS Management Console

AWS Management Console can be used to manage S3. It provides an easy way to
configure the S3. The following explanation shows how to configure S3.

Create Bucket

Buckets are a core part of S3. Buckets are used to stores objects that have content and
metadata describing for the object. The following steps show how to create a bucket:

1. Signin to AWS Management Console and click S3 under the
All Services » Storage category. (See Figure 5-2.)

AWS services

> Recently visited services

~ All services

["‘J Compute ﬁ: Developer Tools ,..' Internet of Things
EC2 CodeCommit ANS loT
EC2 Container Service CodeBuild
Lightsail CodeDeploy e i )
Elastic Beanstalk CodePipeline gz Game Development
Lambda GamelLift
Batch
F‘ Management Tools
" CloudWatch k] Mobile Services
E| storage CloudFormation Mobile Hub
s3 CloudTrail Cognito
EFS Config Device Farm
Glacier OpsWaorks Mobile Analytics
Pinpoint

Storage Gateway

Service Catalog
Trusted Advisor

B Database Managed Sepvices ] Application Services
) 8 Application Discovery Service :
ROS Step Functions
DynamoDB SWF
ElastiCache '{ Security, Identity & AP Gateway
Redshift Compliance Elastic Transcoder
1AM
Inspector y
& Netwnrkinn & Cantent b SP'L‘ i E:! Messaging

Figure 5-2. AWS Management Console—S3
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2. This will take you to the S3 screen shown in Figure 5-3.

Sarviees - Res

Welcome to Amazon Simple Storage Service Addéional nformation
Araran B 8 worage fn e ket 1 i Crugaed 16 Pl web scae Comgeting Saser T Orkgeis Getting Seated Grotie
e 3 A3 Y e St i M B I M B (VS A0y MR B TN BN Dacamerunn

ot et 1 g sy develope Bocess 15 158 birse gy seifatie, reluble, secure, sl escensia Middnchice bl

5 A

Vou £t ), e, 36wl CERCER g 528 o 1187 13 % eviiyts mach, The Sursber o copectt you ca8 e &
et Each cbject B Soeed in 8 buchebieth 3 waizas Ly ity sssgn

el st by sl ot & buchet nd useading & el chiedt fo exape 2 phte o0 ot

53 al a glance

Create Add

C

Caeate 2 turket v 08 o wevers Upinac aijects o yeer burket. Amazon

Manage

Manage poss da wiht Amazve ST

Fagens Segaats
‘aptrcs for ekoncy miaface coath, o6 facltien and s rastpls dewces
v pdatay e Tvserh. ach tacty

nclatng e sbity o autamstoaly
e copects o e e ol st g
eppoen

[T ——

® Feodback @ English

Figure 5-3. S3landing screen

3.  Click the Create Bucket button to create a bucket. This will
open the Create a Bucket window shown in Figure 5-4.

Create a Bucket - Select a Bucket Name and Region

A bucket is a container for objects stored in Amazon S3. When creating a bucket, you can choose a
Region to optimize for latency, minimize costs, or address regulatory requirements. For more information
regarding bucket naming conventions, please visit the Amazon S$3 documentation.

Bucket Name:

Region: Oregon

set Up Logging > m cancel

Figure 5-4. Create a Bucket screen

4.  Fill in the bucket name as “chapter5-s3-bucket” and select
the region as “Oregon” where the bucket will be located. The
bucket name should be unique across all buckets in Amazon
S3. Choose a bucket name carefully as this bucket name will
be reflected in the URL of the data object.

226



CHAPTER 5 © HANDS-ON SIMPLE STORAGE SERVICE (S3)

Note Bucket naming conventions can be found at http://docs.aws.amazon.com/
AmazonS3/latest/UG/CreatingaBucket.html.

5. You can also set up logging for the activities carried on in
the newly created bucket. To enable logging, click the Set Up
Logging button and enable the logging check box. Select the
target bucket and target prefix in which logs will be dumped.
(See Figure 5-5.)

Create a Bucket - Select a Bucket Name and Region

Enable logging for your bucket to get detailed access logs delivered to the bucket of your choice

Enabled:

Target Bucket: Select a Bucket B

Target Prefix: | logs/

< Select a Bucket Name and Region m Cancel

Figure 5-5. Create bucket; set up logging

6. Once the bucket name and region has been determined and
the logging has been set up (optional), click the Create button.

7. Figure 5-6 shows the bucket listing.

m Actions ¥ None Properties | Transfers -

Al Buckets (1)

e, Bucket: chapter5-s3-bucket % ©

B chapmerssibuciet
Buckot chaphrS-s3ouckat
Regient G608
Creation Dnbes  SatJan 71 1322 36 GUT+430 2017

wnor curil guisEand

+ Permnissions

» Static Website Hosting

+ Logging

» Events

+ Versioriing

+ Lifeeyele

+ Cross-Region Replication

» Tags

+ Rexquester Fays

+ Transfer Acceleration

Figure 5-6. Bucket listing
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Bucket Permissions

Bucket permissions authorize users to access the data objects stored under the bucket.
You can grant permissions on bucket.

1. By default, the owner of the bucket has all rights. To add
permissions, click Add more permissions. (See Figure 5-7.)

+ Permissions

You can control access to the bucket and its contents using access policies. Learn more.

Grantee: sunil.gulabani2 ¥ List &) Upload/Delete &) View Permissions o X

Edit Permissions

0 Add more permissions 1 Add bucket policy 1 Add CORS Configuration

Save Cancel

Figure 5-7. Bucket permissions

2. The grantee slot should be filled in with the user’s name or
group to which permissions will be given. The name should
be associated with an e-mail of an AWS account. Select the
permissions check boxes that need to be granted, as shown in
Figure 5-8.

= Permissions

You can control access to the bucket and its contents using access policies. Learn more.

Grantee: sunil.gulabani2 ¥ List @ Upload/Delete @ View Permissions i« X

Edit Permissions

Grantee:|| > List Upload/Delete View Permissions X

Edit Perm Everyone
Any Authenticated AWS User

Log Delivery
0 Add mo Me policy 'ﬁj Add CORS Configuration

sunil.gulabani2
Save Cancel

Figure 5-8. Add more permissions
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3. Once the grantee’s name has been given and the permissions
have been selected, click the Save button.

Note For more details on grantees, see http://docs.aws.amazon.com/AmazonS3/
latest/dev/acl-overview.html#SpecifyingGrantee.

4. Toremove any permissions, click the “x” icon displayed in
each permission box.

5. To add a bucket policy, click the Add bucket policy link. This
will open the window shown in Figure 5-9.

Bucket Policy Editor Cancel | X
Policy for Bucket : "chapter5-s3-bucket”

Add a new policy or edit an existing bucket policy in the text area below. Learn more.

AWS Policy Gan r | Sampls Buckst Policies Delete == Close

Figure 5-9. Add Bucket Policy screen
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6. You can use the AWS policy generator or sample bucket
policies to create a bucket policy. I created a bucket policy
for reading bucket data objects to public, as shown in
Figure 5-10.

Bucket Policy Editor Cancel X
Policy for Bucket : "chapter5-s3-bucket”

Add a new policy or edit an existing bucket policy in the text area below. Learn more.

{
"Version":"2012-10-17",
"Statement”: [
{

"5id":"Addperm”,
"Effect™:"Allow",
"Principal™: "*"
“Action™:["s3:GetObject”],
"Resource”:["2 i1ighapterS-s3-bucket/*"]

AWS Policy Gensmter | Samgpls Buckst Policies Save || Delete | Close

Figure 5-10. Add a bucket policy—GetObject to Public

7. Once the bucket policy is created, click the Save button.

8. You can add Cross-Origin Resource Sharing (CORS), which
will grant certain web sites to access the resources. This
helps to provide access to all requests coming from the
mentioned web site. To add a CORS configuration, click the
Add CORS Configuration link. This will open window in
Figure 5-11.

230



CHAPTER 5 © HANDS-ON SIMPLE STORAGE SERVICE (S3)

CORS Configuration Editor Cancel | X
CORS Configuration for Bucket : "chapterS-s3-bucket”

Using CORS (Cross-Origin Resource Sharing) you can selectively allow web applications running on other domains te access content in your Amazon 53
bucket. Each CORS rule must contain the set of originz/d ins and HTTP methads you want to allow for those origing. Optionally, you can also
specify the headers users can 22t in requests or pccess in responses and the duration the preflight responses should be cached.

Add a new CORS configuration in the text area below. or use the provided sample configuration.

<CORSConfiguration>
<CORSRule>
<AllowedOrigin»*</AllowedOrigin>
<AllewedMethod>GET</AllowedMethod>
<MaxAgeSeconds>3800</MaxAgeSeconds>
<AllowedHeader>Autherization</AllowedHeader>
</CORSRule>
</CORSConfiguration>

Sample CORS Configurations Save Close

Figure 5-11. Add CORS configuration

Static Web Site Hosting

You can host a web site having static content on AWS S3.

1. To enable the static web site hosting, click Static Website
Hosting. (See Figure 5-12.)

~ Static Website Hosting

You can host your static website entirely on Amazon S3. Once you enable your bucket for static website
hosting, all your content is accessible to web browsers via the Amazon S3 website endpoint for your bucket.

Endpoint: chapterS-s3-bucket.s3-website-us-west-2.amazonaws.com

Each bucket serves a website namespace (e.g. "www.example.com”). Requests for your host name (e.g.
"example.com” or "www.example.com”) can be routed to the contents in your bucket. You can also redirect
requests to another host name (e.g. redirect "example.com” to "www.example.com”). See our walkthrough
for how to set up an Amazon 53 static website with your host name.

® Do not enable website hosting
! Enable website hosting

) Redirect all requests to another host name

Figure 5-12. Static web site hosting
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The web site can be access using following endpoint format:
http://BUCKET_NAME.s3-website-REGION_NAME.amazonaws.com.

Here BUCKET_NAME and REGION_NAME will be replaced with actual values.

2. To enable web site hosting, click Enable website hosting. Here
you need to add the index document and error document
(optional) and also upload the respective files to the bucket.
The index document will be the landing page of the web site.
You can also set custom rules to redirect requests on specific
content. (See Figure 5-13.)

* Enable website hosting

Index Document:
Error Document:

» Edit Redirection Rules: You can set custom rules to automatically redirect web page
requests for specific content.

Figure 5-13. Enable web site hosting

3. Ifyouneed to redirect the request to a specific URL, you can
click Redirect all requests to another host name. Add your
URL in the Redirect all requests to input box where redirection
needs to happen. You can specify the URL with HTTP or
HTTPS protocol. If you don’t provide a URL with protocol, it
will consider the original request’s protocol. (See Figure 5-14.)

* Redirect all requests to another host name

To redirect requests to another bucket, enter the name of the target bucket below. If you are redirecting to
a root domain address (e.g. example.com), see our walkthrough for configuring root domain website
hosting.

Redirect all requests to: example.com

o

Figure 5-14. Redirect all requests to another hostname
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4.  Once the configuration is complete, click the Save button. In
addition to this configuration, you also need to provide public
read permission on buckets or objects so that it is accessible
to the public.

Note To map an AWS S3 web site to custom domain, please see http://docs.aws.
amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html.

Logging
You can enable the logging on your bucket activity. To enable logging, click the Enabled

check box and provide the target bucket and prefix where you need to store the logs, as
shown in Figure 5-15.

~ Logging

You can enable logging to track requests for access to your bucket. Learn more.

Enabled:
Target Bucket: -
Target Prefix:

Figure 5-15. Bucket logging

Events

You can configure the events on the bucket activities. When a new object is added to the
bucket, notification should be sent to SNS or SQS or trigger the lambda function to carry
out some processing. For example, logs are being added to the bucket. You want to filter
out logs so you can configure an event that will trigger whenever a log file is added to the
bucket.

1. To create an event, click Events, as shown in Figure 5-16.
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= Events

Event Notifications enable you to send alerts or trigger workflows. Notifications can be sent via Amazon
Simple Notification Service (SNS) or Amazon Simple Queue Service (SQS) or to a Lambda function
(depending on the bucket location).

Name ! Not Li ]
Events Select event(s) o
Prefix 0
Suffix 0
SendTo '® SNS topic SQsS queve Lambda function o
SNS topic SelectEnter SNS topic v

S3 must have permission to publish to the topic frem this source bucket. See the Developer Guide.

Cancel

Figure 5-16. Bucket events

2. Provide the required details. The prefix and suffix can be
provided to filter out objects from a large number of objects.
Select the type of event(s) to which event should be triggered,
as shown in Figure 5-17.

Name
Events 1

Prefix ObjectCreated (All)

Put
Suffix Post
Copy
send To CompleteMultiPartUpload
ObjectRemoved (All)
Delete
SN topic

DeleteMarkerCreated

Figure 5-17. Events types
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3. Select the destination where the event needs to be triggered:
e SNS topic
e SQS queue
e Lambda function

4. Once all details are filled in, click the Save button.

Note Please provide necessary permissions on SNS, SQS, or lambda function to be
used by events configured on S3.

Versioning

Versioning helps to store every version of objects. Versioned objects can be used to
recover the accidental override or expiration of an object. If bucket versioning is enabled,
then it can’t be disabled. It can only be suspended.

1. To enable versioning, click the Enable Versioning button, as
shown in Figure 5-18.

~ Versioning

Versioning allows you to preserve, retrieve, and restore every version of every object stored in this bucket.
This provides an additional level of protection by providing a means of recovery for accidental overwrites or
expirations. Versioning-enabled buckets store all versions of your objects by default.

You can use Lifecycle rules to manage all versions of your objects as well as their associated costs. Lifecycle
rules enable you to automatically archive your objects to the Glacier Storage Class and/or remove them
after a specified time period.

Once enabled, Versioning cannot be disabled, only suspended.

Versioning is currently not enabled on this bucket.

Enable Versioning

Figure 5-18. Enable versioning

2. Now the bucket will store all versions of the object under the
bucket. Maintaining every version of object is costly. To avoid
this expense, you can have a life-cycle rule on the bucket that
can help to archive objects to Glacier storage or delete them.

3. Tosuspend the versioning that is already enabled, click the
Suspend Versioning button, as shown in Figure 5-19.
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* Versioning

Versioning allows you to preserve, retrieve, and restore every version of every object stored in this bucket.
This provides an additional level of protection by providing a means of recovery for accidental overwrites or
expirations. Versioning-enabled buckets store all versions of your objects by default.

You can use Lifecycle rules to manage all versions of your objects as well as their associated costs. Lifecycle
rules enable you to automatically archive your objects to the Glacier Storage Class and/or remove them
after a specified time period.

Once enabled, Versioning cannot be disabled, only suspended.

Versioning is currently enabled on this bucket.

Suspend Versioning

Figure 5-19. Suspend versioning

Life Cycle

The life cycle of objects can be managed by creating life-cycle rules. You can create rules
to move objects to other storage locations where objects are not accessed frequently, or
you can move objects to Glacier storage or even set an expiry date for the object. (See
Figure 5-20.)

Note Glacier is a service provided by Amazon for archiving and backup at a low cost.

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically
transition objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier
Storage Class, and/or remove objects after a specified time period. Rules are applied to all the objects that
share the specified prefix.

Versioning is currently suspended on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version
and Previous versions.

© Add rule

e

Figure 5-20. Life cycle configuration

1. Clicking the Add rule button will open the Lifecycle Rules
window, as shown in Figure 5-21.
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Lifecycle Rules

Step 1: Choose Rule Target Apply the Rule to:  #  wnale Bucke!: chapter5-s3-bucket
Step 2 Cenfigure Rule D APrefic| 2.9 MyFoidert of MyFolien

Step & Review and Name

Figure 5-21. Lifecycle Rules screen

2. Here you can select a rule that will be applicable on the
bucket level or you can set the prefix of the objects. Click the
Configure Rule button, as shown in Figure 5-22.

Lifecycle Rules

- " Ufecydla nades wil hoto tcrage conts by controling the Becycle of Coeate Uifscycke rules 10 automatically ransithon 1o the
Siep 1- Choose Fule Targot s TRDGARL ALSSE SAIRG) LIS, DI |I:a%'.a_lna Gﬁdu&;?qﬂag‘;wm; T SN S Secad e Eaod Yoo £an Utk LAE de niBS 13
Step 2: Configure Rule manage ol versicns of your objects. 1hes inclades Bolh the Cument version od FIEIoUs versaons.

S X RV 300 Choose diffesent opticns below 1o see what works best fo your use case. No rule vl take effiect ursil you activete them at the end of this wizard

Action on Current Version
Transition ko the Standard - Infrequent Access Storage Class Duays after the chpects croaticn date
Sussent . Wress ' swda e e vz et 1ot e lesa Ban 120KE.
bt Sandard - Ik equset dcsen
Archive 1o the Glacier Starage Class Cuays allor th chjects croation date
Feeter Mote shat e Gl
0 Expire iyt altor e cbjects cruaticn date
Vs 2 0e it et o Coberune.
Action en Previeus Versions
Teansision 1o the Standard . Infrequent fecess Storsge Class Dy aftie becoming & previeus varsion
Surad. ekrcuentscsambas e o Usarse o e 120D P bast o larm reare
Aschive to the Glacier Storage Class Dyt after bicosing 3 povieus virtion
“This e i 1GR90 costs R et learm mone aboes Glackr pricing Nk Sorage Cam sesevbie
Pormanontly Delete Diays after bocoming a poeviews varsion
fon g i e
Action on Incomplets Multipart Uploads
End and Clean up Incomplete Multipart Uploads Days after an upload inkation date
Tt e o8 e clean v et iaton Lears e

[Tl icvicn

Figure 5-22. Configure Rule button

3. Select the check box based on the type of action you want to
apply on objects. For this example, select Action on Current
Version » Expire in 365 days. This means the object will
be deleted permanently after 365 days. Once the action is
configured, click the Review button, as shown in Figure 5-23.
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Lifecycle Rules

Slep 1° Choose Rule Target Rule Name

Step 2 Conngure Ruse Chooso a descrptive nams for your il 50 you can saslly identify i b the futurn. I you do not ward 1 erker a name now, we wil Qenerate one for you
S1ep 3: Review and Name Rube Mame

Rule Target

This rude el apply 10 the whoie bucket. chaptes5-a T bucket

Rule Configuration Edt
Action on Cument Versson

Permarently Delete 365 days. aller e cbiects creation date

Veronire i mapended on [ bucket I fhe Cutfs! vertin s versorkd i Tadr, Eurng Cirerd Vertion il permanerty Sets B s aen
ot ot CLTE B0 1l D S0LI 30 ) P VBN

e B LT Creste and Activate Rule

Figure 5-23. Review rule

4.  Here you will provide the name to your rule (optional) and
review the configuration. Once the configuration is verified, click
the Create and Activate Rule button, as shown in Figure 5-24.

- Lifecycle

You can manage the lifecycle of objects by using Lifecycle rules. Lifecycle rules enable you to automatically transition
objects to the Standard - Infrequent Access Storage Class, and/or archive objects to the Glacier Storage Class,
and/or remove objects after a specified time period. Rules are applied to all the objects that share the specified
prefix.

Versioning is « ly ded on this bucket.

You can use Lifecycle rules to manage all versions of your objects. This includes both the Current version and
Previous versions.

Enabled | Name | Rule Target
# Expire Rule 365 Whaole Bucket o 0
© Add rule

e o

Figure 5-24. Life cycle rule added

5. Toremove any rule, click the “x” icon and click the Save button.

Cross-Region Replication

Cross-region replication will replicate the bucket with objects to another region. To
enable cross-region replication, you need to enable versioning. (See Figure 5-25.)

238



CHAPTER 5 © HANDS-ON SIMPLE STORAGE SERVICE (S3)

~ Cross-Region Replication

Cross-Region Replication replicates every future upload of every object in this bucket to another bucket. Cross-
Region Replication is designed for use in conjunction with Versioning. You will be required to enable Versioning on
this bucket and the target bucket. Learn More

Versioning is ¢ ly bled on this bucket.
® | Do Not Enable Cross-Region Replication J
= | Enable Cross-Region Replication J

S Cancel

Figure 5-25. Cross-region replication

1. Click Enable Cross-Region Replication to replicate the bucket
with objects to a different region, as shown in Figure 5-26.

~ Cross-Region Replication

Cruss Reglon Replication rupli:ahs avary futur! upload of every object in this bucket to another bucket. Cross-Region Replication
is d for use in conj with V g You will be required to enakle Versioning on this bucket and the target bucket.

Learn More

Versioning is currently enabled on this bucket.

Suspend Versioning

Q [ Do Not Enable Cross-Region Replication l

® [ Enable Cross-Region Replication l

Existing objects will not be replicated. Cross-Region Replication replicates every
future upload of every object to another bucket.

Source: ® This bucket ([chapterS-s3-bucket) @
O A prefix in this bucket @

Destination Region: | Ssisct s Destination Region i ]
Destination Bucket -0
Destination Storage Class: v o

[crersnec 1 e IO

Selected IAM Role:

m Cancel

Figure 5-26. Enable cross-region replication
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2. Select the source to replicate all objects or provide a prefix for
the object. The destination region should be a different region
from the source region where the objects will be replicated.
The destination bucket will be used to store replicated objects
of source bucket. The destination storage class can be any of
the following:

e Same as source object (default)

e S3 Standard

e S3Standard - Infrequent Access

e Reduced Redundancy Storage (RSS)

3.  After selecting the destination storage class, create or select
the IAM role that will have the required access to replicate
objects. After all configurations are complete, click the Save
button. (See Figure 5-27.)

Destination Storage Class: Same as source object (Default) . o-

S3 Standard
Create/Select IAM Rol| 53 Standard — Infrequent Access

Reduced Redundancy Storage (RRS)
Selected |AM Role:

Figure 5-27. Destination storage class

Tags

Tags are used to provide a logical key value that will identify what a resource is being used
for, who created the resource, or which project this resource belongs to. Also, tags are used
to view aggregated billing. Cost allocation tagging helps to differentiate the cost of AWS S3
buckets used by specific projects. You can set 10 tags under each bucket. (See Figure 5-28.)

* Tags
You can view your Amazon S3 bill aggregated by tags in your AWS Cost Allocation report. For more
information, see Cost Allocation Tagging in the Amazon 53 Developer Guide.

No tags added...

@ Add moretags (@ Remove selected tags

m Cancel

Figure 5-28. Tags
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1. To add a tag, click “Add more tags.” (See Figure 5-29.)

* Tags

You can view your Amazon S3 bill aggregated by tags in your AWS Cost Allocation report. For more
information, see Cost Allocation Tagging in the Amazon S3 Developer Guide.

Key: _[ _' Value: x

@ Add moretags (@ Remove selected tags

m Cancel

Figure 5-29. Add more tags

2. Once the tag’s key and value have been added, click the Save
button, as shown in Figure 5-30.

~ Tags

You can view your Amazon S3 bill aggregated by tags in your AWS Cost Allocation report. For more
information, see Cost Allocation Tagging in the Amazon S3 Developer Guide.

Key: |Chapter Value: |5 X

@ Add more tags @ Remove selected tags

£ o

Figure 5-30. Tag added

3. Toremove the tag, click “x” and then the Save button.

Requester Pays

Amazon S3 owners pay for the storage, data transfer, and requests made. If the AWS S3
bucket owner wants the requesters of the bucket to pay for data transfer and requests, the
owner can configure the settings so this is possible. To enable the requester to pay, click
the Enable check box and the Save button, as shown in Figure 5-31.
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+ Requester Pays
Enabling Requester Pays on this bucket causes the requester, instead of the bucket owner, to pay for the
charges of requests and data transfer. While Requester Pays is enabled, anonymous access to this bucket is
disabled.

Enabled:

m Cancel

Figure 5-31. Requester pays

Note Enabling requester pays will disable anonymous access to the bucket.

Transfer Acceleration

Transfer acceleration will help to transfer data fast, easily, and securely between the client
applications and the S3 bucket. Transfer acceleration will charge an additional cost. As
the objects are put in the S3 bucket, transfer acceleration will distribute them to all global
delivery edge locations.

1. To enable transfer acceleration, click the Enable button, as
shown in Figure 5-32.

~ Transfer Acceleration
Amazon 53 Transfer Acceleration makes data transfers into and out of Amazon S3 buckets as much as
300% faster, and only charges if there is a performance improvement. Simply enable this feature for

buckets you want to accelerate and update the bucket name in your applications. Please visit the Speed
Comparison Tool to view estimated performance improvements by region.

Figure 5-32. Transfer acceleration

Empty Bucket

When you want to delete all the objects from the bucket, you can use the Empty Bucket
action.

1. To delete all objects from the bucket, select the bucket and
click the Actions menu option, as shown in Figure 5-33.
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Create Bucket Actions ¥

All Buckets (1) Create Bucket. .

Name
hapter5-s3-b:
@ chapterss Empty Bucket

Refresh

Manage CloudTrail Logs...

Properties

Figure 5-33. Action menu
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2.  Click the Empty Bucket option, as shown in Figure 5-34. This
will open the confirmation window to empty the bucket.

Empty bucket

Deleting all objects (including older versions if applicable) in this bucket cannot be undone. Are you

sure you want to empty chapters-s3-bucket?

Type the name of the bucket to confirm deletion:

Figure 5-34. Empty bucket

Delete Bucket

Cancel Empty bucket

To delete the bucket, select the bucket and click the Delete Bucket option under the

Actions menu. (See Figure 5-35.)
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Delete
Deleting this bucket and its objects (including older versions if applicable) cannot be undone. Are you

sure you want to delete chapter5-s3-bucket?

Type the name of the bucket to confirm deletion

Amazon S3 buckets are unique. If you delete this bucket, you may lose the bucket
name to another AWS user.

Figure 5-35. Delete bucket

Note As bucket names are unique across AWS S3, deleting a bucket allows another
AWS user to take up the bucket name.

Create Folder

AWS S3 has a flat structure to store objects under the bucket. It doesn’t have a hierarchical
structure that you have in file systems. To enable organized storage, AWS S3 provides
folder creation where you can create folders under the bucket and then store objects in
the folders. Creating folders is just a logical entity for AWS S3. The folder name is treated
as the object’s key prefix. For example, we created a folder with name “apress” and stored
the object chapter5.txt. The object key, then, is apress/chapter5. txt.

You can create nested folders under the bucket. Once folders are named, they can’t
be renamed.

1. Click the Create Folder button that is available on the bar at
the top of the screen, as shown on Figure 5-36.

Upload Create Folder  Actions v

Figure 5-36. Create Folder top bar
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2. You can also click the Actions » Create Folder... menu option,
as shown in Figure 5-37.

Actions v

Create Folder...

Upload

Figure 5-37. Create Folder in the Actions menu

3. Open the Context (right-click) menu and click Create
Folder..., as shown in Figure 5-38.

Create Folder...

Upload

Figure 5-38. Create Folder... in the Context menu
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4. We have created a folder with the name “apress,” as shown in

Figure 5-39.
m Create Folder  Actions Q, Search by prefix None Properties Transfers [
All Buekets | chapterS-s3-bucket
Name Storage Class Size Last Modified
- e

Figure 5-39. Folder created

Public Folder

You can make the folder publicly available for viewing and downloading. Once the folder
is made public, you cannot make it private. As a folder is just a logical entity, you need to
update permissions of each object under that public folder to make it private.

You can make folder public by performing the following steps:

1. Select the folder and click the Actions » Make Public menu
option. OR

2. Select the folder, open the Context (right-click) menu, and
click Make Public.

3. After you click Make Public, a confirmation dialog will pop up.
Click the OK button, as shown in Figure 5-40.

An embedded page at s3-console-us-
standard.console.aws.amazon.com says:

Are you sure you want to make apress public?

Prevent this page from creating additional dialogs.

‘ oK || Cancel

Figure 5-40. Making a folder public

Deleting Folders

Deleting a folder deletes all the objects automatically under it. Before deleting a folder,
you may want to make a backup for the objects. If so, you can copy the objects to another
bucket or folder. There are two ways to delete a folder:

Select the folder and click the Actions » Delete menu option.
OR

Select the folder and open the Context (right-click) menu and
click Delete.
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After you click “Delete,” a confirmation dialog box will pop up. Click the OK button,
as shown in Figure 5-41.

An embedded page at s3-console-us-
standard.console.aws.amazon.com says:

Are you sure you want to delete apress?

Prevent this page from creating additional dialogs.

OK ] Cancel

Figure 5-41. Delete folder

Uploading Objects

You can upload any type of files to AWS S3. All files are treated as objects in AWS S3. The
object may be a text file, word document, audio or video files, photos, and so on. It is
mandatory to store objects within a bucket or folder. You can store an object of a size up
to 5TB, and you can have an unlimited number of objects.

1. Toupload an object, click Upload from the “Actions” menu or
Context (right-click) menu, as shown in Figure 5-42.

Upload - Select Files and Folders cancel [x) |

Upload to: All Buckets | chapterS-s3-bucket

To upload files (up to 5 TB each) to Amazon 53, dick Add Files. You can also drag and drop files and folders to the area below. To remove files
already selected, click the X to the far right of the file name.

Drag and drop files and folders to upload here.

Ro files added...

3 Add Files @ Remove Selected Files

Number of files: 0 Total upload size: O bytes

Set Details » || StartUpload || Cancel

Figure 5-42. Upload - Select Files and Folder screen
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2. Dragand drop files and folders or click Add Files. Here you
can add multiple files and folders. Once the files and folders
selection is complete, click Set Details (optional) or the Start
Upload button. You will set details for the objects.

3. Here you will select the storage class for the type of S3 storage
you need. Every storage class is associated with a cost. Also
you can configure the server side encryption, as shown in
Figure 5-43.

Set Details Cancel (X
Upload to: All Buckets [ chapterS-s3-bucket

Dexa Is: Set additional details for all of the objects you m.load You can choose between Standard Storage, Reduced Redundancy Storage, and
tandard - Infrequent Access Storage. You can also choose whether or not to encrvpt vour files.

® Use Standard Storage Use Standard - Infrequent Access Storage Use Reduced Redundancy Storage

¥ Use Server Side Encryption Learn mare

* Use the Amazon 53 service master key
53 will decrypt the object for anyone with permission to access this object

Use an AWS Key Management Service master Key
53 will decrypt the object for anyone with permission to access this object and permission to use the master key.

< Select Files || Set Permissions = | StartUpload = Cancel

Figure 5-43. Set Details screen

4.  Once the selection is complete, click Set Permissions
(optional) or the Start Upload button. You will set the
permissions for the objects.

5. To add more permissions, click Add more permissions and
grant permissions, as shown in Figure 5-44.
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Set Permissions Cancel (%

Upload to: All Buckets | chapterS-s3-bucket

Permissions: Grant or remove permissions for specific accounts, By default, you are granted full control of all objects you upload to Amazon §3
using the AWS Management Console.

) Grank ma full contrel | Make sverything public

N permissions added...

& Add more permissi @ R selected

= SetDetails || SetMetadata > | StartUpload || Cancel
Figure 5-44. Set Permissions screen

6. Once permissions are granted, click Set Metadata (optional)
or the Start Upload button. Next, you will set metadata. You
can add metadata by clicking Add more metadata, as shown
in Figure 5-45.

Set Metadata Cancel [ X

Upload to: All Buckets /[ chapterS-s3-bucket

Metadata: Add metadata to all of the objects you upload. You can specify common HTTP headers, such as Content-Type and Content-Disposition,
as well as custom metadata for these.

¥ Figure cut content bypes automatically

e metadata added...

@ Add more d [-] lected d.

= Sel Permissions Stan Upload | Cancel

Figure 5-45. Set Metadata screen
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7. Once metadata have been added, click the Start Upload
button. This will upload the object to the S3 bucket. (See
Figure 5-46.)

Create Folder | Actions Q by p None Froperties  Transfers
AN Buekets | ehaplaes-sdbueken
Meme Surage Chss  Ge Last Mocied fonod
o Object: HelloWorldS3.txt
B [F retowanssinm sansa 1T yies. This Jan 26 211238 GUT+530 3
[t = s Bueket chapierS-s3.uckel

Nammes HaBadrenesg
Limike % b rad -t comithaster-s ST
sizw 17

¥
Last Medifiedt Thu Jan 26 211228 OMT+530 2017
rrosast 3

il gl
ETagl 03705edd/0a0T 13250000600 T00
Expiey Dated Hane
Expiration Mot 1A

+ Details
» Permissions
+ Metadata

» Tags
Figure 5-46. Object listing

8. You can set the object storage class and server side encryption
from the Properties section under Details, as shown in
Figure 5-47.

~ Details

Storage Class: ® Standard Standard - Infrequent Access Reduced Redundancy

Server Side Encryption: None '® AES-256

€3 o

Figure 5-47. Object’s details

9.  You can configure permissions from the Properties section
under Permissions, as shown in Figure 5-48.

= Permissions

You can control access to the bucket and its contents using access policies. Learn more.

Grantee: sunil.gulabani2 # Open/Download # View Permissions ) Edit Permissions X

& Add more permissions

Figure 5-48. Object permissions
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10. You can configure metadata from the Properties section under
Metadata, as shown in Figure 5-49.

~ Metadata

Metadata is a set of name-value pairs. Learn more.

Key: |Content-Type Value: | text/plain | ~ X

© Add more metadata @ Remove selected metadata

Figure 5-49. Object metadata

Deleting Objects

Deleting an object will remove the object from the bucket. There are two ways to delete
an object:

1. Select the object, open the Context (right-click) menu, and
click Delete. OR

2. Select the object and click Delete.

The screen in Figure 5-50 will appear, asking for confirmation to delete the object.

An embedded page at s3-console-us-
standard.console.aws.amazon.com says:

Are you sure you want to delete HelloWorldS3.txt?

Prevent this page from creating additional dialogs.

‘ 0K ‘ Cancel

Figure 5-50. Delete object

Using AWS CLI

In Chapter 1, you saw how to install AWS CLI. Now you will learn how to use AWS CLI to
manage AWS S3.
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Create Bucket

The create-bucket command helps to create a new bucket in AWS S3:

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket”

You can assign an access control list (ACL) to the bucket while creating. The
following are valid values:

e  private

e  public-read

e  public-read-write

e authenticated-read

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket" --acl
"public-read"

You can add the bucket location to be created in a specific region. By default, the
bucket will be created in “US Standard” region:

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket" --create-bucket-
configuration LocationConstraint=us-west-2

>aws s3api get-bucket-location --bucket "chapter5-s3cli-bucket”

252



CHAPTER 5 © HANDS-ON SIMPLE STORAGE SERVICE (S3)

The following are valid values for LocationConstraint:
e us-west-1
e  us-west-2
e ca-central-1
e EUoreu-west-1
e eu-west-2
e  eu-central-1
e ap-south-1
e ap-southeast-1
e ap-southeast-2
e ap-northeast-1
e ap-northeast-2
e  sa-east-1
e  “’empty string - US East region (N. Virginia)
e  us-east-2

To grant access to grantee for READ, WRITE, READ_ACP, and WRITE_ACP on any objects
in the bucket, we have the following:

e  grant-full-control
e grant-read
e grant-read-acp
e  grant-write
e  grant-write-acp
The grantee can be provided in any of the following key-pair forms:
e emailAddress - Email address of AWS account
e id - AWS account’s canonical ID
e  uri- prefined group
>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-full" --grant-full-

control emailAddress=sunil.gulabanii@gmail.com,emailAddress=sunil gulabani@
yahoo.com
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>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-read" --grant-read
emailAddress=sunil.gulabanii@gmail.com,emailAddress=sunil_gulabani@yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-read-acp" --grant-
read-acp emailAddress=sunil.gulabanii@gmail.com,emailAddress=sunil_gulabani@
yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-write" --grant-
write emailAddress=sunil.gulabanii@gmail.com,emailAddress=sunil gulabani@
yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-write-acp" --grant-
write-acp emailAddress=sunil.gulabanii@gmail.com,emailAddress=sunil
gulabani@yahoo.com

Cr\Users\Dell»aws s3api Create-bucket --bucket “chaptors-s3cli-bucket-full™ --grant-ull-control omailAddress=sunil.gulabanilggeall.cos, esailagdress=sunil gulabanigyano
o.com

ceation”: "fchapterS-sdeli-bucket-full”

Ct\Usars\Dellsaws s3apl create-bucket --bucket “chapters-s3cli-bucket:resd” -.grantread emailasdressesunil.gulabaniifgeall. com,emailasdross=suni]_gulabanigyahoo. com
"Location™: “/chapterS-s3cli-bucket-read”

€:WWsers\Delisans 533p1 Croate-bUCkat --bucket Chaptors-s3cli-bucket-read-acp” --grant-read-acp oaalladdress-sunil.gulabanilpgeall.com, omalliddross=sunil_gulabanigyano

“Location™: "/chapters-sicli-bucket-read-acp”

ol create-bucket =-bucket “chapters-s3cli-bucket-write” «-grant-write esalladdressesuni].gulabani1fgnall. con,ens!laddressesunt]_gulabanigyahoo. con

"L fchapters-s3cli-bucket-write®
C:\Usersilellzaws s3apl ereate-bucket --bucket “chapterS-s3cli-bucket-arite-acp” --grant-weite-acp smalladdressssunt | gulsbani 1hgaall . com, enal laddressasuni]_gulabanigys
heo.com

"Lecatica™: "/chapters-sacli-Eucket-write-acn”

To get the ACL for specific bucket, use get-bucket-acl:

>aws s3api get-bucket-acl --bucket "chapter5-s3cli-bucket-full"

C:\Users\Dellr»aws s3api get-bucket-acl --bucket “chapter5-s3cli-bucket-full®

{
“"Owner": {

"DisplayName"”: "sunil.gulabani2”,
'TD”r'iIlllllllllliillllllllllllllllllllllllllllllllll"
¥,

"Grants”: [
{

"Grantee”: {
“Type”: "CanonicalUser”,
"DisplayName”: "sunil.gulabani1l”,
s}

b

“Permission”: "FULL_CONTROL"

"Grantee”: {
“Type": "CanonicalUser”,
"DisplayName™: "sunil_gulabani”,
“1p"

3
"Permission™: "FULL_CONTROL"
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Bucket Permissions

Bucket permission can also be added after the bucket is created. You can add bucket
policy in multiple ways:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full" --acl
private

Valid values for --acl are as follows:
e  private
e  public-read
e  public-read-write
e authenticated-read

You can also provide the JSON format that has different grants to users:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full" --access-
control-policy file://C:/Users/Dell/access-control-policy.json

access-control-policy.json

{

"Grants": [
{
"Grantee": {
"ID": "99r85d7ty258cT632108d306€a1b4XXXXXXXXXXXXXXXXXXXX
AWSCanonicalUserID",
"Type": "CanonicalUser"

1
"Permission": "FULL_CONTROL"

b A
"Grantee": {
"EmailAddress": "sunil.gulabanii@gmail.com",
"Type": "AmazonCustomerByEmail"

)
"Permission": "WRITE"

}
1,
"Owner": {
"DisplayName": "sunil.gulabani2@gmail.com",
"ID": "99r85d7ty258ct63e108d306ea1bgXXXXXXXXXXXXXXXXXXXX
AWSCanonicalUserID"
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Note To get the Canonical User ID, go to https://console.aws.amazon.com/iam/
home?#/security credential. Under the Account Identifiers section, you can get the
Canonical User ID.

Valid values for grantee types are as follows:
e CanonicalUser
¢  AmazonCustomerByEmail
e  Group
The following are valid values for permission:
e FULL_CONTROL
e WRITE
e  WRITE_ACP
e READ
e READ_ACP

There are also specific grant commands that can have commas separating grantees.
Grantees can be defined in key-value form. Keys can have the following forms:

e emailAddress
e id
o url
> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full"

--grant-full-control emailaddress=sunil.gulabanii@gmail.com,emailAddress=
sunil_gulabani@yahoo.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-read"
--grant-read emailaddress=sunil.gulabanii@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-read-acp"
--grant-read-acp emailaddress=sunil.gulabanii@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-write"
--grant-write emailaddress=sunil.gulabanii@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-write-acp"
--grant-write-acp emailaddress=sunil.gulabanii@gmail.com
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Ci\user s3apl put-buck 1 --bucket “chaptecs-sicli-bucket-full™ --acl privete
CilUsers\Dell>aws sJapi put-bucket-acl --bucket “chapterS-sdcli-bucket-full® --sccess-control-policy file://C:/Users/Dellfaccess-control-policy. json

Co\sers el lsuws sap] put-bucket-acl --bucket “chapters-sicll-bucket-full” --grant-full-control emalladd 11 1.com, emal 1g 1§
oo, com
Cr\Users\Dellsaws s3apl put-bucket-acl --bucket “chaptorS-s3cli-bucket.read” d emal 1 1.con

C:\Users\Dellraws s3apl put-bucket-acl - -bucket “chapterS-s3cli-bucket-read-acp” --graat-read-acp emailaddress-sunil.gulabaniiggmail.com
C:\Users\Dellxaws s3apl put-bucket-acl --becket “chapterS-sicli-bucket-write” --grant-write com

C:\Users\Dellsows s3api put-bucket-acl --becket “chapterS-s3cli-bucket-write-acp™ --grant-write-acp L.com

CrisersiDells

The put-bucket-acl command doesn’t provide any response.

Static Website Hosting

You can host static web sites on AWS S3. You need to create a bucket and then configure
the bucket:

>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"
--website-configuration file://C:/Users/Dell/website-configuration.json

website-configuration.json

{

"ErrorDocument": {
"Key": "error.html"

b

"IndexDocument": {
"Suffix": "index.html"

}

}

C:\WUsers\Dell>aws slapi put-bucket-website --bucket “chapterS-sicli-bucket™ --website-configuration file://C:/Users/Dell/website-configuration.json

C:\Users\Dell>

You can also add custom rules to redirect requests to other hosts or replace some keys:

>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"
--website-configuration file://C:/Users/Dell/website-configuration-with-
routing-rules.json

website-configuration-with-routing-rules.json

{

"ErrorDocument”: {
"Key": "error.html"
b

"IndexDocument”: {
"Suffix": "index.html"

b
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"RoutingRules": [
{

"Condition": {
"KeyPrefixEquals": "chapter5"

b

"Redirect": {
"ReplaceKeyPrefixWith": "chapter"

}

}
]
}

Criusers\Dellyaws s3apl put-BuckeT-website --bucket “chapterS-sicli-bucket”™ --website-configuration Fila://C:/use b5l 1gur WA Th-routing-rules. json

CrlUsers\Balls

The above-mentioned rules will replace the “chapter5” key with a “chapter” value.
You can have other parameters that can be configured in routing rules:

"RoutingRules": [
"Condition": {

"HttpErrorCodeReturnedEquals”: "string",
"KeyPrefixEquals": "string"

)

"Redirect": {
"HostName": "string",
"HttpRedirectCode": "string",
"Protocol": "http"|"https",
"ReplaceKeyPrefixWith": "string",
"ReplaceKeyWith": "string"

}

}

You can also redirect all requests to a specific host:
>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"”
--website-configuration file://C:/Users/Dell/website-configuration-redirect-
all-request.json

website-configuration-redirect-all-request.json

{

"RedirectAllRequestsTo": {
"HostName": "sunilgulabani.com",
"Protocol”: "http"

}

}
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e s3apd p ==bucket “chapters-s3cli-bucket™ bl iguration flle://C:/Use /) i ! irect-all-request. json

C:iusersiDells

Valid values for “Protocol” are: HTTP and HTTPS.
To view the web site configuration, use the get-bucket-website command:

>aws s3api get-bucket-website --bucket "chapter5-s3cli-bucket"

:\Users\Dell>aws s3api get-bucket-website --bucket "chapter5-s3cli-bucket”

{

“RedirectAllRequestsTo": {
"HostName": "sunilgulabani.com",
"Protocol”: "http"

To delete the web site configuration, use the delete-bucket-website command:

>aws s3api delete-bucket-website --bucket "chapter5-s3cli-bucket"”

C:\Users\Dell>aws s3api delete-bucket-website --bucket "chapter5-s3cli-bucket”

C:\Users\Dell>

Logging
You can enable the logging on bucket activities. Buckets need to have write and read acp
ACL for LogDelivery system:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket”
--grant-write URI=http://acs.amazonaws.com/groups/s3/LogDelivery
--grant-read-acp URI=http://acs.amazonaws.com/groups/s3/LogDelivery

>aws s3api put-bucket-logging --bucket "chapter5-s3cli-bucket"
--bucket-logging-status file://C:/Users/Dell/logging.json

logging.json

{
"LoggingEnabled": {
"TargetBucket": "chapter5-s3-bucket-log",
"TargetPrefix": "logs",
"TargetGrants": [

"Grantee": {
"EmailAddress": "sunil.gulabani2@gmail.com",
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"Type": "AmazonCustomerByEmail"
)
"Permission": "FULL_CONTROL"
}
]
}
}

The “TargetGrants” tag can have multiple combinations:

{
"Grantee": {
"DisplayName": "DISPLAY NAME",
"EmailAddress": "EMAIL_ADDRESS",
"ID": "CANONICAL_USER_ID",
"Type": "CanonicalUser"|"AmazonCustomerByEmail"|"Group",
"URI": "GROUP_ID"
|2
"Permission”: "FULL_CONTROL"|"READ"|"WRITE"
}

To view the bucket logging status, use the following:

>aws s3api get-bucket-logging --bucket "chapter5-s3cli-bucket”
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To disable logging, you can use the same put-bucket-logging command, but the
JSON structure will have no data:

>aws s3api put-bucket-logging --bucket "chapter5-s3cli-bucket"”
--bucket-logging-status file://C:/Users/Dell/logging.json

Logging.json

{
}

Events

You can trigger notifications over certain events on buckets.

>aws s3api put-bucket-notification-configuration --bucket "chapter5-s3cli-
bucket" --notification-configuration file://C:/Users/Dell/notification.json

notification.json

{

"TopicConfigurations": [{
"TopicArn": "arn:aws:sns:us-east-1:298147259238:0bjectCreated
SNSTopic",
"Events": [
"s3:0bjectCreated:*"
]

1,

"QueueConfigurations": [{
"QueueArn": "arn:aws:sqs:us-east-1:298147259238:objectCreatedQueue”,
"Events": [
"s3:0bjectRemoved:*"

1,
"Filter": {
"Key":
"FilterRules": [{
"Name": "prefix",
"Value": "chapters"”
b oA
"Name": "suffix",
"Value": "log"
}
1
}
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CiUsersiDellzas sJopd put-tucket-rotificotion-configuration --bucket “chapterS-sicli-bucket™ --notification-configuration file://Ci/Users/Dellfnotification.iscn
Ci\users\Dells

You can also trigger events on SQS, SNS, and lambda function.
Valid values for events are the following:

e s3:ReducedRedundancyLostObject
e  s3:ObjectCreated:*
e  s3:0bjectCreated:Put
e  s3:0bjectCreated:Post
e  s3:0bjectCreated:Copy
e s3:0bjectCreated:CompleteMultipartUpload
e s3:0bjectRemoved:*
e s3:ObjectRemoved:Delete
e  s3:0bjectRemoved:DeleteMarkerCreated
To add lambda function notification configuration, add the following tag:
"LambdaFunctionConfigurations": [{
"LambdaFunctionArn": "arn:aws:lambda:us-east-1:298147259238:function:obj
ectCreatedFunction”,

"Events": [
"s3:ReducedRedundancylLostObject"
]

1

Note SQS, SNS, and lambda function should have an 1AM policy so that S3 can publish
events before creating notifications.

To view the bucket notification configurations, use the following:

>aws s3api get-bucket-notification-configuration
--bucket "chapter5-s3cli-bucket"
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Versioning

Versioning is used to maintain multiple versions of objects. It is used to restore the older
objects:

>aws s3api put-bucket-versioning --bucket "chapter5-s3cli-bucket”
--versioning-configuration Status=Enabled

To get the versioning state, use the get-bucket-versioning command:

>aws s3api get-bucket-versioning --bucket "chapter5-s3cli-bucket”
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Versioning can’t be disabled; it can only be enabled or suspended. To suspend the
versioning, we will use the same put-bucket-configuration:

>aws s3api put-bucket-versioning --bucket "chapter5-s3cli-bucket"”
--versioning-configuration Status=Suspended

>aws s3api get-bucket-versioning --bucket "chapter5-s3cli-bucket"”

:\Users\Dell>aws s3api put-bucket-versioning --bucket “"chapterS-s3cli-bucket™ --wersioning-configuration Status=Suspended
:\Users\Dell>aws s3api get-bucket-versioning --bucket "chapter5-s3cli-bucket™

"Status”: "Suspended”

Life Cycle

Object life cycle can be fined on the bucket level. Life-cycle management helps us to
perform actions such as the following:

e Taking necessary steps for older versions of objects
e Applying specific rules on newly added objects

e  Moving older objects to Glacier or Standard - Infrequent Access
storage

>aws s3api put-bucket-lifecycle-configuration --bucket "chapter5-s3cli-
bucket" --lifecycle-configuration file://C:/Users/Dell/lifecycle-
configuration.json

lifecycle-configuration.json

{
"Rules": [{

"ID": "Expiration Action with Date",
"Prefix": "chapter1",
"Status": "Enabled",
"Expiration": {
"Date": "2017-02-04T00:00:00.000Z"

}
b A
"ID": "Expiration Action with Days",
"Prefix": "chapter2",
"Status": "Enabled",
"Expiration": {
"Days": 30
}
bAoA

"ID": "Move old objects to Glacier Action",
"Prefix": "chapter3",
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"Status": "Enabled",
"Transitions": [{
"Date": "2017-03-01T00:00:00.000Z",
"StorageClass": "GLACIER"
}]
boA

"ID": "Non-Current Versioned Object Actions”,

"Prefix": "chapters4",

"Status": "Enabled",

"NoncurrentVersionTransitions": [{
"NoncurrentDays": 30,
"StorageClass": "STANDARD IA"

1,

"NoncurrentVersionExpiration": {
"NoncurrentDays": 40

}

"ID": "Abort Incomplete Multipart Action”,

"Prefix": "chapters",

"Status": "Enabled",

"AbortIncompleteMultipartUpload”: {
"DaysAfterInitiation”: 1

}

b A

C:lusers\Dellzaws s3apl put-bucket-1ifecycle-conflguration --bucket “chapterS-s3cli-bucket™ --1ifecycle-conflguration file://C:/Users/Oel 1/ 1 fecyele-configurat lon. Json

CilUzers\Dell>

The “Expiration” tag can contain the following:

e  “Date”: It signifies to activate action to expire objects starting from

the specified date.

e  “Day”: It signifies to expire objects after the specified days of
object creation.

The “Status” tag can have two values: Enabled or Disabled.
The “StorageClass” tag can have the following values:

e  GLACIER
e STANDARD_IA
To view the bucket life-cycle configuration, use the get-bucket-lifecycle-

configuration command:

>aws s3api get-bucket-lifecycle-configuration
--bucket "chapter5-s3cli-bucket"
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To delete the bucket life cycle configuration, use the delete-bucket-lifecycle
command:

>aws s3api delete-bucket-lifecycle --bucket "chapter5-s3cli-bucket”
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Cross-Region Replication

Buckets can be replicated to other regions for backup purposes or for faster availability to
other regions’ users. It is mandatory that versioning should be enabled on a bucket:

>aws s3api put-bucket-replication --bucket "chapter5-s3cli-bucket"”
--replication-configuration file://C:/Users/Dell/replication.json

replication.json
{
"Role": "arn:aws:iam::298147259238:role/s3-bucket-replication”,
"Rules": [
{

"ID": "S3 bucket replication",

"Prefix": "",

"Status": "Enabled",

"Destination": {
"Bucket": "arn:aws:s3:::chapter5-s3cli-bucket-backup",
"StorageClass": "STANDARD"

}

€:\Users\Dell>ims s3api put-bucket-replication --bucket “chapterS-s3cli-bucket” --replication-configuration £ile://C:/Users/Dell/replication. json

€:\WsersiDell>

“Role” should have a policy to access S3 with all operations and a trust relationship
for role should have the following:

Service Policy

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:*",
"Resource": "*"
}
]
}
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Trust Relationships

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal”: {
"Service": "s3.amazonaws.com"
1
"Action": "sts:AssumeRole"
}

“Status” can have value: Enabled or Disabled.
“StorageClass” can have the following values:

e  STANDARD
e REDUCED_REDUNDANCY
e  STANDARD_IA

" Note Versioning needs to be enabled for source and destination buckets.

To get the replication configuration, use the get-bucket-replication command:

>aws s3api get-bucket-replication --bucket "chapter5-s3cli-bucket"”
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To delete the bucket replication configuration, use the delete-bucket-replication
command:

>aws s3api delete-bucket-replication --bucket "chapter5-s3cli-bucket"

Tags

Tagging can be set on buckets. Tags can have a key-value format:

>aws s3api put-bucket-tagging --bucket "chapter5-s3cli-bucket" --tagging
file://C:/Users/Dell/tagging.json

tagging.json
"TagSet": [{
"Key": "Chapter",
Ilvaluell: II5|I
A

"Key": "Name",
llvaluell: ||53||

}
}

To get the tags associated with the bucket, use the get-bucket-tagging command:

>aws s3api get-bucket-tagging --bucket "chapter5-s3cli-bucket"
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To delete the bucket tagging, use the delete-bucket-tagging command:

> aws s3api delete-bucket-tagging --bucket "chapter5-s3cli-bucket"”

C:\Users\Dell>aws s3api delete-bucket-tagging --bucket "chapter5-s3cli-bucket”
C:\Users\Dell>aws s3api get-bucket-tagging --bucket “chapter5-s3cli-bucket™

An error occurred (NoSuchTagSet) when calling the GetBucketTagging operation: The TagSet does not exist

Requester Pays

The Requester Pays feature enables the bucket requestor to pay for the download of the
objects instead of the bucket owner:

>aws s3api put-bucket-request-payment --bucket "chapter5-s3cli-bucket"”
--request-payment-configuration file://C:/Users/Dell/requester-payment.json

requester-payment.json
{
}

"Payer": "Requester"

C:\Users\Dellsaws s3apd put-buckot-request-payment - -bucket “chapters-s3cli-bucket™ - -reguost-payment-configuration file://C:/Users/Dell/roquestor-payment.qscn
Co\Users \Dells

The “Payer” can have value: Requester or BucketOwner.
To get the requester’s payment, use the following command:

>aws s3api get-bucket-request-payment --bucket "chapter5-s3cli-bucket”

C:\Users\Dell>aws s3api get-bucket-request-payment --bucket "chapter5-s3cli-bucket”

{
}

"Payer”: "Requester”

Transferring Acceleration
Transferring acceleration makes retrieving the bucket objects much faster:
>aws s3api put-bucket-accelerate-configuration --bucket "chapter5-s3cli-

bucket" --accelerate-configuration file://C:/Users/Dell/accelerate.json
accelerate.json

{
}

"Status": "Enabled"
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“Status” can have value: Enabled or Suspended.
To get the transfer accelerate configuration, use the following command:

>aws s3api get-bucket-accelerate-configuration --bucket "chapter5-s3cli-
bucket"

Emptying Buckets

To delete all objects from the S3 bucket, use the high-level S3 command:

>aws s3 rm s3://chapter5-s3cli-bucket --recursive

Deleting Buckets

To delete a bucket permanently, use the delete-bucket command:

>aws s3api delete-bucket --bucket "chapter5-s3cli-bucket"

To verify that the bucket has been deleted, use the list-buckets command:

>aws s3api list-buckets
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C:\Users\Dell>aws s3api list-buckets

{
"Owner™: {
“DisplayName"”: "sunil.gulabani2",
"ID": _
}’
"Buckets": [
“"CreationDate"”: "2017-81-31T14:47:14.0002",
"Name": "cf-templates-t9hoikys428l-us-west-2"
}
]
}
Creating Folders

You can create folders under the bucket using the put-object command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key apress/

C:\Users\Dell>aws s3api put-object --bucket "chapterS5-s3cli-bucket™ --key apress/

{
}

"ETag": "\"d41d8cd98feeb2e4e9800998ecf8427e\""

You can check that the folder has been created by using the list-objects command:

>aws s3api list-objects --bucket "chapter5-s3cli-bucket"

C:\Users\Dell>aws s3api list-objects --bucket "chapter5-s3cli-bucket”
"Contents™: [
"LastModified": "2817-82-05T@8:56:54.000Z2",

"ETag": "\"d41d8cdosfeeb2e4e980@998ecf8427e\"",
"StorageClass”: "STANDARD",

"Key": "apress/",
"Owner™: {
"DisplayMName”: "sunil.gulabani2™
o
}s
aSiTes=up
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Deleting Folders
To delete a folder, use the delete-object command:
>aws s3api delete-object --bucket "chapter5-s3cli-bucket" --key apress/

C:\Users\Dell>aws s3api delete-object --bucket “"chapter5-s3cli-bucket” --key apress/

C:\Users\Dell>

Uploading Objects

Uploading an object will add an object to the S3 bucket:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter.txt" --body C:/Users/Dell/chapter.txt

C:\Users\Dellraws s3apl put-object --bucket “chapterS-s3cli-bucket™ --key “apress/chapter.txt™ --body C:/Users/Dell/chapter.txt
“ETag": "\"236bf3eciedce3foo175fe3eafbelsfi\""

You can assign permissions and other object metadata while uploading the object.
To assign server-side encryption and storage class, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter1.txt" --body file://C:/Users/Dell/chapter.txt --server-side-
encryption AES256 --storage-class "STANDARD"

& Taaws siapi put-chiect --bucket “ch 1i-bucket™ --key “apress/chagter].tet® --body C: feh et Ade. prion AES2SH --stors
Be-class "STANDARD®
£

otrecsideEneryptions aEarg
}

Following are possible values for server-side encryption:
e AES256
e awskms

Possible values for storage class are as follows:
e  STANDARD
e REDUCED_REDUNDANCY
e STANDARD_IA
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To assign canned ACL to an object, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter2.txt" --body C:/Users/Dell/chapter.txt --acl public-read

C:\Wsers\Dell>aws s3apl put-object --bucket “chapter5-s3cli-bucket™ --key “apress/chapter.txt™ --body C:/Users/Dall/chapter.txt --acl public-read
{

TETag™: "\"236bF38cT0dcOIfE0175F030aFbeIRFI\ "
b

Following are possible canned ACL values:
e  private
e public-read
e  public-read-write
e authenticated-read
e aws-exec-read
e  bucket-owner-read
e  bucket-owner-full-control
To grant object permissions to individual users, use the following command:
>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter3.txt" --body C:/Users/Dell/chapter.txt --grant-full-control
emailaddress=sunil.gulabani2@gmail.com --grant-read emailaddress=sunil.
gulabanii@gmail.com --grant-read-acp emailaddress=sunil.gulabanii@gmail.

com --grant-write emailaddress=sunil.gulabanii@gmail.com --grant-write-acp
emailaddress=sunil.gulabanii@gmail.com

C:\Users\DOllxaws 3Pl put-chect --bucket “chapterS-s3cli-bucket™ --key “Spresc/chapterd.txt” --bocy C:/USers/Dell/chaptor.txt --grant-full-control eeailaddress=sunil
s d a1 T ackh 1 l.com d-acp enailsddressesunil.gulabanitfgeall.con --grant-srite emsiladdressesunil.gulabs

¥
nitggmail.com --grant-write-a<p esailacdressesumil.gulabeniifgeatl. con
i

TETag™: TAT236bFIRCTOSOITO175F0I0eFbeIBFINTT
B

To add metadata to objects, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter4.txt" --body C:/Users/Dell/chapter.txt --content-type "text/plain”
--metadata Chapter=4,Name=AWS

C:\sers\Del Loaws s3apl put-ohject --bucket “chapters-s3cli-backet® --key “apress/chapterd. tet” --body C:/Users/Dell/chapter. tat yoe = - =
Chagter-4, Name-AdS
"ETag™: "\"236bFMCTOICON 68175 F O belBF I\

Metadata will have a key-value form that will be associated with objects. This
metadata will have the prefix key “x-amz-meta-".
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Note For more metadata keys, see http://docs.aws.amazon.com/cli/latest/
reference/s3api/put-object.html.

Deleting Objects

To delete object from an S3 bucket, use the following command:

>aws s3api delete-object --bucket "chapter5-s3cli-bucket"”
--key apress/chapter.txt

t:\Users\Delbaws s3api delete-object --bucket "chapterS-s3cli-bucket™ --key apress/chapter.txt

:\Users\Dell>

Using AWS SDK - Java

In this section, you will learn to use AWS Java SDK to manage AWS S3.

Creating Amazon S3 Client

To create AmazonS3Client, first create the AWSCredentials using either of the credential
provider mechanisms. In our case, we will use ProfileCredentialsProvider:

AWSCredentials credentials =
new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonS3Client amazonS3Client = new AmazonS3Client(credentials);

This will load the “sunilgulabani” profile’s access key and secret key via the
credentials file.

Also you need to set the region, which tells the Amazon S3 Client to perform

operations on a specific region:

amazonS3Client.setRegion(Region.getRegion(Regions.US WEST 2));

Creating Buckets

To create a bucket, invoke the createBucket method:

String BUCKET_NAME = "chapter5-s3sdk-bucket";

createBucket (BUCKET NAME);
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public void createBucket(String bucketName) {
Bucket bucket = amazonS3Client.createBucket(bucketName);
}

{

"name": "chapterS5-s3sdk-bucket"

}

You can also create buckets along with access control limit (ACL) and canned ACL:
String BUCKET_NAME_2 = "chapter5-s3sdk-bucket-new";

String AWS_CANONICAL_ID =
"87d32d7bd285c613e01d8360ae4blceaa8656b0a0es2e3b237c5be90c9ces87a" ;

String EMAIL_ID = "sunil.gulabanii@gmail.com";

AccessControllist accessControllist =
createAccessControllist(AWS CANONICAL ID, EMAIL_ID);

createBucket (BUCKET NAME 2,
accessControllist,
CannedAccessControllist.BucketOwnerFullControl);
public AccessControllList createAccessControllist(
String awsMemberCanonicalld,
String emailld) {
AccessControllList accessControllList = new AccessControllList();

accessControllist.grantPermission(GroupGrantee.AllUsers, Permission.Read);

accessControllist.grantPermission(GroupGrantee.LogDelivery,
Permission.ReadAcp);

accessControllist.grantPermission(GroupGrantee.LogDelivery,
Permission.Write);

CanonicalGrantee canonicalGrantee =
new CanonicalGrantee(awsMemberCanonicalld);

accessControllist.grantPermission(canonicalGrantee,
Permission.FullControl);

EmailAddressGrantee emailAddressGrantee =
new EmailAddressGrantee(emailld);

accessControlList.grantPermission(emailAddressGrantee, Permission.Write);
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Owner owner = new Owner();
owner.setDisplayName("sunil.gulabani2@gmail.com");
owner.setId(awsMemberCanonicalld);
accessControllist.setOwner (owner);

return accessControllist;

}

public void createBucket(String bucketName,
AccessControllist accessControllist,
CannedAccessControllList cannedAcl) {
CreateBucketRequest request = new CreateBucketRequest(bucketName);

request.setRegion(region.getName());
if(accessControllList != null) {

request.setAccessControlList(accessControllist);
}

if(cannedAcl != null) {
request.setCannedAcl(cannedAcl);

}
Bucket bucket = amazonS3Client.createBucket(request);
}
{
"name": "chapterS5-s3sdk-bucket-new"
}
Listing Buckets

To get a list of all buckets for which current the AWS account user is owner, invoke the
listBuckets method:

listBuckets();

public void listBuckets() {
List<Bucket> response = amazonS3Client.listBuckets();
}
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(
{

"name": "chapterS-s3sdk-bucket",

"owner": {
"displayName": "sunil.gulabaniz",
e

1.

"creationDate": "Feb 10, 2017 B8:3B:14 BEM"

}.

"name": "chapterS-s3sdk-bucket-new",

"owner™: {
"displayName": "sunil.gulabani2",
.}

}.

"creationDate": "Feb 10, 2017 B:38:20 BPM"

}
]

Configuring Bucket ACL

To configure the bucket access control limit (ACL) after the bucket has been created,
invoke the setBucketAcl method:

setBucketAcl(BUCKET NAME,
AWS_CANONICAL_ID,
GroupGrantee.AllUsers,
Permission.Read);
public void setBucketAcl(String bucketName,
String awsMemberCanonicalld,
Grantee grantee,
Permission permission) {
AccessControllist acl = new AccessControllist();
acl.grantPermission(grantee, permission);
Owner owner = new Owner();
owner.setDisplayName("sunil.gulabani2@gmail.com");
owner.setId(awsMemberCanonicalld);

acl.setOwner(owner);

amazonS3Client.setBucketAcl(bucketName, acl);
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To check that the bucket ACL has been configured, invoke the getBucketAcl
method:

getBucketAcl(BUCKET NAME);

public void getBucketAcl(String bucketName) {
AccessControlList response = amazonS3Client.getBucketAcl(bucketName);
}

{
"grantList": [

{

"grantee": "AllUsers",
"permission": "Read"
}
1,
"owner": {
"displayName™: "sunil.gulabani2",

be

"isRequestexrCharged": false

}

Bucket Web Site Configuration

To configure the web site hosting configuration in the bucket, invoke the
setBucketWebsiteConfiguration method:

setBucketWebsiteConfiguration(BUCKET NAME, "sunilgulabani.com");
public void setBucketWebsiteConfiguration(String bucketName,
String hostName) {
BucketWebsiteConfiguration configuration =
new BucketWebsiteConfiguration();

RedirectRule redirectRule = new RedirectRule();
redirectRule.setHostName(hostName);
redirectRule.setProtocol("http");
configuration.setRedirectAllRequestsTo(redirectRule);
amazonS3Client.setBucketWebsiteConfiguration(bucketName, configuration);
The previous code will redirect all requests to a specific host when the bucket URL is

executed. To check that the bucket web site configuration has been properly set, invoke
the getBucketWebsiteConfiguration:
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getBucketWebsiteConfiguration(BUCKET NAME);

public void getBucketWebsiteConfiguration(String bucketName) {
BucketWebsiteConfiguration response =
amazonS3Client.getBucketWebsiteConfiguration(bucketName);

}
{
"redirectRllRequestsTe": {
"protocel™: "http",
"hostName": "sunilgulabani.com"”
}!
"routingRules": []
}

You can have an index.html and error.html page in your bucket and configure your
bucket to display pages accordingly:

setBucketWebsiteConfiguration(BUCKET NAME, "index.html", "error.html");
public void setBucketWebsiteConfiguration(String bucketName,
String indexDocument,
String errorDocument) {
BucketWebsiteConfiguration configuration =
new BucketWebsiteConfiguration();
configuration.setIndexDocumentSuffix(indexDocument);
configuration.setErrorDocument(errorDocument);
amazonS3Client.setBucketWebsiteConfiguration(bucketName, configuration);
To check that the bucket web site configuration has been properly set, invoke the

getBucketWebsiteConfiguration:

getBucketWebsiteConfiguration(BUCKET _NAME);

{
"indexDocumentSuffix": "index.html”,
"errorDocument”: "error.html"™,
"routingRules": []

}

Additionally, you can also have routing rules on request coming in.
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Bucket Logging Configuration

To log the bucket activities, invoke the setBucketLoggingConfiguration method:
String LOG_FILE_PREFIX = "logs";
setBucketLoggingConfiguration(BUCKET NAME, BUCKET NAME 2, LOG FILE PREFIX);

public void setBucketlLoggingConfiguration(String bucketName,
String destinationBucketName,
String logFilePrefix) {
BucketLoggingConfiguration loggingConfiguration =
new BucketlLoggingConfiguration();

loggingConfiguration.setDestinationBucketName(destinationBucketName);
loggingConfiguration.setLogFilePrefix(logFilePrefix);

SetBucketLoggingConfigurationRequest request =
new SetBucketlLoggingConfigurationRequest(
bucketName,
loggingConfiguration);

amazonS3Client.setBucketLoggingConfiguration(request);

To check if the bucket logging configuration has been set properly, invoke the
getBucketLoggingConfiguration method:

getBucketLoggingConfiguration(BUCKET _NAME);

public void getBucketLoggingConfiguration(String bucketName) {
BucketlLoggingConfiguration response =
amazonS3Client.getBucketLoggingConfiguration(bucketName);

{

"destinationBucketName": "chapterS-s3sdk-bucket-new",
"logFilePrefix": "locgs"

}

Bucket Event Notification Configuration

You can trigger event notification to SNS, SQS, and lambda on bucket activities. To do
that, invoke the setBucketNotificationConfiguration method:
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setBucketNotificationConfiguration_SNS(
BUCKET_NAME,
S3Event.ObjectCreated,
SNS_TOPIC_ARN,
null,
null);

public void setBucketNotificationConfiguration SNS(
String bucketName,
S3Event s3Event,
String topicARN,
String prefixValue,
String suffixvValue) {

BucketNotificationConfiguration bucketNotificationConfiguration =
getBucketNotificationConfiguration(bucketName);

TopicConfiguration topicConfiguration = new TopicConfiguration();
topicConfiguration.addEvent(s3Event);
topicConfiguration.setTopicARN(topicARN);
topicConfiguration.setFilter(createFilters(prefixValue, suffixValue));

bucketNotificationConfiguration.addConfiguration(
"SNSS3Notification", topicConfiguration);

amazonS3Client.setBucketNotificationConfiguration(
bucketName, bucketNotificationConfiguration);

Here we will first get the bucket notification configuration in order to add new events
using:

BucketNotificationConfiguration bucketNotificationConfiguration =
getBucketNotificationConfiguration(bucketName);

Next is we will set the SQS event notification on bucket as:

setBucketNotificationConfiguration SQS(
BUCKET_NAME,
S3Event.ObjectRemoved,
SQS_ARN,
null,
null);
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public void setBucketNotificationConfiguration SQS(
String bucketName,
S3Event s3Event,
String queueARN,
String prefixValue,
String suffixvValue) {

BucketNotificationConfiguration bucketNotificationConfiguration =
getBucketNotificationConfiguration(bucketName);

QueueConfiguration queueConfiguration = new QueueConfiguration();
queueConfiguration.setQueueARN(queueARN);
queueConfiguration.addEvent(s3Event);
queueConfiguration.setFilter(createFilters(prefixValue, suffixValue));

bucketNotificationConfiguration.addConfiguration(
"S0SS3Notification", queueConfiguration);

amazonS3Client.setBucketNotificationConfiguration(
bucketName, bucketNotificationConfiguration);

Next, you will set the lambda event notification on the bucket:

setBucketNotificationConfiguration Lambda(
BUCKET_NAME,
S3Event.ReducedRedundancylostObject,
LAMBDA_TOPIC_ARN,
"chapters",
"log");

public void setBucketNotificationConfiguration_ Lambda(
String bucketName,
S3Event s3Event,
String lambdaFunctionARN,
String prefixValue,
String suffixvalue) {

BucketNotificationConfiguration bucketNotificationConfiguration =
getBucketNotificationConfiguration(bucketName);

LambdaConfiguration lambdaConfiguration =
new LambdaConfiguration(lambdaFunctionARN);
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lambdaConfiguration.addEvent(s3Event);
lambdaConfiguration.setFilter(createFilters(prefixValue, suffixValue));

bucketNotificationConfiguration.addConfiguration(
"LambdaFunctionS3Notification", lambdaConfiguration);

amazonS3Client.setBucketNotificationConfiguration(
bucketName, bucketNotificationConfiguration);

}

private Filter createFilters(String prefixValue, String suffixValue) {
Filter filter = null;

if(!StringUtils.isNullOrEmpty(prefixValue) &&
IStringUtils.isNullOrEmpty(suffixValue)) {
List<FilterRule> filterRules = new ArraylList<>();
if(!StringUtils.isNullOrEmpty(prefixValue)) {
FilterRule prefixFilterRule = new FilterRule();
prefixFilterRule.setName("prefix");

prefixFilterRule.setValue(prefixValue);

filterRules.add(prefixFilterRule);
}

if(!StringUtils.isNullOrEmpty(suffixValue)) {
FilterRule suffixFilterRule = new FilterRule();

suffixFilterRule.setName("suffix");
suffixFilterRule.setValue(suffixValue);

filterRules.add(suffixFilterRule);
}

S3KeyFilter s3KeyFilter = new S3KeyFilter();
s3KeyFilter.setFilterRules(filterRules);
filter = new Filter();

filter.setS3KeyFilter(s3KeyFilter);
}

return filter;
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In the lambda event notification, we added filters for events to be triggered where we
provided prefix and suffix to the configuration.

To check if event notifications have been properly set, invoke the
getBucketNotificationConfiguration method:

getBucketNotificationConfiguration(BUCKET NAME);

public BucketNotificationConfiguration getBucketNotificationConfiguration(
String bucketName) {
BucketNotificationConfiguration response =
amazonS3Client.getBucketNotificationConfiguration(bucketName);
return response;

"configurationa™: {
"SM553Notification™: {
"topicARN": "arn:aws:sns:us-west-2: [} NNEEEEN: cbiectCreatedSNSTopic”,
"events®: [
"a3:0bjectCreated:*"
1.
"objectPrefixes™: []

e
"LambdaFunctionS3Notification™: {
"functionARN": "arn:aus:lnnbdu:us—uest—z:_:funr:t..icm::educedRedundancy].ostObject.Lambda',
“events®: [
"a3:ReducedRedundancyLostObject™
1.
"objectPrefixes™: [],
"filvezr™: {
"a3KeyFilter®: {
"filterRulea™: [
{
"name": "Prefix",
"value™: "chapters™
1.
{
"name": "Suffix",
"value™: "log"
}
1
}
}
I
"5QS53Notificarion™: |
"queueARN": “"arn:aws:sqa:us-west-2 JEN :objectRemovedfueue”,
"eventa™: [
"83:0bjectRemoved:*"
1,
"cbjectPrefixes": []

Bucket Versioning Configuration

You can maintain the object’s version available under the bucket so that you can
see the older versions for restoration or tracking purpose. To do so, invoke the
setBucketVersioningConfiguration method:
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setBucketVersioningConfiguration(BUCKET_NAME,
BucketVersioningConfiguration.ENABLED);

public void setBucketVersioningConfiguration(
String bucketName, String status) {

BucketVersioningConfiguration configuration =
new BucketVersioningConfiguration();

configuration.setStatus(status);

SetBucketVersioningConfigurationRequest request =
new SetBucketVersioningConfigurationRequest(bucketName, configuration);

amazonS3Client.setBucketVersioningConfiguration(request);
To check if versioning has been enabled, invoke the
getBucketVersioningConfiguration method:

getBucketVersioningConfiguration(BUCKET NAME);

"status": "Enabled"”

To suspend the versioning, invoke the same setBucketVersioningConfiguration
method with status:

setBucketVersioningConfiguration(BUCKET_NAME,
BucketVersioningConfiguration.SUSPENDED);

To check if the versioning has been suspended, invoke the
getBucketVersioningConfiguration method:

getBucketVersioningConfiguration(BUCKET NAME);

{

"status": "Suspended"”

}
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Bucket Life Cycle Configuration

You can configure the bucket life cycle, which is applicable on objects. You can also

configure what actions need to be performed when specific criteria is met on an object.

To do so, invoke the setBucketLifecycleConfiguration method:

setBucketLifecycleConfiguration(BUCKET NAME);

public void setBucketlLifecycleConfiguration(String bucketName) {
BucketLifecycleConfiguration configuration =

new BucketLifecycleConfiguration();

List<BucketLifecycleConfiguration.Rule> rules = new ArraylList<>();
rules.add(expirationRuleWithDate());
rules.add(expirationRuleWithDays());
rules.add(move0ldObjectsToGlacierRule());
rules.add(nonCurrentVersionTransitionsAndExpirationRule());
rules.add(abortIncompleteMultipartUploadRule());

configuration.setRules(rules);

SetBucketLifecycleConfigurationRequest request =
new SetBucketLifecycleConfigurationRequest(bucketName, configuration);

amazonS3Client.setBucketlLifecycleConfiguration(request);

To add a rule with an expiration based on date, use the following code:
private BucketlLifecycleConfiguration.Rule expirationRuleWithDate() {
BucketLifecycleConfiguration.Rule rule =
new BucketlLifecycleConfiguration.Rule();
rule.setId("Expiration Action with Date");
rule.setPrefix("chapteri");
rule.setStatus(BucketLifecycleConfiguration.ENABLED);

rule.setExpirationDate(getDate());

return rule;

287



CHAPTER 5 " HANDS-ON SIMPLE STORAGE SERVICE (S3)

To add a rule with an expiration based on days, use the following code:

private BucketLifecycleConfiguration.Rule expirationRuleWithDays() {

BucketLifecycleConfiguration.Rule rule =
new BucketLifecycleConfiguration.Rule();

rule.setId("Expiration Action with Days");
rule.setPrefix("chapter2");
rule.setStatus(BucketLifecycleConfiguration.ENABLED);
rule.setExpirationInDays(30);

return rule;

The following code will allow you to add a rule with moving old objects to Glacier:,

private BucketlLifecycleConfiguration.Rule moveOldObjectsToGlacierRule() {
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BucketLifecycleConfiguration.Rule rule =
new BucketLifecycleConfiguration.Rule();

rule.setId("Move old objects to Glacier Action");
rule.setPrefix("chapter3");
rule.setStatus(BucketLifecycleConfiguration.ENABLED);

List<BucketLifecycleConfiguration.Transition> transitionList =
new Arraylist<>();

BucketLifecycleConfiguration.Transition transition =
new BucketlLifecycleConfiguration.Transition();

transition.setDate(getDate());
transition.setStorageClass(StorageClass.Glacier);
transitionlList.add(transition);
rule.setTransitions(transitionlList);

return rule;
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To add a rule for noncurrent versioned objects along with expiration of objects based
on object creation days, use the following code:

private BucketlLifecycleConfiguration.Rule
nonCurrentVersionTransitionsAndExpirationRule() {

BucketLifecycleConfiguration.Rule rule =
new BucketLifecycleConfiguration.Rule();

rule.setId("Non-Current Versioned Object Actions");
rule.setPrefix("chapterq");
rule.setStatus(BucketLifecycleConfiguration.ENABLED);
BucketLifecycleConfiguration.NoncurrentVersionTransition
nonCurrentVersionTransition =
new BucketlLifecycleConfiguration.NoncurrentVersionTransition();

nonCurrentVersionTransition.setDays(30);

nonCurrentVersionTransition.setStorageClass(
StorageClass.StandardInfrequentAccess);

List<BucketLifecycleConfiguration.NoncurrentVersionTransition>
nonCurrentVersionTransitionlList = new ArraylList<>();

nonCurrentVersionTransitionlList.add(nonCurrentVersionTransition);
rule.setNoncurrentVersionTransitions(nonCurrentVersionTransitionList);
rule.setNoncurrentVersionExpirationInDays(40);
return rule;
To add a rule to abort an incomplete multipart upload of objects, use the following
code:
private BucketLifecycleConfiguration.Rule abortIncompleteMultipartUploadRule() {
BucketLifecycleConfiguration.Rule rule =
new BucketlLifecycleConfiguration.Rule();

rule.setId("Abort Incomplete Multipart Action");

rule.setPrefix("chapters");
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rule.setStatus(BucketLifecycleConfiguration.ENABLED);

AbortIncompleteMultipartUpload abortIncompleteMultipartUpload =
new AbortIncompleteMultipartUpload();

abortIncompleteMultipartUpload.setDaysAfterInitiation(1);
rule.setAbortIncompleteMultipartUpload(abortIncompleteMultipartUpload);

return rule;

For adding dates in a rule, follow the GMT with only the date (without hours,
minutes, seconds and milliseconds):

private Date getDate() {
TimeZone.setDefault(TimeZone.getTimeZone("GMT"));
Calendar gmt = Calendar.getInstance(TimeZone.getTimeZone("GMT"));
gmt.set(Calendar.HOUR_OF DAY, 0);
gmt.set(Calendar.MINUTE, 0);
gmt.set(Calendar.SECOND, 0);
gmt.set(Calendar.MILLISECOND, 0);
long millis = gmt.getTimeInMillis();
return new Date(millis);

To check that the bucket life cycle has been configured, invoke the
getBucketLifecycleConfiguration method:

getBucketLifecycleConfiguration(BUCKET_NAME);
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{
"rules™: [{

"id": "Expiration Action with Date"™,
"prefix™: "chapterl™, "astatus": "Enabled”,
"expirationInDays": -1, "expiredCbjectDeleceMarker™: false,
"noncurrentVersionExpiractionInDays™: -1,
"expirationDate": "Feb 10, 2017 12:00:00 AM"

bl
"id": "Expiration Action with Days",
"prefix™: "chapter2®™, "status"™: "Enabled”,
"expirationInDays": 30, "expiredObjectDeleteMarker®: false,
"noncurrentVersionExpirationInDays™: -1

LFR
"id": "Move old objects to Glacier Action™,
"prefix": "chapter3", "status": "Enabled",
"expirationInDays": -1, "expiredObjectDeleteMarker”™: false,
"noncurrentvVersionExpirationInDays": -1,
"transitions": [{"days": -1, "date": "Feb 10, 2017 12:00:00 AM", "storageClass": "GLACIER"}]

LR+
"id": "Non-Current Versioned Object Actions",
"prefix™: "chapter4", "status": "Enabled”,
"expirationInDays": -1, "expiredObjectDeleceMarker™: false,
"noncurrentVersionExpiracionInDays™: 40,
"noncurrentVersionTransitions™: [{"days": 30, "storageClass": "STANDARD IA"}]

ot
"id": "Abort Incomplete Multipart Action”,
"prefix™: "chapter5", "status™: "Enabled"”,
"expirationInDays": -1, "expiredObjectDeleteMarker®: false,
"noncurrentVersionExpirationInDays™: -1,
"abortIncompleteMultipartUpload”™: {"daysAfterInitiation": 1}

To delete the bucket life cycle configuration, invoke the
deleteBucketLifecycleConfiguration method:

deleteBucketLifecycleConfiguration(BUCKET NAME);

public void deleteBucketlLifecycleConfiguration(String bucketName) {
amazonS3Client.deleteBucketLifecycleConfiguration(bucketName);

Bucket Replication Configuration

To have a backup of a bucket’s objects, you can replicate all objects to another bucket that
should be created in a region other than the source bucket’s region.

Use the following code to create a bucket in another region (Regions.AP_
SOUTHEAST _1):

String BUCKET_NAME_BACKUP = "chapter5-s3cli-buckets-backups"”;
createBucket (BUCKET_NAME_BACKUP);

You also need the bucket versioning for the source and destination bucket enabled:
setBucketVersioningConfiguration(

BUCKET_NAME,
BucketVersioningConfiguration.ENABLED);
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setBucketVersioningConfiguration(

BUCKET_NAME_BACKUP,

BucketVersioningConfiguration.ENABLED);

Next, invoke the setBucketReplicationConfiguration method:

String ROLE_ARN = "arn:aws:iam::298147259238:ro0le/s3BucketReplicationRole";
String DESTINATION BUCKET ARN = "arn:aws:s3:::" + BUCKET NAME_BACKUP;

setBucketReplicationConfiguration(

BUCKET_NAME,
ROLE_ARN,
DESTINATION BUCKET ARN);

public void setBucketReplicationConfiguration(
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String bucketName,
String roleARN,

String destinationBucketARN) {

BucketReplicationConfiguration configuration =
new BucketReplicationConfiguration();

configuration.setRoleARN(roleARN);
ReplicationDestinationConfig destination =

new ReplicationDestinationConfig();
destination.setBucketARN(destinationBucketARN);
destination.setStorageClass(StorageClass.Standard);
ReplicationRule replicationRule = new ReplicationRule();
replicationRule.setPrefix("");
replicationRule.setStatus(ReplicationRuleStatus.Enabled);
replicationRule.setDestinationConfig(destination);
Map<String, ReplicationRule> rules = new HashMap<>();
rules.put("S3 bucket replication", replicationRule);

configuration.setRules(rules);

amazonS3(Client.setBucketReplicationConfiguration(bucketName,

configuration);
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Here Role ARN plays important role in providing access to S3 to replicate a
bucket in another region. To get the bucket replication configuration, invoke the
getBucketReplicationConfiguration method:

getBucketReplicationConfiguration(BUCKET NAME);

public void getBucketReplicationConfiguration(String bucketName) {
BucketReplicationConfiguration response =
amazonS3Client.getBucketReplicationConfiguration(bucketName);

"roleARN": "arn:aws:iam: :—: role/s3BucketReplicationRole",
"rules": {
"S3 bucket replication™: {
"prefix": "",
"status": "Enabled”,
"destinationConfig": {
"bucketARN": "arn:aws:s3:::chapterS5-s3cli-buckets-backups",
"storageClass™: "STANDARD"
}

To delete the bucket replication configuration, invoke the
deleteBucketReplicationConfiguration method:

deleteBucketReplicationConfiguration(BUCKET _NAME);

public void deleteBucketReplicationConfiguration(String bucketName) {
amazonS3Client.deleteBucketReplicationConfiguration(bucketName);

}

Bucket Tagging Configuration

You can add tags to the bucket, which can be used for report purposes. To do so, invoke
the setBucketTaggingConfiguration method:

setBucketTaggingConfiguration(BUCKET NAME);

public void setBucketTaggingConfiguration(String bucketName) {
BucketTaggingConfiguration configuration =
new BucketTaggingConfiguration();

TagSet tagSet1 = new TagSet();
tagSet1.setTag("Chapter", "5");

tagSet1.setTag("Name", "AWSS3");
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List<TagSet> tagSets = new ArraylList<>();
tagSets.add(tagSet1);
configuration.setTagSets(tagSets);
amazonS3Client.setBucketTaggingConfiguration(bucketName, configuration);
To get the bucket tagging configuration, invoke the getBucketTaggingConfiguration
method:
getBucketTaggingConfiguration(BUCKET_NAME);
public void getBucketTaggingConfiguration(String bucketName) {

BucketTaggingConfiguration response =
amazonS3Client.getBucketTaggingConfiguration(bucketName);

}
{
"tagSets": [
{
"tags": {
"Chapter™: "5",
"Name™: "AWSS3"

Configuring Requester Pay

Bucket owners can configure that the requester needs to pay for accessing the bucket.
The requester only needs to pay for the reading and downloading portion of the bucket’s
object price; the bucket owner will pay the storage price. To make this possible, invoke
the enableRequesterPays method:

enableRequesterPays(BUCKET NAME);

public void enableRequesterPays(String bucketName) {
amazonS3Client.enableRequesterPays(bucketName);

}
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To check that Requester Pays has been enabled, invoke the isRequesterPaysEnabled
method:

isRequesterPaysEnabled(BUCKET NAME);
public void isRequesterPaysEnabled(String bucketName) {

boolean isRequesterPaysEnabled =
amazonS3Client.isRequesterPaysEnabled(bucketName);

true

To disable Requester Pays, invoke the disableRequesterPays method:
disableRequesterPays(BUCKET NAME);

public void disableRequesterPays(String bucketName) {
amazonS3Client.disableRequesterPays(bucketName);
}

To check that Requester Pays has been enabled, invoke the isRequesterPaysEnabled
method:

isRequesterPaysEnabled(BUCKET NAME);

false

Bucket Transfer Accelerate Configuration

You can configure the bucket to perform quickly in terms of read and write. To do so,
invoke the setBucketAccelerateConfiguration method:

setBucketAccelerateConfiguration(
BUCKET_NAME,
BucketAccelerateStatus.Enabled);

public void setBucketAccelerateConfiguration(
String bucketName,
BucketAccelerateStatus bucketAccelerateStatus) {
BucketAccelerateConfiguration configuration =
new BucketAccelerateConfiguration(bucketAccelerateStatus);

amazonS3Client. setBucketAccelerateConfiguration(bucketName, configuration);
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To get the bucket accelerate configuration, invoke the getBucketAccelerate
Configuration method:

getBucketAccelerateConfiguration(BUCKET NAME);

public void getBucketAccelerateConfiguration(String bucketName) {
BucketAccelerateConfiguration response =
amazonS3Client.getBucketAccelerateConfiguration(bucketName);

"status": "Enabled"”

To suspend the bucket transfer accelerate configuration, invoke the same
setBucketAccelerateConfiguration method with “Suspend” status:

setBucketAccelerateConfiguration(BUCKET NAME,
BucketAccelerateStatus. Suspended);

To check that the bucket transfer accelerate configuration has been suspended, will
invoke the getBucketAccelerateConfiguration method:

{
"status": "Suspended"”

Creating Folders

In S3, all data are considered in terms of bucket and objects. You can create logical folders
that can ease your storage model. To do so, invoke the "" method:

String FOLDER_NAME = "apress";
createFolder (BUCKET NAME, FOLDER NAME);

public void createFolder(String bucketName, String folderName) {
ObjectMetadata metadata = new ObjectMetadata();

metadata.setContentLength(0);

InputStream emptyContent = new ByteArrayInputStream(new byte[0]);

PutObjectRequest request = new PutObjectRequest(
bucketName,
folderName + "/",
emptyContent,
metadata);

PutObjectResult response = amazonS3Client.putObject(request);
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To create a folder in a bucket, you need to set the object’s metadata length to 0,
empty content as part of InputStream, and follow the folder name with “/”:

{
"eTag™: "d41d8cd98f00b204e9800998ecf8427e",

"contentMd5": "1B2M2YS8AsgTpgAmY7PhCfg\u003d\u003d",
"metadata™: {

"userMetadata™: {},

"metadata": {

"Content-Length"™: O,
"ETag": "d41d8cd98f00b204e9800998ecf8427e"

;lsReq:esterCha:ged": false
To delete a folder, invoke the deleteObject method:
deleteFolder (BUCKET NAME, FOLDER NAME);
public void deleteFolder(String bucketName, String folderName) {
DeleteObjectRequest request =
new DeleteObjectRequest(bucketName, folderName + "/");

amazonS3Client.deleteObject(request);

Uploading Objects

To upload objects under a specific bucket, invoke the putObject method:
Path tempFile = Files.createTempFile("chapter", ".tmp");
List<String> lines = Arrays.asList("Hello World!!!", "AWS S3");

Files.write(tempFile, lines,
Charset.defaultCharset(), StandardOpenOption.WRITE);

putObject(BUCKET NAME, "chapter.txt", tempFile.toFile());

public void putObject(String bucketName, String keyName, File file)
throws IOException {

PutObjectRequest request = new PutObjectRequest(bucketName, keyName, file);

PutObjectResult response = amazonS3Client.putObject(request);
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We have created a temporary file that we can upload in the bucket. The object’s key
name will be set to “chapter.txt”:

"aeTag": "bd2edff2bé6lbf7a30835ec0le30aaf43"™,
"contentMd5": "vSTf£8rYb96MINewB4wgvQw\u003d\u003d",
"metadata™: {
"userMetadata": {},
"metadata": {
"Content-Length"™: O,
"ETag": "bd2edff2b6lbf7a30835ec0le30aaf43”™

i

"isRequesterCharged”: false

Listing Objects

To get a list of objects under the bucket, invoke the 1istObjects method:

listObjects(BUCKET NAME);
public void listObjects(String bucketName) {

ObjectlListing response = amazonS3Client.listObjects(bucketName);
}

{
"objectSummaries™: [
{
"bucketName"™: "chapterS-s3sdk-bucket",
"key": "chapter.txt",
"eTag": "bd2edffZb6lbf7a30835ec0le30aaf43”,
"size": 24,
"lastModified™: "Feb 10, 2017 3:09:37 BM",
"storageClass™: "STANDARD",
"owner": {
"displayMame": "sunil.gulabani2”,
.
}
}
]!
"commonPrefixes": [],
"pucketName™: "chapterS-s3sdk-bucket”™,
"isTruncated": false,
"maxKeys": 1000
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Deleting Objects

To delete an object from the bucket permanently, invoke the deleteObject method:
deleteObject (BUCKET NAME, "chapter.txt");

public void deleteObject(String bucketName, String keyName) {
DeleteObjectRequest request = new DeleteObjectRequest(bucketName, keyName);

amazonS3Client.deleteObject(request);

Emptying Buckets

To delete all objects from a bucket permanently, invoke the same deleteObject method
after you fetched all objects:

deleteObjects(BUCKET NAME);

public void deleteObjects(String bucketName) {
S30bjects s30bjectSummaries =
S30bjects.inBucket(amazonS3Client, bucketName);

s30bjectSummaries.forEach(objectSummary -> {
deleteObject(bucketName, objectSummary.getKey());

B;

Deleting Buckets

To delete a bucket permanently, invoke the deleteBucket method:
deleteBucket (BUCKET NAME);

public void deleteBucket(String bucketName) {
for (S3VersionSummary version :
S3Versions.inBucket(amazonS3Client, bucketName)) {
String key = version.getKey();

String versionIld = version.getVersionId();

amazonS3Client.deleteVersion(bucketName, key, versionId);

}

DeleteBucketRequest request = new DeleteBucketRequest(bucketName);

amazonS3Client.deleteBucket(request);
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Before deleting a bucket, make sure the bucket is empty (including versioned
objects). To check that the bucket has been deleted, invoke the 1istBuckets method:

listBuckets();

public void listBuckets() {
List<Bucket> response = amazonS3Client.listBuckets();
}

(]

Monitoring Using CloudWatch

CloudWatch allows you to monitor the S3 having different metrics. It will trigger an alarm when
a threshold is exceeded on specific metrics. The following steps are used to create an alarm:

1.  Go to the CloudWatch Management Console and click Alarm
from left navigation, as shown in Figure 5-51.

Seate - Mame - Theeshoid - Conhg Soats

[ B-N=]

Figure 5-51. CloudWatch alarm

2. Click Create Alarm.

3. The Create Alarm screen shown in Figure 5-52 will be
displayed, which has two steps:

e Select Metric

e Define Alarm

300



Create Alarm

1. Select Metric 2. Define Alarm

Browse Metrics | v | O} Search Metncs
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CloudWatch Metrics by Category

Your CloudWaich metric summary has loaded. Total metrics: 210

ApiGateway Metrics: 20

By Apl Name: 10
By Stage. 10

EC2 Melrics. 70
Per-instance Metrics: 70

53 Metrics: 10

Storage Metrics: 10

X
o
DynamoDB Metrics: 19 EBS Metrics: 45
Table Mefrics: 8 Per-Volume Matrics: 45
Table Operation Metrics: 10
Account Metrics: 1
Lambda Melrics: 20 Logs Metrics. 4
Across All Funciions: 4 Account Metrics: 2
By Funcicn Name:™ B Log Group Metrics: 2
By Resource: 8
SNS Metrics: 4 505 Metrics: 18
Topic Metrics: 4 OQueue Metrics: 18
_N-N=}

Cancel m ' Create Alarm

Figure 5-52. Create Alarm screen

4. First, select the metric for S3. Click Browse Metrics and select
“S3,” as shown in Figure 5-53.

Browse Mefrics =

All Metrics

ApiGateway
DynamoDB
EBS

EC2
Lambda
Logs

SNS
SQS

(i

Browse Metrics

fic

h

el

Figure 5-53. Browse Metrics screen
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5. Figure 5-54 shows all the metrics that can be configured on S3.

Create Alarm
1. Select Metric 2. Define Alam
53 » | QQ Search Metrics » I£ € 1wowoomuss 3 3
Storage Metrics
§3 = Storage Metrics
BucketName ~ StorageType = Metric Name -
chtemplates-t9hoikysd 20l-us-west-2 AllStorageTypes NumberOfObjects
ci-templates-t9hoikys4 20l-us-west-2 StandardStorage BucketSizeBytes
chapler5-s3-bucket AliStorageTypes NumberOfObjects
chapler5-s3-bucket StandardSterage BucketSizeBytes
chapter5-s3sdk-bucket-new AllStorageTypes NumberOfObjects
chapters-s3sdk-bucket-new StandardStorage BucketSizeBytes
chapters-s3sdk-bucket AliStorageTypes NumberQfobjects
chapter5-s3sdk-bucket StandardStorage BuckelSizeByles
BEBE0O
» Time Range
¥ Left Yaxis

SR .

Figure 5-54. S3 metrics listing

6. For our case, we will select the “BucketSizeBytes” metrics. Once
you select, click the Next button, as shown in Figure 5-55.

« chapter5-s3-bucket StandardStorage BucketSizeBytes

Figure 5-55. Metrics Selected

7. Define the alarm settings by providing a name, description,
and threshold values on which the alarm should be generated.
You will use the average of the objects’ size, which should be
greater than or equal to operation1048576 bytes (1MB) during
one day of interval. (See Figure 5-56.)
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Create Alarm

1. Select Metric

Alarm Threshold

Provide the details and threshold for your alarm, Use the graph on the right to help set
the appropriate thresheld.

2. Define Alarm

Name:

Alarm Preview

This alam vl trigger when the biue line goes
up to or above the red line for a duration of 1
day

BucketSzeSytes »>= 0
Description:

Whenever: BucketSizeBytes

is: 2=+ 0
0.2%
for: |1 consecutive period(s) o
208 208 210
) £0:00 0500 0500
Actions
- Namespace: AWS/S3
Define what actions are taken when your alarm changes state. BucketName:

chapter5-s3-bucket

Netification Delete

StorageType:  StandardStorage
Whenever this alarm: | State is ALARM v Metric Name: | BucketSizeBytes
Send notification to: | Select a notification list * | Newis Enterist @

Period: | 1 pay v

Statistic: ® Standard © Custom

+ Notification | + AutoScaling Action

Average v

Cancel

Previous

Figure 5-56. Define Alarm screen

8. You will also configure Actions to trigger a notification when
the alarm state is “ALARM.” To configure this setting, select
from the drop-down list the value “Send notification to” or
create a new notification by clicking New List. Enter the topic’s
name and the e-mail address where notifications need to be
sent. (See Figure 5-57.)

Actions
Define what actions are taken when your alarm changes state.
Notification Delete
Whenever this alarm: | State is ALARM v
Send notification to: | BycketSizeAlarm Seact st €@
Email list: | sunil. gulabania@gmail.con /

+ Notification = + AutoScaling Action

Figure 5-57. Define actions
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9. Click the Create Alarm button, as shown in Figure 5-58.

Create Alarm X

1. Select Metric 2. Define Alarm

Alarm Threshold Alarm Preview

Provide the details and threshold for your alarm. Use the graph on the right to help set  This alarm will trigger when the blue line goes

the appropriate threshold, up to of above the red line for a duration of 1
day

Name: ' Bucket Size Alamm
BuchketSzebyies >= 1043578

Description: | Bucket Size Alam

1,250,000

1.000.000

Whenever: BuckelSizeBytes THO.000
is: (>= + | 1048576 s

250.000

for: |1 | consecutive periodis)
08 208 0
0000 00-00 0000

Actions

Define what actions are taken when your alarm changes state,

Namespace: AWS/S3
BucketName: | chapterS-s3-bucket

Notification e SterageType: | StandardStorage
Whenever this alarm: | State is ALARM v Metric Name: BucketSizeBytes
Send notification to:  BycketSizeAlarm Select iat
Email list: Pertods[toey

sunil.gulabanil@gmail.com “
Statistic: @ Standard O Custom

Average v
+ Notification ~ + AutoScaling Action

Cancel | Previous Create Alarm

Figure 5-58. Create Alarm screen

10. Ifyou have added a new e-mail that is not subscribed to SN,
you will be asked to confirm the e-mail address by opening
the link sent in the e-mail, as shown in Figure 5-59.

Confirm new email addresses 3

Check your email inbox for a message with the subject AWS Notification - Subscription
Confirmation™ and click the included link to confirm that you are willing to receive alerts to
that address. AWS can only send notifications to confirmed addresses

Waiting for confirmation of 1 new email address

o sunil.gulabanit@gmail.com Resend confirmation link
Note: You have 72 hours to confirm these email addresses

1 will do it later

Figure 5-59. Confirm new e-mail address
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11.  Once you confirm the subscription, you will be able to get
e-mails when the alarm is triggered. (See Figure 5-60.)

Confirm new email addresses 5

Check your email inbox for a message with the subject "AWS Notification - Subscription
Confirmation” and click the included link to confirm that you are willing to receive alerts to
that address. AWS can only send nofifications to confirmed addresses

Waiting for confirmation of 0 new email address

@ sunil.gulabani1@gmail.com

Note: You have 72 hours to confirm these email addresses

1 will do it later

Figure 5-60. Confirm new e-mail address - 2

You can see that the alarm has been created in Figure 5-61.

| &/ Your alarm Bucket Size Alarm has been saved

ceo
Filter: ANl alarms. ~ Q, Search Alarms »® € € twisttauem 3 3]
State = Name - Threshald = Config Status
INSUFFICIENT_DATA Buckst Size Mam BucketSizoByles >= 1,048,575 for 1 day

Figure 5-61. Alarm listing

12.  To test that the alarm has being generated, uploaded multiple
objects to the bucket whose average size exceeded 1MB.

13.  You can see that the alarm state has been changed to
“ALARM” in Figure 5-62.
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ety oy oo

Filer: A alarms ~ 1}, Search Alam X
State | Name = Threshold
[ ALARM Bucket Size Alarm BucketSizeBytes = 1,048,576 for 1 day

1 Alarm selected
Alarm:Bucket Size Alarm

Details | History

o8 e
K € 1wioiisams 3 3|
Caonfig Status
mE=0

State Details: State changed fo ALARM at 20170212 Reason: Threshold Crossed: 1 datapoint (5569147 0) was greater
than or equal o the threshold (1048576.00.
Description: Bucket Sae Alarm
Threshold: BucketSizeSytes »= 1,048,576 for 1 day

Actions: InALARM. « Sénd méssage 1o topic BucketSizeAlarm” (sunilgulabani 1@gmail com)
Namespace: AWIS3
Medric Name: BucketSizeSyles
Dimensions: BucketMame = chapterS-s3-bucket, StorageType = StandarcStorage

Statistic: Auerage

Period: 1 day

Figure 5-62. Alarm status changed

An e-mail has also been triggered in Figure 5-63.

AWS Notifications no-reply@sns.amazonaws.com via amazonses.com

tome -

Buekst Site Alarm
-] BusherSizeByses > 1048578

0,000,000

+.£00,000
2,000,000
°

208 WD 212
000 0000  00:00

13:25 (23 hours ago) - -

You are receiving this email because your Amazon CloudWatch Alarm "Bucket Size Alarm™ in the US West - Oregon region
has entered the ALARM state, because “Threshold Crossed: 1 datapoint (5569147.0) was greater than or equal to the

threshold (1048576.0)." at "Sunday 12 February, 2017 07:55:43 UTC".

View this alarmin the AWS Managemenl Console:

- Name: Bucket Size Alarm

- Description: Bucket Size Alarm

- State Change: INSUFFICENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 datapoint (S569147.0) was greater than or equal to the threshold
(1048576.0).

- Timestamp: Sunday 12 February, 2017 07:55:43 UTC

= AWS Account:

Threshold:

-The alarmis in the ALARM state when the metric is GreaterThanOrEqualToThreshold 1048576.0 for 86400 seconds.

Monitored Metric:

- HelrmNamespaoe AWSIS3

- Di i [B = chapterS-s3-bucket] [StorageType = StandardStorage]
- Peried: 86400 seconds

- Statistic: Average

- Unit: not specified

State Change Actions:

- 0K

- ALARM: [arn:aws‘.sns:us—weat-z-_:ﬁuclelSizeAlarm]
- NSUFFICENT_DATA:

If you wish to stop receiving notifications from this topic, please click or visit the link below to unsubscribe:

Piease do not reply directly to this emaiL If you have any ions or g
hitps:i/iaw s amazon. com/support

Figure 5-63. Alarm e-mail
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14.  After objects are deleted or moved to another location
from the bucket, the alarm state will be back to “OK” or
“INSUFFICIENT _DATA,” as shown in Figure 5-64.

[ creato arm [PPSO

Filter:  state is OK ~ qQ Alar x
State *  Name = Threshold
@ oK Bucket Size Alarm BIKKMSEQMS »= 1,048 576 for 1 day

1 Alarm selected

Alarm:Bucket Size Alarm

Detalls | History

State Details: State changed to OK at 20170215, Reason: Threshald Crossed: 1 datapoent {1779.0) was [
naot greater than or equal to the threshold (1048576.0) 0

o %@
£ € 1otcisem 3 3 =
Config Status = E!

BA0O =

Bucket Size Alarm
BuchetSizeSytes »» 1048576

Description: Bucket Siza Alarm

| &000,800

Threshold: BucketSizeBytes >= 1,048 576 for 1 day s v
Actions: In ALARM:  + Send message to topic "BucketSizeAlarm” (sunil gulabani 1@gmail com) 4000008
Namespace: AWSIST 2,000,000
Metric Name: BucketSizeBytes 3 n

Dimensions: BucketName = chapterS-s3-bucket. StorageType = StandardStorage
Statistic: Average

210 24

anz
000 o000 L

Pariod: 1 day

Figure 5-64. Alarm status changed - OK

Summary

In this chapter, you have learned how to create a bucket and how to configure a bucket for
versioning. You have also learned about the life cycle management of objects and how to
host a static web site. Finally, you have learned how to create folders and upload objects

using AWS Management Console, AWS CLI, and AWS Java SDK.
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