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Introduction

Practical Amazon EC2, SQS, Kinesis, and S3 introduces Amazon Web Services. It explains 
how to implement EC2 to run applications, how to use SQS for messaging queuing data 
from one computer to another, and how to process large streams of data using Kinesis. In 
this book, I also show how to store files on S3 and access them from anywhere.

First, in the introduction to Amazon Web Services, I will discuss prerequisite setups, 
such as IAM user and key pair, and local machine setups with tools that will help to 
implement EC2, SQS, Kinesis, and S3.

Next, I will explain the basics of EC2 and different types of EC2 instances. I will 
demonstrate how to create EC2 and connect EC2. Furthermore, I will explain SQS and 
how it is different from traditional MQs. Then I will demonstrate file storage using AWS 
S3. Finally, I will look at how to process large streams of data using Kinesis.

There are different ways to implement AWS EC2 instances, SQS, Kinesis, and S3. 
Users can use the method that best suits their project requirements.

I will explore the following:

•	 AWS Management Console: I will focus on the implementation 
of AWS EC2, SQS, Kinesis, and S3 using the AWS Management 
Console. I also cover how to configure the attributes from the UI.

•	 AWS CLI: I will explain how to use AWS CLI to implement AWS 
EC2, SQS, Kinesis, and S3. For using AWS CLI, I will also explain 
the installation and configuration of AWS CLI on local machines. 
In addition, I will discuss how to configure the attributes from the 
AWS CLI.

•	 AWS Java SDK: I will demonstrate how to consume AWS SDK 
for Java for implementing AWS EC2, SQS, Kinesis, and S3. There 
are different APIs provided by AWS to perform different actions 
on the AWS EC2, SQS, Kinesis, and S3. Also, I will provide code 
snippets and their execution effects on AWS EC2, SQS, Kinesis, 
and S3, which can be seen on UI.

Furthermore, you will learn how to implement AWS CloudWatch for AWS EC2, SQS, 
Kinesis, and S3. You will learn how to raise an alarm for EC2, SQS, Kinesis, and S3 when 
thresholds are reached. (This is used in production environments where services are 
continuously monitored to see whether they are performing well and that there are no 
side effects going on pertaining to the services.)
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Who Should Read This Book
This book is intended for cloud engineers or developers, software architects, project 
managers, and users who want to explore Amazon EC2, SQS, Kinesis, and S3. Basic 
knowledge of Java programming is expected.
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CHAPTER 1

Getting Started with AWS

In recent years, IT professionals have frequently used the term cloud computing to 
refer to the practice of using remote services to store, manage, and process data. 
However, the most common term is Amazon Web Services (AWS). AWS has changed 
the working methodology of the application/system by providing various services that 
can be integrated into our applications and systems. It allows developers to focus on 
the core business logic while services such as infrastructure management, database 
administration, server management, high availability, cost minimization, and so on, are 
being handled by AWS.

In this chapter, I will introduce the basics of Amazon Web Services and the 
prerequisite configurations that will be needed for subsequent chapters.

What Is Amazon Web Services?
Amazon Web Services is a cloud service provider that allows a user to consume different 
services to ease the application management. AWS provides infrastructure, security, 
storage, networking, and other services that are useful for application life cycle.

AWS is being exposed as Web Services. This makes it very simple and easy for users 
to manage the services. It provides services as an on-demand basis. In other words, users 
can enroll for services according to their requirements or demands for the applications 
and terminate the services when they are no longer needed.

AWS is located at various geographical locations, also known as regions. Users have 
the choice to select from any of these available geographical locations that they feel will 
be the most useful in terms of serving the application latency time.

 ■ Note For more information on latency, see https://en.wikipedia.org/wiki/
Latency_(engineering).

As AWS is an on-demand service, it uses pay-as-you-go pricing. As a result, you will 
be charged only for the services you use. AWS also provides detailed monthly billing that 
helps users to know which services they are consuming the most.

https://en.wikipedia.org/wiki/Latency_(engineering)
https://en.wikipedia.org/wiki/Latency_(engineering)
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Sign Up for Amazon Web Services
To have access to AWS, you first need to create an account in Amazon Web Services.

 1. Open the URL http://aws.amazon.com in any browser and 
click Sign In to the Console, as shown in Figure 1-1.

 2. The next page you will see is the sign-in page, where you will 
select I am a new user. and provide an e-mail address. Then 
you will click the Sign in using our secure server button, as 
shown in Figure 1-2.

Figure 1-1. Amazon Web Services landing page

http://aws.amazon.com/
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 3. In the next step, shown in Figure 1-3, you will provide login 
credentials that include your name, e-mail address, and 
password. Using this e-mail address and password, you will be 
able to log in to the AWS Management Console, so make sure 
you remember to save this information in a secure place.

Figure 1-2. Create an AWS account
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 4. The next step is to provide contact information to AWS since 
AWS will generate bills with this name and address, as shown 
in Figure 1-4.

Figure 1-3. Login credentials
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 5. In the next step, shown in Figure 1-5, you will provide 
payment information (that is, credit card details) so that AWS 
can directly charge the monthly billing amount to your credit 
card account. It is critical to provide this information because 
without this payment information, users won’t be able to 
consume any services on the AWS Management Console.

Figure 1-4. Providing contact information
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Under Frequently Asked Questions, AWS free tier information is provided. For new 
users, AWS provides a free usage tier so those users can experiment with AWS services. 
Only some of the services are available for free by AWS. For more details, please visit 
https://aws.amazon.com/free.

Figure 1-5. Payment information

https://aws.amazon.com/free
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 6. The next step is to verify your identity, as shown in Figure 1-6. 
Here, you will be providing your contact number. When you 
click the Call Me Now button, an automated call is triggered to 
your contact number. Simultaneously, a PIN number will be 
provided to the automated call received.

 7. Once you verify the PIN number via the automated call, you 
can see that your identity verification is complete, as shown in 
Figure 1-7.

Figure 1-6. Identity verification
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 8. The final step is to choose Support Plan, as shown in Figure 1-8.  
Users have the right to select the plan they are willing to 
subscribe to. In our case, we will choose the basic free plan. 
You can either choose the developer or business support plan 
if your work requires either of these type of AWS support.

Figure 1-7. Identity verification complete
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As shown in Figure 1-9, you will receive a registration confirmation, which completes 
the registration process.

Figure 1-8. Choose support plan



Chapter 1 ■ GettinG Started with awS

10

 9. Now that you have created an account on AWS, you will sign 
in using the credentials that you provided while creating the 
account. You can see in Figure 1-10 that this time you will click 
the radio button for I am a returning user and my password 
is:. This allows you to provide your password. Once you have 
provided your e-mail and password, click the Sign in using 
our secure server button.

Figure 1-9. Registration confirmation

Figure 1-10. Sign-in page for AWS
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 10. Once AWS verifies your credentials, you will be redirected to the 
AWS Management Console landing page. (See Figure 1-11.)

This concludes our explanation of the sign-up and sign-up processes.

Create User and Groups
AWS IAM (Identity and Access Management) helps to control the number of users under 
this account that will consume the AWS resources. You can provide authentication and 
authorization for new users, which allows them to access AWS limited resources. In 
subsequent chapters, we will interact with AWS EC2, SQS, Kinesis, and S3 using SDK. In 
order to interact with SDK, we need IAM users’ access keys and secret keys.

 1. To create IAM, sign in at http://aws.amazon.com and click 
IAM under Security and Identity, as highlighted in Figure 1-12.

Figure 1-11. AWS Management Console landing page

http://aws.amazon.com/
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 2. The IAM services page will open and allow you to create users, 
groups, roles, policies, and so on, as shown in Figure 1-13. 
This enables authorization to access AWS resources.

 3. Click Users in the menu shown under IAM Resources in 
Figure 1-13. This will direct you to a page where you can 
create a new user and display an existing users’ list. As of now, 
we don’t have any users created, so it’s showing No records 
found. (See Figure 1-14.)

Figure 1-12. AWS Management Console, IAM services

Figure 1-13. IAM services
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 4. The next step is to click the Create New Users button, which 
will ask you to provide user names and whether you want to 
generate an access key for each user. This check box should be 
selected so as to generate an access key and secret key for the 
user. See Figure 1-15.

 5. Clicking the Create User button will create a user and also 
create security credentials, which have Access Key ID and Secret 
Access Key (as the check box is selected). See Figure 1-16.

Figure 1-15. Create user

Figure 1-14. IAM users screen
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 ■ Note You can download these credentials and save them in a secure location so that 
others do not misuse them. You can’t download or get credentials once you are off this 
screen. Be mindful and store the credentials at a secure location.

 6. You can see on the users screen that new user sunilgulabani 
has been created. See Figure 1-17.

 7. Now you will create a group that will have full access for AWS 
EC2, S3, Kinesis, and SQS. To create such a group, click the 
Groups button in the menu, as shown in Figure 1-18. This will 
open the Groups screen where you can create new groups and 
view the list of existing groups.

Figure 1-16. User created

Figure 1-17. User listing



Chapter 1 ■ GettinG Started with awS

15

 8. Click the Create New Group button shown in Figure 1-18. This 
will open a dialog box for creating a new group, as shown in 
Figure 1-19.

Creating a new group consists of three steps:

a. Step 1: Group Name. In this step, we will set the group 
name as “Developers” for our example.

b. Step 2: Attach Policy. Following are a list of policies, and 
we will select the policies that need to be attached with 
the group.

•	 AmazonEC2FullAccess

•	 AmazonS3FullAccess

•	 AmazonKinesisFullAccess

•	 AmazonSQSFullAccess

c. Step 3: Review. In this step, we will review the group 
name, attach policies, and proceed with creating a group 
by clicking the Create Group button. See Figure 1-20.

Figure 1-19. Create new group

Figure 1-18. Groups screen
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 9. In Figure 1-20, you can see the listing of the newly created 
group. Now, we will add users to this group. Select the 
Developers group and under the Group Actions drop-down 
list, click the Add Users to Group option. See Figure 1-21.

 10. Clicking the Add Users to Group button will open the dialog 
box where we can select the users that are to be added. Select 
the sunilgulabani user and click the Add Users button. See 
Figure 1-22.

Figure 1-20. Create group

Figure 1-21. Add Users to Group menu
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Now we have finished creating IAM.

Create Key Pairs
In this section, we will create key pairs that will be used to access the EC2 instance, which 
will be created in subsequent chapters. This is just a prerequisite so that we have this key 
pair ready when we need it in the upcoming chapters.

 1. To create a key pair, click EC2, as highlighted in Figure 1-23.

Figure 1-22. Add users to group
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 2. This step will direct us to the EC2 dashboard. Here we click 
Key Pairs, which is highlighted in Figure 1-24.

Figure 1-23. Amazon Management Console (EC2)

Figure 1-24. EC2 dashboard (key pairs)
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 3. On the key pairs screen, click Create Key Pair, which will ask 
you for the key pair name. Enter the name and click the Create 
button to create a key pair, as shown in Figure 1-25.

 4. Once you click the Create button, a key pair is generated and a 
pem file will be downloaded automatically.

 5. Save this pem file in a secure location, as this will be used 
for creating an EC2 instance. You will then log in to the EC2 
instance from our machine.

Install AWS CLI
AWS Command Line Interface (CLI) is one of the ways to access AWS resources. It allows 
users to interact with the AWS resources by command prompts, and they can execute the 
AWS commands in scripts. We will first install AWS CLI on our (Windows) machine.

 1. Go to https://aws.amazon.com/cli/ and find the suitable 
installation file. See Figure 1-26.

Figure 1-25. Create Key Pair

https://aws.amazon.com/cli/
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 2. In our case, we downloaded and installed Windows 64-bit.  
For other OS AWS CLI Installation, see  
http://docs.aws.amazon.com/cli/latest/userguide/
installing.html.

 3. Once we have installed AWS CLI, we will verify that AWS CLI 
is installed properly. To verify, open the command prompt 
and type the following command:

aws --version

This command should return the version of the AWS CLI, as shown in Figure 1-27.

Figure 1-26. AWS CLI download

Figure 1-27. AWS CLI version

The next step is to configure AWS CLI. Open the command prompt and type the 
following command:

aws configure

You will be asked for the access key ID, secret access key, default region, and default 
output format, as shown in Figure 1-28.

http://docs.aws.amazon.com/cli/latest/userguide/installing.html
http://docs.aws.amazon.com/cli/latest/userguide/installing.html
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 4. You can copy and paste the access key ID and secret access 
key from the credentials downloaded from the IAM section. 
Regarding the default region name, you need to set the region 
name where you want to access AWS resources. For the 
default output format, the values can be any one of following: 
JSON, table, or text. The default format is JSON if you don’t 
provide a preference.

Download SSH Client
In subsequent chapter(s), I will use PuTTy SSH Client to connect to the EC2 instances. 
You can use your choice of SSH Client if you want. To install Putty SSH Client, and 
PuTTYgen, download the file from www.chiark.greenend.org.uk/~sgtatham/putty/
download.html.

or www.putty.org/.

PuTTYgen is used to convert the pem file (which was downloaded after creating key 
pairs) to a public/private key (ppk) file.

Setup Eclipse
We will use Eclipse software tools to create our application in subsequent chapters.

 1. You can download the eclipse software from  
https://eclipse.org/home/index.php.

 2. Once you download the Eclipse Installer, you need to select 
Eclipse IDE for Java EE Developers, as shown in Figure 1-29, 
and follow the steps to install it.

Figure 1-28. AWS CLI configure

http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html
http://www.putty.org/
https://eclipse.org/home/index.php
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Summary
Amazon Web Services is one of the leading cloud providers. I have demonstrated how to 
create IAM, which allows access to AWS resources using SDK or CLI. Also, I have shown 
how to configure a system to have pre-install software packages.

In Chapter 2, I will guide you through an Elastic Compute Cloud (EC2) instance with 
AWS Management Console, AWS SDK, and AWS CLI. Also, I will show you how to create a 
cloud watch alarm on EC2.

Figure 1-29. Eclipse Installer

http://dx.doi.org/10.1007/978-1-4842-2841-8_2
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CHAPTER 2

Hands-on Elastic Compute 
Cloud

Amazon Elastic Compute Cloud (EC2) provides virtual computing. EC2 can be used for 
various purposes such as running custom applications, storing files, and so on. Users 
have a wide variety of operating systems to launch EC2 instances.

In this chapter, we will cover the following topics:

•	 Introduction to EC2

•	 Features of EC2

•	 EC2 Instance Types

•	 Managing EC2 Using Management Console

•	 Managing EC2 Using AWS CLI

•	 Managing EC2 Using AWS SDK (Java)

•	 Monitoring Using CloudWatch

Introduction to EC2
Amazon EC2 is an elastic virtual server that resides under the AWS cloud environment. 
It provides scalable computing power for an application. It provides great flexibility for 
operating systems, memory, CPUs, storage, and so on. Amazon provides EC2 instances for 
rent to users at a nominal rate. Users can then deploy their software on the EC2 instance.

Amazon has given control to the users to create, start, stop, and terminate the 
instance at their convenience. Amazon has a variety of Amazon Machine Images (AMIs) 
available that can be used to create new servers in the cloud. Users can even create their 
own AMIs from their EC2 instance. EC2 also has the capability to auto-scale the servers 
up and down based on the load of existing servers in just a few minutes.

Amazon provides different regions to launch the different services. As a result, you 
can create instances to handle failures at different geographical regions or you can utilize 
multiregion deployment strategies for your application. Amazon uses the pay-as-you-go 
concept, which means you only pay for the number of Amazon services you have used.



Chapter 2 ■ hands-on elastiC Compute Cloud

24

Features of EC2
The main features of EC2 that play a significant role while using applications include 
the large number of possible operating systems, elasticity, fault tolerance and latency, 
pricing, security, and service commitment.

Operating System
Amazon EC2 provides a wide variety of operating systems that can be used to boot the 
server. Amazon Linux, Debian, SUSE, FreeBSD, CentOS, Red Hat Enterprise Linux, SUSE 
Linux Enterprise Server, Ubuntu, Windows, and other Linux operating systems are among 
them.

Elasticity
Amazon EC2 infrastructure is elastic in nature. Elasticity means the system manages its 
resources by provisioning and de-provisioning them without manual intervention and, 
therefore, manages load dynamically. It has the capability to auto-scale the resources 
based on the load and configuration created. You can configure the threshold limit when 
a new EC2 instance needs to be created based on the load on EC2 and terminate EC2 
when the load on EC2 is below the threshold limit.

Fault Tolerance and Latency
Amazon EC2 provides flexibility to auto-scale the servers on an as-needed basis. If one 
instance fails, another instance can be added to serve the purpose. Amazon also provides 
different availability zones where system architecture is designed in such a way that if 
a zone in a (region) is down, another zone in the same (region) can serve the request. 
Moreover, elastic IP can be seamlessly mapped within minutes so that routing to newly 
created EC2 instances are complete.

Pricing
As previously mentioned, Amazon charges only for the hours consumed. There may be 
different pricing options available for different capacity instances. Along with EC2, if we 
also opt for storage, pricing is based on storage type and the amount of data that is being 
stored in it.

 ■ Note  amazon provides aWs Free tier so that you can experiment with certain services 
at no charge. For more details, visit https://aws.amazon.com/free/.

https://aws.amazon.com/free/
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Security
Security is the major concern people have about the cloud. The security provided by EC2 
is similar to the traditional firewall. It allows users to manage the accessibility of AWS 
resources to provide client information such as IP addresses or subnet groups. It is an 
effective way to manage security on EC2.

Service Commitment
AWS provides the service commitment for its uptime of 99.95%. This means EC2 
instances will be up and running for 99.95% of your monthly billing cycle. If this service 
commitment is not met, users will receive the service credit based on the criteria defined 
by AWS. For more information, go to https://aws.amazon.com/ec2/sla/.

EC2 Instance Types
AWS provides a long list of instance types that users can choose based on their needs. 
Users’ needs vary based on their CPU, memory, storage, and networking capacity. Users 
choose a specific instance type that suits their application requirement. All instances 
have a specific price tag that users need to consider while selecting their instance type. In 
addition, users can configure the scaling behavior to support the instances.

 ■ Note  For more information on instances, see https://aws.amazon.com/ec2/
instance-types/.

Managing EC2 Using Management Console
AWS Management Console is the simplest way to configure AWS resources. All the 
services have their configuration available on the management console, which makes it 
easy to manage.

After logging in to the AWS account, click EC2 under the Compute category, as 
shown in Figure 2-1.

https://aws.amazon.com/ec2/sla/
https://aws.amazon.com/ec2/instance-types/
https://aws.amazon.com/ec2/instance-types/
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Once you click EC2, you will be navigated to the EC2 dashboard page, as shown in 
Figure 2-2.

The EC2 dashboard page summarizes the services that are used with EC2.

Figure 2-1. AWS Management Console

Figure 2-2. EC2 dashboard page
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Let’s try to achieve the following:

 1. Create a virtual remote Linux machine.

 2. Log in to a virtual remote Linux machine using SSH client 
(See Figure 2-3).

Now, let’s create an EC2 instance. The major steps involved to create an EC2 instance 
are as follows:

 1. Create security group

 2. Create key pair

 3. Create EC2 instance

 4. Connect to EC2 instance

Let’s look at these steps in detail.

1. Create a Security Group
Security groups work as firewalls for our EC2 instance. They determine what ingress and 
egress ports need to be exposed to specific IP addresses so that our application can be 
accessible from those IP addresses.

 1. Click Security Groups under the NETWORK & SECURITY 
category on the left-side menu of the EC2 dashboard page.

 2. Click Create Security Group, which opens a window where the 
user will fill in security information, as shown in Figure 2-4.

Figure 2-3. Output
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 3. Add an inbound rule for the SSH port. This will be used to 
connect to the machine from anywhere on Port 22. You can 
select the source of connection as Custom, Anywhere, or My 
IP Address from the drop-down list. See Figure 2-5.

 4. Once you have filled in the details, click the Create button. 
This will create the security group having the SSH port 
exposed. See Figure 2-6.

Figure 2-4. Create security group

Figure 2-5. Add inbound rule for SSH

Figure 2-6. Security group created
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2. Create a Key Pair
Key pairs are used for connecting to EC2 instances. Key pairs need to be stored at a secure 
location. If key pairs are lost, you won’t be able to connect to EC2 instances or recover the 
key pairs.

 1. Click Key Pairs under the NETWORK & SECURITY category in 
the left-side menu of the EC2 dashboard page.

 2. Click the Create Key Pair button, which opens a window 
where the user has to enter the key pair name, as shown in 
Figure 2-7.

 3. Click the Create button to create the new key pair. This will 
automatically download a pem file, which can be used to log 
in to the EC2 instance to which we will assign this key pair in 
the next step. See Figure 2-8.

Figure 2-7. Create key pair

Figure 2-8. Key pair listing and downloaded pem file
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3. Create an EC2 Instance
In the following steps, we will configure parameters to launch an EC2 instance:

 1. Click Instances under the INSTANCES category in the left-side 
menu of the EC2 dashboard page.

 2. Click Launch Instance on the next page and you will be 
navigated to the Create Instance Steps page.

a. Step 1: Choose AMI. Select the AMI from the list that fits 
your application requirement. For our case, we will select 
“Red Hat Enterprise Linux 7.2 (HVM), SSD Volume  
Type - ami-775e4f16,” which is eligible for AWS Free Tier. 
See Figure 2-9.

 ■ Note make sure to select the correct ami for your application requirement since you 
will be charged. if you are eligible for aWs Free tier, use the free-tier amis for this.

b. Step 2: Choose Instance Type. Select the instance type 
from the list for your application requirements. For our 
case, we select the General Purpose t2.micro, as shown in 
Figure 2-10.

c. Step 3: Configure Instance. On this page, we will set the 
parameters shown in Figure 2-11.

•	 Number of instances to be created

•	 Determining if it is a Spot instance

•	 VPC/subnetting configuration

Figure 2-9. Choose AMI

Figure 2-10. Choose instance type
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•	 IAM role to be assigned to the EC2, which will have 
access to different AWS resources

•	 Shutdown behavior—whether to shut down the instance 
or to terminate the instance

•	 Enabling termination protection, which will not allow 
you to terminate the instance unless you disable this 
property

•	 Enabling CloudWatch to monitor EC2

•	 Defining tenancy—determining if location is on shared 
hardware, dedicated instance, or an instance on a 
dedicated host

•	 Executing the shell script command, which is used to 
pre-initialize some of the software on the machine

Figure 2-11. Configure instance details

d. Step 4: Add Storage. You can add the EBS volumes 
that will be attached to our EC2 instance, as shown in 
Figure 2-12. One of the most useful parameters here is 
Delete on Termination. This denotes whether the EBS 
volume needs to be deleted when the instance gets 
terminated.
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 ■ Note if you have files that get persisted on the eBs volume by your application, you 
should uncheck the check box.

e. Step 5: Tag Instance. As Figure 2-13 shows, you can assign 
tags to the EC2 instances that are used to categorize the 
AWS resources based on environment or property. This will 
help us to group AWS resources based on specified tags.

Figure 2-12. Add storage

Figure 2-13. Tag instance
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f. Step 6: Configure Security Group. This will set the firewall 
rules used to expose the EC2 instance ports. As Figure 2-14  
shows, you can either create a new security group or 
select from existing security groups. In our case, we will 
select from the existing security group that we created 
earlier with name “Chapter 2.”

g. Step 7: Review. In this step, we will review the 
configuration and, once we have verified it, click the 
Launch button. This will ask us to select the key pair. You 
can either select an existing key pair or create a new one. 
We will select the key pair we created in the previous 
section with the name “Chapter 2 Key Pair,” as shown in 
Figure 2-15. After selecting the key pair, acknowledge it 
by selecting the check box and click the Launch Instances 
button.

Figure 2-14. Configure security group

http://dx.doi.org/10.1007/978-1-4842-2841-8_2
http://dx.doi.org/10.1007/978-1-4842-2841-8_2
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Step 7 completes the required configuration. You can view the instance status on the 
Instance page, as shown in Figure 2-16.

Figure 2-16. Instance status

Figure 2-15. Select key pair
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4. Verify by Connecting to EC2 Instance
In this step, we will verify connection to EC2 instance by doing the following:

 1. Convert EC2 pem file to ppk file. For this, we will use the 
puttygen.exe, which we installed in Chapter 1.

 2. Click the Load button and select the pem file that was 
downloaded when we created the key pair, as shown in 
Figure 2-17.

 3. Once selected, you can see the private key file is loaded. We will 
save this using the Save private key option. See Figure 2-18.

Figure 2-17. PuTTy Key Generator

http://dx.doi.org/10.1007/978-1-4842-2841-8_1
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5. Connect to EC2 Instance
For Windows Users:

 1. On the Instance Status page, find the EC2 instance username 
by clicking the Connect button, as shown in Figure 2-19. In 
our case, “ec2-user” is the username.

Figure 2-18. Pem file loaded
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 2. Find the public IP for our EC2 instance on the EC2 Instance 
Details page.

 3. We will form the hostname, which has the following format:

USERNAME@INSTANCE_HOST_NAME_OR_PUBLIC_DNS_NAME

So, we have the following for our instance:

ec2-user@52.39.100.69

or

ec2-user@ec2-52-39-100-69.us-west-2.compute.amazonaws.com

 4. Open Putty.exe, which we installed in Chapter 1, on your 
machine. Add the hostname or IP address by pasting the 
hostname that we formed in the previous step, as shown in 
Figure 2-20.

Figure 2-19. Connect to your instance

http://dx.doi.org/10.1007/978-1-4842-2841-8_1
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 5. Add the ppk file to the PuTTy SSH client, which we created in 
the previous section, as shown in Figure 2-21.

Figure 2-20. PuTTy configuration—hostname
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 6. Once the configuration is complete, click the Open button. 
This will authenticate the key pair with your provided 
hostname. Once authentication is finished, we will get a 
security alert to cache the host key in the registry, as shown in 
Figure 2-22.

Figure 2-21. PuTTy configuration—ppk file
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 7. Click Yes to authorize the server's host key to cache in  
the registry. This will then connect to our EC2 instance.  
The console is shown in Figure 2-23.

Figure 2-22. PuTTy security alert

Figure 2-23. EC2 instance terminal
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We have successfully verified by connecting to the EC2 instance terminal.

 ■ Note  to connect to linux, refer to http://docs.aws.amazon.com/AWSEC2/latest/
UserGuide/AccessingInstancesLinux.html.

Managing EC2 Using AWS CLI
In Chapter 1, I demonstrated how to install AWS CLI. Now I will show how to use the 
AWS CLI to manage AWS EC2 instance resources. I will also explain how to create, list, 
and delete an EC2 instance resource. Following are the services needed to create an EC2 
instance:

•	 Security group

•	 Key pair

•	 EC2 instance

To execute the AWS CLI commands, we need to open the command prompt.

Security Group
In this section, we will create, attach an inbound rule to, list, and delete security groups.

1. Create a Security Group
To create a security group, we will execute the following command:

>aws ec2 create-security-group --group-name EC2CreationViaAWSCLI 
--description "EC2 creation via AWS CLI"

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-security-group.html.

2. Attach an Inbound Rule to Security Group
Once the security group is created, we will attach the CIDR and port to this newly created 
security group. In our case, we will attach SSH port (22) and the IP address as 0.0.0.0/0, 
which means you can access it from anywhere.

http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
http://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AccessingInstancesLinux.html
http://dx.doi.org/10.1007/978-1-4842-2841-8_1
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-security-group.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-security-group.html
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 ■ Note  CIDR is the acronym for Classless Inter-Domain Routing, which is used for 
assigning ip addresses and ip routing.

>aws ec2 authorize-security-group-ingress --group-name EC2CreationViaAWSCLI 
--protocol tcp --port 22 --cidr 0.0.0.0/0

You can verify the details of the security group on the AWS Management Console, as 
shown in Figure 2-24.

Figure 2-24. Security group listing on AWS Management Console

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/authorize-security-group-ingress.html.

3. List the Security Group
To list the security group that we created, we will execute the following command:

>aws ec2 describe-security-groups --group-names EC2CreationViaAWSCLI

http://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/authorize-security-group-ingress.html
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To list all the security groups, we will execute the following command:

>aws ec2 describe-security-groups

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-security-groups.html.

4. Delete Security Group
To delete the security group, execute the following command:

>aws ec2 delete-security-group --group-name EC2CreationViaAWSCLI

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-security-groups.html


Chapter 2 ■ hands-on elastiC Compute Cloud

44

You can also delete the security group based on group id by the following command:

>aws ec2 delete-security-group --group-id sg-96bf15ef

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-security-group.html.

Key Pair
In this section, we will create, list, delete, and import a key pair.

1. Create a Key Pair
To create a key pair, we will execute the following command:

>aws ec2 create-key-pair --key-name EC2CreationViaAWSCLI

You can see the response having the “KeyMaterial” element, which we need to 
store at a secure location in a pem file. You can name this pem file {KeyName}.pem i.e. 
EC2CreationViaAWSCLI.pem.

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-key-pair.html.

2. List a Key Pair
To list the key pair that we created, we will execute the following command:

>aws ec2 describe-key-pairs --key-name EC2CreationViaAWSCLI

http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-security-group.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-security-group.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-key-pair.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-key-pair.html
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You can also list all the key pairs with following command:

>aws ec2 describe-key-pairs

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-key-pairs.html.

3. Delete a Key Pair
To delete the key pair, we will execute following command:

>aws ec2 delete-key-pair --key-name EC2CreationViaAWSCLI

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-key-pairs.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-key-pairs.html
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 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-key-pair.html.

4. Import a Key Pair
There may be cases where you create the SSH key using the RSA encryption technique. 
This allows you to provide the public key to AWS instead of AWS providing you the private 
key over the network while creating it. This assumes that you have already created the 
SSH key and have the public key on your machine. To import the existing public key, we 
will execute the following command:

>aws ec2 import-key-pair --key-name "AWS-CLI-IMPORTED-KEY" --public-key-
material file://EC2CreationViaAWSCLI.pub

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/import-key-pair.html.

EC2 Instance
Next, I will explain how to describe images, select instance types, launch EC2, list EC2 
instances, get instance status, create instance tags, and start-stop-terminate instances.

http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-key-pair.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-key-pair.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/import-key-pair.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/import-key-pair.html
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1. Describe Images
To get the AMI ID, we will describe images. This will return the public images and private 
images that are available. For our case, we will check if redhat linux server image i.e. 
ami-775e4f16 is available:

>aws ec2 describe-images --image-ids ami-775e4f16

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-images.html.

2. Select an Instance Type
To select an instance type, you need to find out which instance type suits your application 
requirements. You can find all the instance types at http://aws.amazon.com/ec2/
instance-types.

For our example, we will use the t2.micro instance type.

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-images.html
http://aws.amazon.com/ec2/instance-types
http://aws.amazon.com/ec2/instance-types
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3. Launch EC2
Now we will launch a new EC2 instance that has one instance count, 
“EC2CreationViaAWSCLI” key pair, and “EC2CreationViaAWSCLI” security group. First, 
verify that the key pair and security group are created. If not, execute the command 
for creating a key pair and security group. Let's launch EC2 instance by executing this 
command:

>aws ec2 run-instances --image-id ami-775e4f16 --instance-type 
t2.micro --count 1 --key-name EC2CreationViaAWSCLI --security-groups 
EC2CreationViaAWSCLI

Executing this run-instance command will initiate the request to launch a new 
instance with specified configurations. To check if the instance is ready to connect, we 
will use describer-instance-status along with the instanceId that is generated via run-
instances:

>aws ec2 describe-instance-status --instance-id i-04275d1e63998a3d3
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You can see that InstanceStatus shows “running” value. Possible values for this 
include the following:

•	 pending

•	 running

•	 shutting down

•	 terminated

•	 stopping

•	 stopped

To list all instances status, use the following command:

>aws ec2 describe-instance-status

Once the instance state is running, you can verify that you are able to connect to EC2 
instance using the SSH client. Refer to the “Verify by Connecting to EC2 Instance” section.

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instance-status.html.

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instance-status.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instance-status.html
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4. List EC2 Instances
To get the EC2 instance details based on the instanceId, use describe-instances:

>aws ec2 describe-instances --instance-ids i-04275d1e63998a3d3

To get all EC2 instances details, use describe-instances without providing any filters:

>aws ec2 describe-instances

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instances.html.

5. Get Instance Status
To get the instance status that we created, execute the following command:

>aws ec2 describe-instance-status --instance-id i-0f6ed7e30cf57f488

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instances.html
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You can see that the InstanceStatus tag has the value “initializing,” which denotes 
that the instance is created but it is initializing. Once the initialization process is 
complete, the instance status will be reflected as “ok.” Now, the instance has been 
initialized successfully.

To get the instance status of all the EC2 instances available under the user account, 
use the following command:

>aws ec2 describe-instance-status

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-instance-status.html.

6. Assign Instance Tags
To assign tags to EC2 instances, execute the following command:

>aws ec2 create-tags --resources i-0f6ed7e30cf57f488 --tags 
Key=Chapter,Value=2 Key=Environment,Value=Production

http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instance-status.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-instance-status.html
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 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/create-tags.html.

To describe the tags that are assigned to an EC2 instance, execute the following 
command:

>aws ec2 describe-tags --filters "Name=resource-id,Values=i-
0f6ed7e30cf57f488"

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/describe-tags.html.

To delete the tags for an EC2 instance, execute the following command:

>aws ec2 delete-tags --resources i-0f6ed7e30cf57f488 --tags 
Key=Chapter,Value=2

http://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/create-tags.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-tags.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/describe-tags.html
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Here, in delete-tags, we have provided both the key and value. However, it's optional 
to provide value for the Value element. If we provide the value, it becomes mandatory 
that both the key and value should match the actual tags and only then can it delete the 
tags. The following command can be used when to delete the tag based only on the key:

>aws ec2 delete-tags --resources i-0f6ed7e30cf57f488 --tags 
Key=Chapter,Value=

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/delete-tags.html.

7. Start-Stop-Terminate Instance
You may require your instance to start-stop manually. First of all, stop your instance using 
the following command:

>aws ec2 stop-instances --instance-ids i-0f6ed7e30cf57f488

http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/delete-tags.html
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You can see that CurrentState is stopped now. The time it takes to stop the instances 
may vary depending on the processes that are running on the EC2 instances.

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/stop-instances.html.

To start the instance, execute the following command:

>aws ec2 start-instances --instance-ids i-0f6ed7e30cf57f488

In this case, the CurrentState should be running.

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/start-instances.html.

http://docs.aws.amazon.com/cli/latest/reference/ec2/stop-instances.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/stop-instances.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/start-instances.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/start-instances.html


Chapter 2 ■ hands-on elastiC Compute Cloud

55

To terminate the instance, execute the following command:

>aws ec2 terminate-instances --instance-ids i-05bdea264ee46c415

You can provide multiple Instance IDs that you need to terminate. In this case, the 
CurrentState should be terminated.

 ■ Note  For more parameters, see http://docs.aws.amazon.com/cli/latest/
reference/ec2/terminate-instances.html.

Managing EC2 Using AWS SDK (Java)
AWS SDK helps to manage the AWS resources using different platform APIs. For our 
case, I will discuss Java APIs to manage AWS resources. I will show how to create, list, and 
delete an EC2 instance resource:

•	 Create AWSCredentials object

•	 Security group

•	 Key pair

•	 EC2 instance

Create AWSCredentials Object
To connect with AWS for Java using SDK, you need to provide the AWS credentials. 
There are various ways to provide AWS credentials: Default Credential Provider, Specify 
Credential Provider or Provider Chain, Provide Access Key, and Secret Key.

http://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
http://docs.aws.amazon.com/cli/latest/reference/ec2/terminate-instances.html
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1. Default Credential Provider
This is the default provider when we don’t provide any parameters while creating an AWS 
service client. DefaultAWSCredentialsProviderChain is the class that will be used to 
create the AWS credentials. This class will find the credentials in the following order:

•	 Environment Variables: This technique uses the 
EnvironmentVariableCredentialsProvider class that fetches 
values for AWS_ACCESS_KEY_ID and AWS_SECRET_ACCESS_KEY.

•	 System Properties: This technique is used to find the values for 
aws.accessKeyId and aws.secretKey in Java system properties.

•	 Credentials Property File: A default credentials property file can 
be loaded to get these credentials. This property file resides under 
C:\Users\{USER}\.aws\credentials or ~/.aws/credentials. 
This path differs based on the operating system.

•	 Instance Profile Credentials: Instance profile credentials are 
attached with the EC2. When your application is deployed on 
EC2 and wants to interact with the AWS resources, you can assign 
the instance role to our EC2. This way you eradicate the need to 
manage the AWS credentials explicitly. While creating the service 
client, you will use the InstanceProfileCredentialsProvider 
class.

For our case, we will use ProfileCredentialsProvider, which comes under 
the “Configuration Property File” topic. In the credentials file, there may be different 
profiles that have aws_access_key_id and aws_secret_access_key. We have added the 
sunilgulabani profile under the credentials file. So, to create AWSCredentials object, you 
will use the following:

AWSCredentials credentials =
    new ProfileCredentialsProvider("sunilgulabani").getCredentials();

2. Specify Credential Provider or Provider Chain
There are different providers you can use to create the AWSCredentials object. You can 
use any of the provider classes that are mentioned under the “All Known Implementing 
Class” at http://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/
auth/AWSCredentialsProvider.html.

You can even create your own class by doing the following:

•	 Implementing AWSCredentialsProvider interface

•	 Sub-classing the AWSCredentialsProviderChain class

http://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentialsProvider.html
http://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentialsProvider.html
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3. Provide Access Key and Secret Key Explicitly
There may be cases when we need to explicitly pass the access key ID and secret access 
key to create an AWSCredentials object. To create an AWSCredentials object, we will use 
the following:

AWSCredentials credentials =
    new BasicAWSCredentials("access_key_id", "secret_access_key");

Security Groups
This section covers the following topics: creating a security group, attaching an inbound 
rule to a security group, listing a security group, and deleting a security group.

1. Create a Security Group
To create a security group, use the createSecurityGroup method under the 
AmazonEC2Client class:

priv ate final static String SECURITY_GROUP_NAME = 
"EC2CreationViaAWSJavaSDK";

private final static String SECURITY_GROUP_DESCRIPTION =
    "EC2 creation via AWS java sdk";

createSecurityGroup(SECURITY_GROUP_NAME, SECURITY_GROUP_DESCRIPTION);

public String createSecurityGroup(String groupName, String groupDescription) {
    CreateSecurityGroupRequest securityGroupRequest =
        new CreateSecurityGroupRequest();

    securityGroupRequest.withGroupName(groupName);

    securityGroupRequest.withDescription(groupDescription);

    CreateSecurityGroupResult response =
        amazonEC2Client.createSecurityGroup(securityGroupRequest);

    return response.getGroupId();
}
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2. Attach an Inbound Rule to Security Group
To assign an inbound rule, use the authorizeSecurityGroupIngress method under the 
AmazonEC2Client class:

assignSSHConnectionAccessToSecurityGroup(SECURITY_GROUP_NAME);

public void assignSSHConnectionAccessToSecurityGroup(String groupName) {
    AuthorizeSecurityGroupIngressRequest request =
        new AuthorizeSecurityGroupIngressRequest();

    request.withGroupName(groupName);

    IpPermission ipPermission = createIpPermission();

    request.withIpPermissions(ipPermission);

    AuthorizeSecurityGroupIngressResult response =
        amazonEC2Client.authorizeSecurityGroupIngress(request);
}

private IpPermission createIpPermission() {
    IpPermission ipPermission = new IpPermission();

    ipPermission.withIpProtocol("tcp");
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    ipPermission.withFromPort(22);

    ipPermission.withToPort(22);

    ipPermission.withIpRanges("0.0.0.0/0");

    return ipPermission;
}

3. List a Security Group
To list a security group, use the describeSecurityGroups method under the 
AmazonEC2Client class:

describeSecurityGroups(securityGroupId);

public void describeSecurityGroups(String securityGroupId) {
    DescribeSecurityGroupsRequest request =
        new DescribeSecurityGroupsRequest();

    request.setGroupIds(Arrays.asList(securityGroupId));

    DescribeSecurityGroupsResult response =
        amazonEC2Client.describeSecurityGroups();
}
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4. Delete a Security Group
To delete a security group, use the deleteSecurityGroup method under the 
AmazonEC2Client class:

deleteSecurityGroupBasedOnGroupName(SECURITY_GROUP_NAME);

public void deleteSecurityGroupBasedOnGroupName(String groupName) {

    DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest();

    request.setGroupName(groupName);

    DeleteSecurityGroupResult response =
        amazonEC2Client.deleteSecurityGroup(request);
}
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You can delete a security group based on groupId:

deleteSecurityGroupBasedOnGroupId(securityGroupId);

public void deleteSecurityGroupBasedOnGroupId(String groupId) {
    DeleteSecurityGroupRequest request = new DeleteSecurityGroupRequest();

    request.setGroupId(groupId);

    DeleteSecurityGroupResult response =
        amazonEC2Client.deleteSecurityGroup(request);
}
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Key Pair
In this section, I will discuss how to create a key pair, list a key pair, delete a key pair, and 
import a key pair.

1. Create a Key Pair
To create a key pair, use createKeyPair under the AmazonEC2Client class:

private final static String KEY_PAIR_NAME = "EC2CreationViaAWSJavaSDK";

createKeyPair(KEY_PAIR_NAME);

public void createKeyPair(String keyName) {   
    CreateKeyPairRequest request = new CreateKeyPairRequest();

    request.withKeyName(keyName);

    CreateKeyPairResult response = amazonEC2Client.createKeyPair(request);

    KeyPair keyPair = response.getKeyPair();

    String privateKey = keyPair.getKeyMaterial();

    fileOperations.saveFile(keyName + "_keypair.pem", privateKey);
}



Chapter 2 ■ hands-on elastiC Compute Cloud

63

2. List a Key Pair
To list a key pair, use the describeKeyPairs method under the AmazonEC2Client class:

describeKeyPairs(KEY_PAIR_NAME);

public void describeKeyPairs(String keyName) {
   DescribeKeyPairsRequest request = new DescribeKeyPairsRequest();

   if(!StringUtils.isNullOrEmpty(keyName)) {
      List<String> searchCriteria = new ArrayList<String>();
      searchCriteria.add(keyName);
      request.setKeyNames(searchCriteria);
   }

   DescribeKeyPairsResult response = amazonEC2Client.describeKeyPairs(request);
}
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To list all key pairs, we use the following code:

describeKeyPairs(null);

3. Delete a Key Pair
To delete a key pair, use the deleteKeyPair method under the AmazonEC2Client class:

deleteKeyPair(KEY_PAIR_NAME);

public void deleteKeyPair(String keyName) {

    DeleteKeyPairRequest request = new DeleteKeyPairRequest();

    request.setKeyName(keyName);

    DeleteKeyPairResult response = amazonEC2Client.deleteKeyPair(request);
}
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4. Import a Key Pair
To import a key pair to AWS, use the importKeyPair method under the AmazonEC2Client 
class:

importKeyPair(
        "AWS-JAVA-SDK-IMPORTED-KEY",
        "C:\\Users\\Dell\\EC2CreationViaAWSCLI.pub");

public void importKeyPair(String keyName, String publicKeyFilePath) {

   ImportKeyPairRequest request = new ImportKeyPairRequest();

   request.setKeyName(keyName);

   request.setPublicKeyMaterial(fileOperations.readFile(publicKeyFilePath));

   ImportKeyPairResult response = amazonEC2Client.importKeyPair(request);
}
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EC2 Instance
In this section, I will explain how to get the AMI ID, select an instance type, launch EC2, 
list EC2 instances, get instance status, assign instance tags, and start-stop-terminate an 
instance.

1. Get the AMI ID
To get the AMI ID, we will describe the image. This will return the public images and 
private images that are available to us. We will check that redhatlinux server image, that 
is, ami-775e4f16 is available:

describeImageIds("ami-775e4f16");

public void describeImageIds(String imageId) {
    DescribeImagesRequest request = new DescribeImagesRequest();
    if(!StringUtils.isNullOrEmpty(imageId)) {
        request.withImageIds(imageId);
    }
    DescribeImagesResult response = amazonEC2Client.describeImages(request);
}
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2. Select an Instance Type
To select the instance type, you need to find out which instance type suits your 
application requirements. You can find all the instance types at http://aws.amazon.com/
ec2/instance-types.

For our example, we will use the t2.micro instance type.

http://aws.amazon.com/ec2/instance-types
http://aws.amazon.com/ec2/instance-types
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3. Launch EC2
Now we will launch a new EC2 instance that has one instance count, 
“EC2CreationViaAWSJavaSDK” key pair, and “EC2CreationViaAWSJavaSDK” security 
group. First, verify that the key pair and security group are created. If not, you can execute 
the code for creating key pair and security group.

Use the following code to launch an EC2 instance:

private final static String AMI = "ami-775e4f16";
private final static InstanceType INSTANCE_TYPE = InstanceType.T2Micro;
private final static int MIN_INSTANCE_COUNT = 1;
private final static int MAX_INSTANCE_COUNT = 1;
private final static String KEY_PAIR_NAME = "EC2CreationViaAWSJavaSDK";
priv ate final static String SECURITY_GROUP_NAME =  

"EC2CreationViaAWSJavaSDK";

String instanceId = launchInstance(AMI, INSTANCE_TYPE,
                                    MIN_INSTANCE_COUNT, MAX_INSTANCE_COUNT,
                                    KEY_PAIR_NAME, SECURITY_GROUP_NAME);
public String launchInstance(String ami, InstanceType instanceType,
                            int minInstanceCount, int maxInstanceCount,
                            String keyPairName, String securityGroupName) {

    RunInstancesRequest request = new RunInstancesRequest();

    request.setImageId(ami);

    request.setInstanceType(instanceType);

    request.setKeyName(keyPairName);

    List<String> securityGroups = new ArrayList<String>();

    securityGroups.add(securityGroupName);

    request.setSecurityGroups(securityGroups);

    request.setMinCount(minInstanceCount);

    request.setMaxCount(maxInstanceCount);

    RunInstancesResult response = amazonEC2Client.runInstances(request);

    return getInstanceId();
}
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Executing this run-instance command will initiate the request to launch a new 
instance with specified configurations. To check the status that the instance is ready to 
connect, we will use the describeInstanceStatus method along with the instance ID 
that is generated via runInstances method:

describeInstanceStatus(instanceId);

public void describeInstanceStatus(String instanceId) {

    DescribeInstanceStatusRequest request =
        new DescribeInstanceStatusRequest();

    request.setInstanceIds(Arrays.asList(instanceId));

    DescribeInstanceStatusResult response =
        amazonEC2Client.describeInstanceStatus(request);
}
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You can now pass the instanceId parameter that we received from launchInstance() 
method:
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You can see that InstanceStatus shows “running” value. Possible values for this are 
the following:

•	 pending

•	 running

•	 shutting down

•	 terminated

•	 stopping

•	 stopped

To list all instances status, use the following command:

describeInstanceStatus(null);

Once the instance state is running, you can verify that you are able to connect to the 
EC2 instance using SSH client. Refer to the “Verify by Connecting to EC2 Instance” section.

4. List EC2 Instances
To get the EC2 instance details based on the instanceId, use describe-instances:

describeInstances(instanceId);

public List<String> describeInstances(String instanceId) {
    List<String> instanceIdList = new ArrayList<String>();

    DescribeInstancesRequest request = new DescribeInstancesRequest();

    if(!StringUtils.isNullOrEmpty(instanceId)) {
        request.setInstanceIds(Arrays.asList(instanceId));
    }

    DescribeInstancesResult response =
        amazonEC2Client.describeInstances(request);

    if(response!=null && response.getReservations()!=null &&
        !response.getReservations().isEmpty()) {

        for(Reservation reservation: response.getReservations()) {

            List<Instance> instances = reservation.getInstances();
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            if(instances!=null && !instances.isEmpty()) {
                for(Instance instance: instances) {
                    instanceIdList.add(instance.getInstanceId());
                }
            }
        }
    }
    return instanceIdList;
}
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To get all EC2 instances details, use describeInstances without providing any criteria:

describeInstances(null);
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5. Get an Instance Status
To get the instance status that we created, we will execute the following code:

describeInstanceStatus(instanceId);

public void describeInstanceStatus(String instanceId) {
    DescribeInstanceStatusRequest request =
        new DescribeInstanceStatusRequest();

    request.setInstanceIds(Arrays.asList(instanceId));

    DescribeInstanceStatusResult response =
        amazonEC2Client.describeInstanceStatus(request);
}

We will pass the instanceId parameter that we received from the launchInstance() 
method:
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You can see that the InstanceStatus tag has the value “initializing,” which denotes that 
the instance is created but it is initializing. Once the initialization process is complete, the 
InstanceStatus will be reflected as “ok”; the instance has been initialized successfully.

To get the instance status of all the EC2 instances available under the user account, 
use the following code:

describeInstanceStatus(null);
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6. Instance Tags
To assign tags to an EC2 instance, execute the following code:

List<Tag> tags = new ArrayList<Tag>();
tags.add(createTag("Chapter", "2"));
tags.add(createTag("Environment", "Production"));

assignTagToEC2(instanceId, tags);

private static Tag createTag(String key, String value) {
    Tag tag = new Tag();

    tag.setKey(key);

    tag.setValue(value);

    return tag;
}

public void assignTagToEC2(String instanceId, List<Tag> tags) {
    CreateTagsRequest request = new CreateTagsRequest();

    request.setResources(Arrays.asList(instanceId));

    request.setTags(tags);

    CreateTagsResult response = amazonEC2Client.createTags(request);
}
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To describe the tags that are assigned to an EC2 instance, execute the following code:

describeTags(instanceId);

public void describeTags(String instanceId) {
    DescribeTagsRequest request = new DescribeTagsRequest();

    Filter filter = new Filter("resource-id", Arrays.asList(instanceId));

    request.setFilters(Arrays.asList(filter));

    DescribeTagsResult response = amazonEC2Client.describeTags(request);
}
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To delete the tags for an EC2 Instance, execute the following code:

List<Tag> deleteTags = new ArrayList<Tag>();
deleteTags.add(createTag("Chapter", "2"));

deleteTags(instanceId, deleteTags);

public void deleteTags(String instanceId, List<Tag> tags) {
    DeleteTagsRequest request = new DeleteTagsRequest();

    request.setResources(Arrays.asList(instanceId));

    request.setTags(tags);

    DeleteTagsResult response = amazonEC2Client.deleteTags(request);
}

Here in deleteTags, we have provided the both the key and value. However, it's 
optional to provide the value for the Value element. If you provide the value, it becomes 
mandatory that both the key and value match the actual tags and only then can it delete 
the tags. The following code can be used when you want to delete tag based on the  
key only:

deleteTags.add(createTag("Chapter", ""));
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7. Start-Stop-Terminate Instance
You may require your instance to start-stop-terminate manually. First of all, stop your 
instance using the following code:

stopInstance(instanceId);

public void stopInstance (String instanceId) {
    StopInstancesRequest request = new StopInstancesRequest();

    request.setInstanceIds(Arrays.asList(instanceId));

    StopInstancesResult response = amazonEC2Client.stopInstances(request);
}
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You can see that currentState is stopped now. The times to stop the instances may 
vary depending on the processes that are running on the EC2 instances.

To start the instance, execute the following code:

startInstance(instanceId);

public void startInstance(String instanceId) {

    StartInstancesRequest request = new StartInstancesRequest();

    request.setInstanceIds(Arrays.asList(instanceId));

    StartInstancesResult response = amazonEC2Client.startInstances(request);
}

Once the process is completed successfully, the currentState should appear as 
running.
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To terminate the instance, execute the following code:

terminateInstance(instanceId);

public void terminateInstance (String instanceId) {
    TerminateInstancesRequest request = new TerminateInstancesRequest();

    request.setInstanceIds(Arrays.asList(instanceId));

    TerminateInstancesResult response =
        amazonEC2Client.terminateInstances(request);
}

Once the process is successfully completed, the currentState should be terminated.
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Monitoring Using CloudWatch
Monitoring is an important aspect in software or application life cycle. CloudWatch 
enables us to automate the monitoring of the instances based on several metrics available. 
You can configure the metrics threshold limits for our instances. You can create the 
CloudWatch alarm either using the EC2 Management Console or the CloudWatch Console.

Create an Alarm Using the EC2 Management Console
You can create an alarm from the EC2 Management Console as follows:

 1. Go to the EC2 Management Console and select “Instances” 
from the menu.

 2. Select the instance for which you want to create alarm.

 3. Select “Monitoring” tab.

 4. Click the Create Alarm button (See Figure 2-25).

Figure 2-25. CloudWatch alarm using EC2 Management Console

 5. The Create Alarm window will be displayed, as shown in 
Figure 2-26.
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 6. Select from an existing SNS topic or create a new SNS topic. If 
you create a new SNS topic, you need to provide the e-mail ID 
when the alarm report will be notified.

 7. Choose the metrics you want to configure for your instance 
and provide the alarm name.

 8. Click the Create Alarm button (See Figure 2-27).

Figure 2-26. Create alarm window

Figure 2-27. Create alarm with new SNS topic and metrics
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The alarm will be created successfully (See Figure 2-28).

Create an Alarm Using the CloudWatch Management 
Console
You can create an alarm from the CloudWatch Management Console using the following 
steps:

 1. Go to the CloudWatch Management Console and select 
Alarms from the menu.

 2. Click Create Alarm (See Figure 2-29).

 3. Create an alarm window to be displayed in two steps:

a. Select metric.

b. Select the Per-Instance Metrics under EC2 Metrics  
(See Figure 2-30).

Figure 2-28. Alarm created successfully

Figure 2-29. CloudWatch Console
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c. Search for the EC2 instance based on the instance ID 
and select the metrics. Click the Next button, as shown in 
Figure 2-31.

Figure 2-30. Create an alarm using CloudWatch Console
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d. Define the alarm.

e. Provide the name and description for the alarm.

f. Provide threshold limits.

g. Select the appropriate actions and advance options for 
notification, auto-scaling action, and EC2 Action.

h. Click Create Alarm (See Figure 2-32).

Figure 2-31. Search EC2 instance for creating alarm
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The alarm created successfully (See Figure 2-33).

Finally, we have completed creating the alarm on our EC2 instance. Whenever the 
threshold limit on the EC2 instance is achieved, the receipt e-mail address will be notified.

Summary
In this chapter, I have discussed how to create EC2 instances and connect using the 
SSH client (PuTTy). Moreover, I explained how to configure a security group so that you 
can connect to an EC2 instance and key pair that is used to authorize login to the EC2 
instance. Lastly, I demonstrated how to configure an alarm on an EC2 instance that will 
be triggered when the threshold limit is crossed.

In Chapter 3, I will show how to configure SQS and how to implement SQS producer 
and consumer applications.

Figure 2-32. Define alarm

Figure 2-33. Alarm created successfully

http://dx.doi.org/10.1007/978-1-4842-2841-8_3
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CHAPTER 3

Hands-on Simple Queue 
Service (SQS)

Queuing service is communication among distributed applications. Generally, you have 
queuing service where you need asynchronous processes to be carried out. The purpose 
of queuing service is to transport data from origin applications and allow destination 
applications to read messages and process further.

In this chapter, I will cover the following topics:

•	 Messaging Queuing Service

•	 Introduction of AWS SQS

•	 Features of SQS

•	 Using AWS Management Console

•	 Using AWS CLI

•	 Using AWS SDK—Java

•	 Monitoring Using CloudWatch

What Is Messaging Queuing Service?
Messaging queuing service provides different applications to transfer messages.  
The queuing service follows the producer/consumer paradigm. Producer applications 
are responsible for sending messages to the queue and consumer applications are 
responsible for reading messages from the queue. Consumer applications can read 
messages from the queue at any time; it is not mandatory to have connection established 
to the queue when the producer sends messages. Whenever the consumer application is 
connected, it reads the messages from the queuing service. The queuing service will add 
the messages in sequential order.

Messaging queuing service is asynchronous communication. A queuing service 
is used when you don’t have to respond back to the request immediately. Applications 
can add messages to the queuing service and the consumer application can process it 
at a later stage. There may be cases where the request is taking time to process, so the 
producer application will add the message to the queue. (See Figure 3-1.)
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Introduction of AWS SQS
AWS Simple Queue Service (SQS) is a distributed queuing service application where 
you can add and read messages over the Internet. Amazon manages AWS SQS and only 
charges users for what they have consumed. AWS SQS is a highly scalable solution that 
allows applications to add and read messages, which makes decoupling the application 
components efficient. AWS SQS can be accessed via Web Services API and AWS SDK, 
which is available for different programming languages.

AWS SQS provide two types of queues:

1. Standard Queue
Standard queue is the default queue type supported by AWS SQS. It doesn’t restrict the 
number of transactions per second, and it ensures that messages are delivered at least 
once. This type of queue is used when there aren’t any critical events that need to be 
processed by consumer applications since there may be duplicate messages that need to 
be handled in the application. (See Figure 3-2.)

Figure 3-1. Message queuing service

Figure 3-2. Standard queue type
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2. FIFO Queue
A FIFO (first in, first out) queue maintains order for delivery of messages. The name of the 
queue should have the suffix “.fifo”. It restricts 300 transactions per second and ensures 
that messages are delivered exactly once. This type of queue should be used when there  
is a defined series of steps to be performed so that unordered messages are not received 
for processing in consumer applications. (See Figure 3-3.)

Figure 3-3. FIFO queue type

Features of SQS
Following are the main features of SQS that play a significant role in applications:

•	 High Availability: AWS SQS provides high availability for sending 
and receiving messages as they are stored on distributed servers.

•	 Authentication: To access the queue, permission is necessary at 
the queue level. The users can access the queue based on AWS 
IAM.

•	 Visible Timeout: When a consumer reads a message from the 
queue, it hides the message that is being processed so that no 
other consumer processes it.

•	 Delay Messages: Delay of messages can be configured at the 
queue level as well as at the message level while sending 
messages.

•	 Cost: AWS charges only for the API requests that are made to SQS 
so there are no fixed costs attached with AWS SQS.

Using AWS Management Console
AWS Management Console can be used to manage SQS. It provides an easy way to 
configure SQS. To configure SQS, log in to AWS Console. Under the All Services category, 
click SQS, as highlighted in Figure 3-4.
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1. Create Queue
Creating a queue is the first step in using AWS SQS. When you open AWS SQS Console, 
you are redirected to the Create New Queue screen. If you aren’t, click the Create New 
Queue button, which will redirect you to the screen shown in Figure 3-5.

Figure 3-4. AWS Management Console
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You will provide the queue name and select the queue type that you prefer to use in 
your project. As previously mentioned, if you select “FIFO queue” as the queue type, you 
need to add the suffix “.fifo” to your queue name. If you want to create a queue with 
default parameters, you can click the Quick-Create Queue button. Otherwise, if you need 
to configure queue parameters, click the Configure Queue button. (See Figure 3-6.)

Figure 3-5. Create queue

Figure 3-6. Configure queue
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Following are the queue attributes:

•	 Default Visibility Timeout: This parameter is used when the 
consumer receives the message and processes it so that no other 
consumers have that same message. There are two possibilities:

•	 Once the consumer processes the message successfully, the 
consumer deletes the message.

•	 No delete call is been made until the visibility timeout 
expires, so the message will be available to receive a call.

•	 Message Retention Period: This parameter is used to retain the 
message in queue. After the message retention period configured 
has expired, the message will be deleted automatically. By default, 
the message retention period is 4 days and can be extended up to 
a maximum of 14 days.

•	 Maximum Message Size: This parameter refers to the message 
size that the queue will accept.

•	 Delivery Delay: This parameter refers to messages that are 
invisible to consumers for that specific time. The value can be 
between 0 and 15 minutes.

•	 Receive Message Wait Time: This parameter will be used for long 
polling. It will help to reduce the cost of using SQS. By default, 
the short polling is configured in AWS SQS. This will enable 
the receive message request to query all servers and provide 
respective responses.

•	 Use Redrive Policy: This parameter enables configuration of 
dead letter queue. Redrive policy will add messages to dead letter 
queue after the messages are not successfully processed when 
maximum received time is specified. The following parameters 
need to be configured when you want to enable redrive policy:

•	 Dead Letter Queue: This parameter will contain the dead 
letter queue name.

•	 Maximum Receives: This parameter will contain the count 
after which unsuccessful messages need to be added to the 
dead letter queue.

2. Queue Listing
Queues can be listed on the home page of AWS SQS. Using this listing page, you can 
operate on the AWS SQS and see the details of the queue that is configured.  
(See Figure 3-7.)
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3. Configure Queue Permission
When you create a queue, by default only the queue owner can have access to the 
queue. If you need to provide queue access to another user, you also need to provide the 
necessary permission.

 1. Select the queue from the listing and click the Permissions 
tab. (See Figure 3-8.)

Figure 3-7. Queue listing

Figure 3-8. Queue permissions
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 2. This will show the permissions provided to queue. To add 
permission, click the Add Permission button. (See Figure 3-9.)

Figure 3-9. Add queue permissions

 3. You can provide AWS account IDs of the users you want to 
allow or deny accessing the queue. Actions can include the 
following:

•	 *: This will grant all actions on queue.

•	 SendMessage: This will grant the send message action. This 
will by default grant SendMessageBatch action.

•	 ReceiveMessage: This will grant the receive message action.

•	 GetQueueUrl: This will grant the get queue URL action.
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•	 GetQueueAttributes: This will grant the get queue attributes 
action.

•	 DeleteMessage: This will grant the delete message action. 
This will by default grant the DeleteMessageBatch action.

•	 ChangeMessageVisibility: This will grant the change 
message visibility action.

Once you have finished providing AWS account IDs and selected necessary actions, 
click the Add Permission button. This will create the permission as you can see in 
Figure 3-10.

Figure 3-10. Queue permissions added

 4. If you want to edit the permission and edit using policy 
document, click the Edit Policy Document (Advanced) button. 
This will open the Edit Policy Document window showing 
policy for the permissions you provided in the last step. Here 
you can edit the policy to provide permissions to respective 
AWS user IDs, actions, and resources (SQS). (See Figure 3-11.)
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4. Configure Dead Letter Queue
A dead letter queue is used when messages from source queues have not been consumed 
successfully.

To configure a dead letter queue, select the queue from the listing and right-click 
it, which will show the options menu. You can also click Queue Actions and select the 
Configure Queue menu.(See Figure 3-12.)

Figure 3-11. Edit queue permissions
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This will open the Configure Queue window, as shown in Figure 3-13.

Figure 3-12. Queue options
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Here you need to enable the check box for “Use Redrive Policy,” and you need a dead 
letter queue that you will create first and then come back to this screen again.

Now you will create the queue that will be used as a dead letter queue. 
It is mandatory that the queue type for the source queue and the dead letter 
queue are the same. Figure 3-14 shows the queue that we created with the name 
“Chapter3SQSDeadLetterQueue.”

Figure 3-13. Configure queue

Figure 3-14. Create dead letter queue
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Open the Configure Queue screen and select the check box for Use Redrive Policy. This 
will enable the input boxes for Dead Letter Queue and Maximum Receives fields. Enter the 
dead letter queue name as “Chapter3SQSDeadLetterQueue” and maximum receives as “10.” 
After you have input this information, click the Save Changes button. (See Figure 3-15.)

Figure 3-15. Configure dead letter queue to source queue

Figure 3-16. Redrive policy tab

The redrive policy that we configured can be viewed under the Redrive Policy tab, as 
shown in Figure 3-16.
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5. Send Message
The Send a Message button is used to deliver messages to the queue.

 1. To send a message, choose the queue, right-click, and select 
Send a Message from menu. This will open the Send a 
Message screen, as shown in Figure 3-17.

Figure 3-17. Send a Message screen

 2. We added the message body “Hello World!!!” and clicked the 
Send Message button. (See Figure 3-18.)
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 3. The message is successfully sent and you can see the message 
identifier and MD5 of the body in the success screen.

 ■ Note  For more details on md5, see https://en.wikipedia.org/wiki/MD5.

 4. On closing the success screen, you can check on the queue 
listing that message is sent to and see that the “Messages 
Available” count is shown as 1, as shown in Figure 3-19. Once 
the message gets consumed, this count will decrease.

Figure 3-18. Send message success

Figure 3-19. Queue listing with unread message

 5. To send a message along with the message attributes, select 
the queue, right-click it, and click Send a Message from the 
menu, as shown in Figure 3-20.

https://en.wikipedia.org/wiki/MD5
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 6. Add message body as “Hello World with Message Attributes” 
and click the Message Attributes tab. Now add name, type, 
and value and click the Add Attribute button. This will add to 
list of message attributes. Once done, click the Send Message 
button, as shown in Figure 3-21.

Figure 3-20. Send a message with message attributes—1
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6. Receive Message
Receive Message will retrieve messages from the queue. You can provide the maximum 
number of messages to retrieve from the queue and the polling time in seconds to 
determine if any messages are available.

 1. To receive messages, select the queue, right-click it, and click 
View/Delete Messages from the menu, as shown in Figure 3-22.

Figure 3-21. Send message with message attributes—2
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 2. Configure the parameters and click Start Polling for Messages. 
This action will retrieve messages from the queue. You can 
explicitly stop the polling or wait for the polling to complete. 
(See Figure 3-23.)

Figure 3-22. Receive message
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 3. You can see the two messages have been retrieved. These are 
the messages we sent in the Send Message section. To view 
the message attributes, click the More Details link on each 
message listed. (See Figure 3-24.)

Figure 3-23. Receive message listing
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 4. Find the message body that we have sent and click the 
Message Attributes tab to see the message attributes that we 
sent. (See Figure 3-25.)

Figure 3-24. Received message—more details—1
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7. Delete Message
Delete Message will remove messages from the queue. SQS doesn’t remove messages 
automatically when you retrieve messages. You explicitly need to delete messages.

 1. When you receive messages, select the check boxes of 
messages to delete and click the Delete Messages button. This 
will prompt for confirmation to delete the messages.

 2. Click the Yes, Delete Checked Messages button. (See Figure 3-26.)

Figure 3-25. Received message—more details—2
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8. Purge Queue
Purge Queue will delete all messages that are available in the queue. Once you purge the 
queue, deleted messages can’t be retrieved. The deletion process takes nearly 60 seconds.

 1. To purge the queue, select the queue, right-click it, and 
click “Purge Queue” from the menu. This will prompt for 
confirmation. (See Figure 3-27.)

Figure 3-26. Delete message

Figure 3-27. Purge queues
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 2. Click the Yes, Purge Queue button, and this will purge the queued 
messages. You can see the success screen in Figure 3-28.

Figure 3-28. Purge queues success

Figure 3-29. Delete queues

9. Delete Queue
Delete Queue will delete the queue regardless if the queue is empty or not. The deletion 
process takes nearly 60 seconds.

 1. Select the queue, right-click the queue you want to delete, and 
click Delete Queue from the menu.

 2. Click the Yes, Delete Queue button, and it will delete the 
queue, as shown in Figure 3-29.

Using AWS CLI
In Chapter 1, I explained how to install AWS CLI. Now I will demonstrate how to use AWS 
CLI to manage AWS SQS.

http://dx.doi.org/10.1007/978-1-4842-2841-8_1
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create-queue
To create a queue, you need to pass the queue name. The queue name should be unique 
under the same account. You can create a FIFO queue by providing the FifoQueue 
attribute; otherwise, the queue will be created with standard queue type only. Use the 
following code to create a queue:

>aws sqs create-queue --queue-name Chapter3SQSDeadLetterQueue

You can see that "QueueUrl" is returned for the command. You need to store this for 
our future use.

To create a queue with specific attributes, add --attributes to the command:

>aws sqs create-queue --queue-name Chapter3SQSQueueName --attributes 
file://C:/Users/Dell/create-queue-attributes.json

The created file create-queue-attributes.json contains the attribute’s name and 
value in JSON format:

{
    "DelaySeconds": "0",
    "MaximumMessageSize": "262144",
    "MessageRetentionPeriod": "1209600",
    "ReceiveMessageWaitTimeSeconds": "0",
    "VisibilityTimeout": "30",
    " Policy": "{\"Version\": \"2012-10-17\", \"Id\":
                 \"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_ID:Chapter3 

SQSQueueName/SQSDefaultPolicy\",
                \"Statement\": [{\"Sid\": \"Sid1465389499769\",
                 \"Effect\": \"Allow\",\"Principal\": \"*\",\"Action\": 

\"SQS:*\",\"Resource\": \"arn:aws:sqs:us-west-2:
                 YOUR_AWS_ACCOUNT_ID:Chapter3SQSQueueName\"}]}"

}

You can also pass the attributes in key-value pair form separated by a comma (,):

key1=value,key2=value2 ...

>aws sqs create-queue --queue-name Chapter3SQSQueueName --attributes  
DelaySeconds=0,MaximumMessageSize=262144
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/create-queue.html.

get-queue-url
Using the get-queue-url command, you will be able to get the URL of an existing queue:

>aws sqs get-queue-url --queue-name Chapter3SQSQueueName

If you need a queue URL that was created using a different account, you can pass the 
account ID in the request:

>aws sqs get-queue-url --queue-name Chapter3SQSQueueName --queue-owner-aws-
account-id 1234567890

Replace the 1234567890 with an actual AWS account ID using the queue that was 
created. Make sure the queue has been granted the necessary permission to access it.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/get-queue-url.html.

add-permission
This command provides access to the queue. By default, the queue owner has all controls 
to a queue. If different users need to access the queue, permission must be provided to 
them.

>aws sqs add-permission --queue-url https://us-west-2.queue.
amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label 
Chapter3SQSPermission --aws-account-ids YOUR_AWS_ACCOUNT_ID --actions 
"SendMessage" "ReceiveMessage" "DeleteMessage" "ChangeMessageVisibility" 
"GetQueueAttributes" "GetQueueUrl"

http://docs.amazonaws.cn/cli/latest/reference/sqs/create-queue.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/create-queue.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/get-queue-url.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/get-queue-url.html
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You can provide a list of account IDs and different queue actions to grant access. 
There won’t be any output for this request. To provide all actions available, you can also 
provide "*":

>aws sqs add-permission --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label Chapter3SQSAllPermission 
--aws-account-ids YOUR_AWS_ACCOUNT_ID --actions "*"

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/add-permission.html.

remove-permission
This command will remove the permission from the queue based on the label provided in 
the request:

>aws sqs remove-permission --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --label Chapter3SQSPermission

There won’t be any output for this request. The “get-queue-attributes” section shows 
how to get the list of permissions.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/remove-permission.html.

http://docs.amazonaws.cn/cli/latest/reference/sqs/add-permission.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/add-permission.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/remove-permission.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/remove-permission.html
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set-queue-attributes
The set-queue-attributes command sets the queue attributes values. You can provide 
attributes either in key value form separated by a comma (,) or in a JSON format:

>aws sqs set-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attributes DelaySeconds=0,Max
imumMessageSize=262144,MessageRetentionPeriod=1209600

When queue attributes are changed, it takes 60 seconds to go into effect. The 
MessageRetentionPeriod attribute may take 15 minutes to go into effect:

>aws sqs set-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attributes file://C:/Users/
Dell/set-queue-attributes.json

File:set-queue-attributes.json

{
    "DelaySeconds": "0",
    "MaximumMessageSize": "262144",
    "MessageRetentionPeriod": "1209600",
    "ReceiveMessageWaitTimeSeconds": "0",
    "VisibilityTimeout": "30",
    "Policy": "{\"Version\": \"2012-10-17\", \"Id\":
                 \"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_

ID:Chapter3SQSQueueName/SQSDefaultPolicy\",
                 \"Statement\": [{\"Sid\": \"Sid1465389499769\",\"Effect\": 

\"Allow\",\"Principal\": \"*\",\"Action\":\"SQS:*\",
                 \"Resource\": \"arn:aws:sqs:us-west-2:YOUR_AWS_ACCOUNT_

ID:Chapter3SQSQueueName\"}]}",
      "RedrivePolicy": "{\"maxReceiveCount\":\"10\",
                         \"deadLetterTargetArn\":\"arn:aws:sqs: 

us-west-2:YOUR_AWS_ACCOUNT_ID:Chapter3SQSDeadLetter
Queue\"}"

}

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/set-queue-attributes.html.

http://docs.amazonaws.cn/cli/latest/reference/sqs/set-queue-attributes.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/set-queue-attributes.html
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get-queue-attributes
The get-queue-attributes command provides the queue attributes:

>aws sqs get-queue-attributes --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attribute-names All

To only get specific attributes, you can pass the attribute name in the request:

>aws sqs get-queue-attributes --queue-url https://us-west-2.queue.
amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --attribute-
names "DelaySeconds" "MaximumMessageSize" "MessageRetentionPeriod" 
"ReceiveMessageWaitTimeSeconds" "VisibilityTimeout"

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/get-queue-attributes.html.

list-queues
The list-queues command provides the list of all queues available:

>aws sqs list-queues

http://docs.amazonaws.cn/cli/latest/reference/sqs/get-queue-attributes.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/get-queue-attributes.html
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The maximum number of queues returned is 1000. If you want to search a queue 
based on the prefix, use the following command:

>aws sqs list-queues --queue-name-prefix Chapter3SQSDead

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/list-queues.html.

list-dead-letter-source-queues
This command provides a list of source queues whose RedrivePolicy has been configured 
with this dead letter queue:

>aws sqs list-dead-letter-source-queues --queue-url https://us-west-2.queue.
amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSDeadLetterQueue

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/list-dead-letter-source-queues.html.

send-message
This will send message to a queue.

>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!"

Figure 3-30. List Dead Letter Source Queues

http://docs.amazonaws.cn/cli/latest/reference/sqs/list-queues.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/list-queues.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/list-dead-letter-source-queues.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/list-dead-letter-source-queues.html
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You can also delay the message by n seconds by using --delay-seconds parameter as:

>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!" 
--delay-seconds 10

 ■ Note  this delay second parameter won’t be applicable on FiFo queue types. to apply 
delay, you need to configure it at queue level instead of at a message level.

You can also add attributes having different data type while sending messages:

>aws sqs send-message --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --message-body "Hello AWS SQS!!!" 
--message-attributes file://C:/Users/Dell/send-message-attributes.json

File: send-message-attributes.json

{
    "Chapter": {
            "DataType": "String",
            "StringValue": "2"
    },
    "Environment": {
            "DataType": "Binary",
            "BinaryValue": "Production!"
    }
}

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/send-message.html.

http://docs.amazonaws.cn/cli/latest/reference/sqs/send-message.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/send-message.html
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send-message-batch
This command enables sending messages in batches. The maximum number of messages 
that can be sent is 10 messages per batch:

>aws sqs send-message-batch --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries file://C:/Users/Dell/
send-message-batch.json

File: send-message-batch.json

[{
        "Id": "Message-1",
        "MessageBody": "Hello AWS SQS 1!!!",
        "DelaySeconds": 10
}, {
        "Id": "Message-2",
        "MessageBody": "Hello AWS SQS 2!!!",
        "DelaySeconds": 10,
        "MessageAttributes": {
                "Chapter": {
                        "DataType": "String",
                        "StringValue": "2"
                },
                "Environment": {
                        "DataType": "Binary",
                        "BinaryValue": "Production!"
                }
        }
}]

You can also pass message lists inline. Different messages are separated by a space, 
and each message has several properties such as Id, MessageBody, DelaySeconds, and 
MessageAttributes:

>aws sqs send-message-batch --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries Id=Message-1,MessageBody= 
"Hello AWS SQS 1!!!",DelaySeconds=10 Id=Message-2,MessageBody="Hello AWS SQS 
2!!!",DelaySeconds=10,MessageAttributes={Chapter={StringValue=2,DataType=String},
Environment={StringValue="Production!",DataType=String}
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/send-message-batch.html.

receive-message
This command receives messages from a queue. The maximum number of messages that 
can be received per request is 10 and the maximum number of default messages is 1:

>aws sqs receive-message --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --max-number-of-messages 10 
--visibility-timeout 20 --wait-time-seconds 10

The visibility timeout parameter hides the message for a number of seconds 
specified by other requests. The wait-time seconds parameter waits for the specified time 
to receive messages from the queue.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/receive-message.html.

http://docs.amazonaws.cn/cli/latest/reference/sqs/send-message-batch.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/send-message-batch.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/receive-message.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/receive-message.html
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delete-message
This command deletes messages from the queue. You need to pass the receipt handle of 
the message received:

>aws sqs delete-message --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --receipt-handle 
AQEBwhE5t0xyrwLaCBMQv......gWPXyqsAFV+A==

There won’t be any output for this request.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/delete-message.html.

delete-message-batch
The delete-message-batch command deletes the messages in a batch of 10 messages. 
Each deleted message will have a response in output:

>aws sqs delete-message-batch --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries Id=082e80fe-a0e8-
41f4-89cc-f54cbcf7b91c,ReceiptHandle=AQEBxXGsIlusZ.....C3bX6gSDQ==

You can also pass the entries in JSON format:

>aws sqs delete-message-batch --queue-url https://us-west-2.queue.amazonaws.
com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries file://C:/Users/Dell/
delete-message-batch.json

http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-message.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-message.html
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File: delete-message-batch.json

[{
        "Id": "082e80fe-a0e8-41f4-89cc-f54cbcf7b91c",
        "ReceiptHandle": "AQEBxXGsIlusZ........+C3bX6gSDQ=="
},
{
        "Id": "1234-a0e8-41f4-89cc-f54cbcf7b91c",
        "ReceiptHandle": "123aasdasda........+C3bX6gSDQ=="
}]

In the previous command, we provided one valid and one invalid message ID 
and receipt handle in JSON file, so in output we received one successful and one failed 
message.

 ■ Note  For more parameters in detail refer: http://docs.amazonaws.cn/cli/latest/
reference/sqs/delete-message-batch.html.

change-message-visibility
This command will change the message’s visibility timeout for a specified number of 
seconds. The maximum timeout you can configure is 0 to 43,200 seconds (that is, 12 
hours).

>aws sqs change-message-visibility --queue-url https://us-west-2.queue.
amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --receipt-handle 
AQEBIvyCtihBCvEBNdhd........zYgGHQ4ytgoM7aDqXTdQjkkywA== --visibility-
timeout 12000

http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-message-batch.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-message-batch.html


Chapter 3 ■ hands-on simple Queue serviCe (sQs)

123

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/change-message-visibility.html.

change-message-visibility-batch
The change-message-visibility-batch command changes the message’s visibility in a 
batch of 10 messages. Each change visibility message will have a response in output:

>aws sqs change-message-visibility-batch --queue-url https://us-west-2.
queue.amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries 
Id=c7f18324-8d89-4030-a7ef-18cfac9dbdf4,ReceiptHandle=AQEBIvyCtihBCvE
BN......../zYgGHQ4ytgoM7aDqXTdQjkkywA==,VisibilityTimeout=12000 Id=39af20fb-
a99a-43d9-8e38-f25a3d898522,ReceiptHandle=AQEBFQ4u9w6k0Syd7WzAn........+Inyn
JzPv42ykT0nmgvfQ==,VisibilityTimeout=12000

You can also pass the entries in JSON format:

>aws sqs change-message-visibility-batch --queue-url https://us-west-2.
queue.amazonaws.com/YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName --entries 
file://C:/Users/Dell/change-message-visibility-batch.json

File: change-message-visibility-batch.json

[{
        "Id": "c7f18324-8d89-4030-a7ef-18cfac9dbdf4",
        "ReceiptHandle": "AQEBIvyCtihBCvEB........4ytgoM7aDqXTdQjkkywA==",
        "VisibilityTimeout": 12000
}, {
        "Id": "39af20fb-a99a-43d9-8e38-f25a3d898522",
        "ReceiptHandle": "AQEBFQ4u9w6k0V7........InynJzPv42ykT0nmgvfQ==",
        "VisibilityTimeout": 12000
}]

http://docs.amazonaws.cn/cli/latest/reference/sqs/change-message-visibility.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/change-message-visibility.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/change-message-visibility-batch.html.

purge-queue
This command deletes all the messages available in the queue. Once messages are 
deleted, they can’t be recalled back. The delete process may take 60 seconds:

>aws sqs purge-queue --queue-urlhttps://us-west-2.queue.amazonaws.com/YOUR_
AWS_ACCOUNT_ID/Chapter3SQSQueueName

There won’t be any output for this request.

 ■ Note For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/purge-queue.html.

delete-queue
The delete-queue command deletes the queue whether the queue contains messages or 
not. You can’t recall messages after they have been deleted. The delete process may take 
60 seconds.

>aws sqs delete-queue --queue-url https://us-west-2.queue.amazonaws.com/
YOUR_AWS_ACCOUNT_ID/Chapter3SQSQueueName

http://docs.amazonaws.cn/cli/latest/reference/sqs/change-message-visibility-batch.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/change-message-visibility-batch.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/purge-queue.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/purge-queue.html
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There won’t be any output for this request.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/sqs/delete-queue.html.

Using AWS SDK—Java
In this section, I will discuss how to use AWS Java SDK to manage AWS SQS. First, you will 
need to create AmazonSQSClient.

To create AmazonSQSClient, you first need to create the AWSCredentials 
using either of the credential provider mechanisms. In our case, we will use 
ProfileCredentialsProvider:

AWSCredentials credentials =
    new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonSQS amazonSQSClient = new AmazonSQSClient(credentials);

This will load the sunilgulabani profile’s access key and secret key via the 
credentials file.

Create Queue
To create a queue using SDK, call the createQueue method of AmazonSQSClient:

private static final String DEAD_LETTER_QUEUE_NAME =
    "Chapter3SQSDeadLetterQueue";

createQueue(DEAD_LETTER_QUEUE_NAME);

public String createQueue(String queueName) {
    CreateQueueRequest request = new CreateQueueRequest(queueName);

    CreateQueueResult response = amazonSQSClient.createQueue(request);

    return response.getQueueUrl();
}

http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-queue.html
http://docs.amazonaws.cn/cli/latest/reference/sqs/delete-queue.html
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In response, you will get "queueUrl".

Create Queue with Attributes
To create a queue with attributes, add the attributes using CreateQueueRequest’s 
addAttributesEntry method:

private static final String QUEUE_NAME = "Chapter3SQSQueueName";

createQueueWithAttributes(QUEUE_NAME);

public String createQueueWithAttributes(String queueName) {
    String queueNameTargetARN = "arn:aws:sqs:" + region.getName() + ":" +
                                        awsUserAccountId + ":" + queueName;

     Stri ng queueNameDefaultPolicyId =  
queueNameTargetARN + "/SQSDefaultPolicy";

    CreateQueueRequest request = new CreateQueueRequest(queueName);

    request.addAttributesEntry("DelaySeconds", "0");

    request.addAttributesEntry("MaximumMessageSize", "262144");

    request.addAttributesEntry("MessageRetentionPeriod", "1209600");

    request.addAttributesEntry("ReceiveMessageWaitTimeSeconds", "0");

    request.addAttributesEntry("VisibilityTimeout", "30");

    request.addAttributesEntry("Policy", "{" +
                          "\"Version\": \"2012-10-17\"," +
                          "\"Id\": \"" + queueNameDefaultPolicyId + "\"," +
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                          "\"Statement\": [" +
                          " {" +
                          " \"Sid\": \"Sid1465389499769\"," +
                          " \"Effect\": \"Allow\"," +
                          " \"Principal\": \"*\"," +
                          " \"Action\": \"SQS:*\"," +
                          " \"Resource\": \"" + queueNameTargetARN + "\"" +
                          " }" +
                          "]}");

    CreateQueueResult response = amazonSQSClient.createQueue(request);

    return response.getQueueUrl();
}

In response, you will get "queueUrl".

Get Queue URL
To get the queue URL, use the getQueueUrl method of AmazonSQSClient:

getQueueUrl(QUEUE_NAME);

public String getQueueUrl(String queueName) {

    GetQueueUrlResult response = amazonSQSClient.getQueueUrl(queueName);

    return response.getQueueUrl();
}
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In response, you will get "queueUrl".

Add Permissions
To add permissions, use the addPermission method of AmazonSQSClient:

addPermission(queueUrl);

public void addPermission(String queueUrl) {

    AddPermissionRequest request = new AddPermissionRequest();

    request.setQueueUrl(queueUrl);

    request.setActions(getActions());

    request.setAWSAccountIds(getAWSAccountIds());

    request.setLabel("Chapter3SQSPermission");

    AddPermissionResult response = amazonSQSClient.addPermission(request);

}

private List<String> getAWSAccountIds() {
    List<String> awsAccountIdsList = new ArrayList<String>();

    awsAccountIdsList.add(awsUserAccountId);

    return awsAccountIdsList;
}

private List<String> getActions() {
    List<String> actionsList = new ArrayList<String>();
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    //  actionsList.add("*");
        actionsList.add("SendMessage");
        actionsList.add("ReceiveMessage");
        actionsList.add("DeleteMessage");
        actionsList.add("ChangeMessageVisibility");
        actionsList.add("GetQueueAttributes");
        actionsList.add("GetQueueUrl");

    return actionsList;
}

Along with the queue URL, you also need to provide a permission label name 
(AWS User ID) to whomever you want to assign permissions as well as what actions 
(permissions) you need to assign. These will be added to the AddPermissionRequest 
object:

There won’t be any parameter in response specific to adding permission apart from 
httpStatusCode, which will be used to identify whether the request was successful or not.

Remove Permissions
To remove permissions from the queue, you need the label name of permission, which 
is assigned on queue. To remove permissions, use the removePermission method of 
AmazonSQSClient:

removePermission(queueUrl);

public void removePermission(String queueUrl) {

    RemovePermissionRequest request =
        new RemovePermissionRequest(queueUrl, "Chapter3SQSPermission");
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    RemovePermissionResult response =
        amazonSQSClient.removePermission(request);
}

There won’t be any parameters in response specific to removing permissions apart 
from httpStatusCode, which will be used to identify whether the request was successful 
or not.

Set Queue Attributes
To set queue attributes, you need to create queue attributes first, which will be in the form 
of a key-value pair. Using the setQueueAttributes method of AmazonSQSClient, set the 
queue attributes:

setQueueAttributes(queueUrl, DEAD_LETTER_QUEUE_NAME);

public void setQueueAttributes(String queueUrl, String deadLetterQueueName) {
    SetQueueAttributesRequest request = new SetQueueAttributesRequest(
                                        queueUrl,
                                        createQueueAttributes(
                                            getNameFromUrl(queueUrl),
                                            deadLetterQueueName));

    SetQueueAttributesResult response =
        amazonSQSClient.setQueueAttributes(request);
}
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private Map<String, String> createQueueAttributes(
                            String queueName, String deadLetterQueueName) {

    Map<String, String> attributes = new HashMap<String, String>();

    String queueNameTargetARN = "arn:aws:sqs:" + region.getName() + ":" +
                                        awsUserAccountId + ":" + queueName;

    Stri ng queueNameDefaultPolicyId =  
queueNameTargetARN + "/SQSDefaultPolicy";

    String deadLetterTargetARN = "arn:aws:sqs:" + region.getName() + ":" +
                                awsUserAccountId + ":" + deadLetterQueueName;

    attributes.put("DelaySeconds", "0");

    attributes.put("MaximumMessageSize", "262144");

    attributes.put("MessageRetentionPeriod", "1209600");

    attributes.put("ReceiveMessageWaitTimeSeconds", "0");

    attributes.put("VisibilityTimeout", "30");

    attributes.put("Policy", "{" +
                         "\"Version\": \"2012-10-17\"," +
                         "\"Id\": \"" + queueNameDefaultPolicyId + "\"," +
                         "\"Statement\": [" +
                         " {" +
                         " \"Sid\": \"Sid1465389499769\"," +
                         " \"Effect\": \"Allow\"," +
                         " \"Principal\": \"*\"," +
                         " \"Action\": \"SQS:*\"," +
                         " \"Resource\": \"" + queueNameTargetARN + "\"" +
                         " }" +
                         "]}");

    attributes.put("RedrivePolicy",
            "{\"maxReceiveCount\":\"10\", \"deadLetterTargetArn\":\"" +
            deadLetterTargetARN + "\"}");

    return attributes;
}
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There won’t be any parameters in response specific to setting queue attributes apart from 
httpStatusCode, which will be used to identify whether the request was successful or not.

Get Queue Attributes
To get the queue attributes, you need to provide the attributes you need in return for the 
specific queueUrl using the getQueueAttributes method:

getQueueAttributes(queueUrl);

public void getQueueAttributes(String queueUrl) {
    GetQueueAttributesRequest request = new GetQueueAttributesRequest();

    request.setQueueUrl(queueUrl);

    request.setAttributeNames(getAttributeNames());

    GetQueueAttributesResult response =
        amazonSQSClient.getQueueAttributes(request);
}

private List<String> getAttributeNames() {
    List<String> attributeNames = new ArrayList<String>();

    attributeNames.add("DelaySeconds");

    attributeNames.add("MaximumMessageSize");

    attributeNames.add("MessageRetentionPeriod");

    attributeNames.add("ReceiveMessageWaitTimeSeconds");

    attributeNames.add("VisibilityTimeout");
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    attributeNames.add("Policy");

    return attributeNames;
}

In response, you can see that under "attributes", all requested attributes values are 
returned.

List Queues
To list all queues, use the listQueues method:

listQueues();

public void listQueues() {

    ListQueuesResult response = amazonSQSClient.listQueues();

}
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In response, you can see the queueUrls of all the queues available to the current user.

List Dead Letter Source Queues
To get a list of the dead letter’s source queues that are assigned, use the 
listDeadLetterSourceQueues method:

listDeadLetterSourceQueues(deadLetterQueueUrl);

public void listDeadLetterSourceQueues(String queueUrl) {

    ListDeadLetterSourceQueuesRequest request =
        new ListDeadLetterSourceQueuesRequest();

    request.setQueueUrl(queueUrl);

    ListDeadLetterSourceQueuesResult response =
        amazonSQSClient.listDeadLetterSourceQueues(request);
}

In response, you can see the queueUrls of source queues that have this requested 
dead letter queue.

Send Message
To send a message, use the sendMessage method:
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private static final String MESSAGE_BODY = "Hello AWS SQS!!!";

sendMessage(queueUrl, MESSAGE_BODY);

public void sendMessage(String queueUrl, String body) {

    SendMessageRequest request = new SendMessageRequest(queueUrl, body);

    SendMessageResult response = amazonSQSClient.sendMessage(request);
}

In response, the "mD5OfMessageBody" and "messageId" parameters are received.

Send Message with Add Message Attributes
To send a message with message attributes, you need to add message attributes along 
with key, value, and the value’s datatype to the request and then call the sendMessage 
method:

sendMessageWithAddMessageAttributes(queueUrl, MESSAGE_BODY);

public void sendMessageWithAddMessageAttributes(String queueUrl, String body) {
    SendMessageRequest request = new SendMessageRequest(queueUrl, body);

    for(int i = 0 ; i < 5 ; i++) {
        request.addMessageAttributesEntry(
                              "Key-" + i,
                              createMessageAttributeValue("Value-" + i));
    }



Chapter 3 ■ hands-on simple Queue serviCe (sQs)

136

    SendMessageResult response = amazonSQSClient.sendMessage(request);
}

private MessageAttributeValue createMessageAttributeValue(String value) {

    Mess ageAttributeValue messageAttributeValue =  
new MessageAttributeValue();

    messageAttributeValue.setStringValue(value);

    messageAttributeValue.setDataType("String");

    return messageAttributeValue;
}

For example we used a loop that will create 5 messsage attributes. This is just to 
demonstrate the adding of message attributes.

In response, the "mD5OfMessageBody", "mD5OfMessageAttributes", and 
"messageId" parameters are received.

Send Message with Set Message Attributes
In addition to adding message attributes, you can also use the setMessageAttributes 
method of the SendMessageRequest object. To set message attributes, you need to create 
Map<String, MessageAttributeValue>:
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sendMessageWithSetMessageAttributes(queueUrl, MESSAGE_BODY);

public void sendMessageWithSetMessageAttributes(String queueUrl, String body) {
    SendMessageRequest request = new SendMessageRequest(queueUrl, body);

    request.setMessageAttributes(createMessageAttributeValuesMap());

    SendMessageResult response = amazonSQSClient.sendMessage(request);
}

private Map<String, MessageAttributeValue> createMessageAttributeValuesMap() {
    Map<String, MessageAttributeValue> messageAttributeValuesMap =
        new HashMap<String, MessageAttributeValue>();

    for(int i = 0 ; i < 5 ; i++) {
        messageAttributeValuesMap.put(
                              "Key-" + i,
                              createMessageAttributeValue("Value-" + i));
    }

    return messageAttributeValuesMap;
}

In response, "mD5OfMessageBody", "mD5OfMessageAttributes", and "messageId" 
parameters are received.
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Send Message with Timer
To send a message with a delay, use the setDelaySeconds method:

sendMessageWithTimer(queueUrl, MESSAGE_BODY);

public void sendMessageWithTimer(String queueUrl, String body) {

    SendMessageRequest request = new SendMessageRequest(queueUrl, body);

    request.setDelaySeconds(30);

    SendMessageResult response = amazonSQSClient.sendMessage(request);
}

In response, "mD5OfMessageBody" and "messageId" parameters are received.

Send Message Batch
To send messages in batches, use the sendMessageBatch method:

sendMessageBatch(queueUrl, MESSAGE_BODY);

public void sendMessageBatch(String queueUrl, String body) {
    SendMessageBatchRequest request = new SendMessageBatchRequest(queueUrl);
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    request.setEntries(createSendMessageBatchRequestEntry(body));

    SendMessageBatchResult response =
        amazonSQSClient.sendMessageBatch(request);
}

private List<SendMessageBatchRequestEntry> 
    createSendMessageBatchRequestEntry(String body) {

    List<SendMessageBatchRequestEntry> entries =
        new ArrayList<SendMessageBatchRequestEntry>();

    SendMessageBatchRequestEntry sendMessageBatchRequestEntry;

    for(int i = 0; i < 5; i++) {
        sendMessageBatchRequestEntry = new SendMessageBatchRequestEntry();

        sendMessageBatchRequestEntry.setId(UUID.randomUUID().toString());

        sendMessageBatchRequestEntry.setMessageBody(body + "-" + i);

    //  sendMessageBatchRequestEntry.setDelaySeconds(30);

        entries.add(sendMessageBatchRequestEntry);
    }

    return entries;
}

By doing this, you will have created SendMessageBatchRequestEntry in a loop of 5 to 
demonstrate adding sample messages:
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In response, you have received an individual message’s response parameters.

Receive Message with Acknowledgement
You need to acknowledge (delete) the messages to queue that the consumer has 
successfully received it. To do this, first receive the messages:

receiveMessageWithAck(queueUrl);

public void receiveMessageWithAck(String queueUrl) {
    List<Message> messages = receiveMessage(queueUrl, "receiveMessageWithAck");
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    for (Message message : messages) {
        acknowledgeMessageReceivedToQueue(message, queueUrl);
    }
}

private List<Message> receiveMessage(String queueUrl, String operationType) {
    ReceiveMessageRequest request = new ReceiveMessageRequest(queueUrl);

    request.withMaxNumberOfMessages(10);

    ReceiveMessageResult response = amazonSQSClient.receiveMessage(request);

    return response.getMessages();
}

private void acknowledgeMessageReceivedToQueue(Message message,
                                                          String queueUrl) {
    String receiptHandle = message.getReceiptHandle();

    DeleteMessageRequest deleteMessageRequest =
        new DeleteMessageRequest(queueUrl, receiptHandle);

    DeleteMessageResult response =
        amazonSQSClient.deleteMessage(deleteMessageRequest);
}
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Once the messages are received, you will iterate over the messages and invoke the 
deleteMessage method that has the message’s receiptHandle parameter:

There won’t be any parameters in response specific to deleting message apart 
from "httpStatusCode", which will be used to identify whether the request was 
successful or not.

Receive Message with Change Visibility
To change the visibility of received messages, first retrieve the messages from the queue 
and then invoke the changeMessageVisibility method:

receiveMessageWithChangeVisibility(queueUrl);

public void receiveMessageWithChangeVisibility(String queueUrl) {
    List<Message> messages =
        receiveMessage(queueUrl, "receiveMessageWithChangeVisibility");

    for (Message message : messages) {
        changeMessageVisibility(queueUrl, message.getReceiptHandle(), 10);
    }
}

private void changeMessageVisibility(String queueUrl, String receiptHandle,
                                                Integer visibilityTimeout) {
    ChangeMessageVisibilityRequest request =
                                        new ChangeMessageVisibilityRequest(
                                            queueUrl,
                                            receiptHandle,
                                            visibilityTimeout);
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    ChangeMessageVisibilityResult response =
        amazonSQSClient.changeMessageVisibility(request);
}

Once the messages are received, you will iterate over them and invoke the 
changeMessageVisibility method by passing the message’s recieptHandle parameters.

There won’t be any parameters in response specific to changing a message visibility 
apart from "httpStatusCode", which will be used to identify whether the request was 
successful or not.
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Receive Message with Change Visibility Batch
To change the visibility in the batch of received messages, you will first retrieve the 
messages from the queue and then invoke the changeMessageVisibilityBatch method:

receiveMessageWithChangeVisibilityBatch(queueUrl);

public void receiveMessageWithChangeVisibilityBatch(String queueUrl) {
    List<Message> messages = receiveMessage(
                                queueUrl,
                                "receiveMessageWithChangeVisibilityBatch");

    changeMessageVisibilityBatch(queueUrl, messages);
}

private void changeMessageVisibilityBatch(String queueUrl,
                                                  List<Message> messages) {
    ChangeMessageVisibilityBatchRequest request =
        new ChangeMessageVisibilityBatchRequest();

    request.setQueueUrl(queueUrl);

    List<ChangeMessageVisibilityBatchRequestEntry> entries =
        new ArrayList<ChangeMessageVisibilityBatchRequestEntry>();

    ChangeMessageVisibilityBatchRequestEntry entry;

    for(Message message: messages) {
        entry = new ChangeMessageVisibilityBatchRequestEntry(
                                            UUID.randomUUID().toString(),
                                            message.getReceiptHandle());

        entry.setVisibilityTimeout(10);

        entries.add(entry);
    }

    request.setEntries(entries);

    ChangeMessageVisibilityBatchResult response =
        amazonSQSClient.changeMessageVisibilityBatch(request);
}
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In response, you can see the messages are received with "messageId", 
"receiptHandle", "mD5OfBody", "body", and "messageAttributes" parameters.

In response, you can see that the change visibility status for each message is provided.
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Purge Queue
To purge the queue, use the purgeQueue method:

purgeQueue(queueUrl);

public void purgeQueue(String queueUrl) {

    PurgeQueueRequest request = new PurgeQueueRequest(queueUrl);

    PurgeQueueResult response = amazonSQSClient.purgeQueue(request);
}

There won’t be any parameters in response specific to purging the queue apart 
from "httpStatusCode", which will be used to identify whether the request was 
successful or not.

Delete Queue
To delete a queue, use the deleteQueue method:

deleteQueue(queueUrl);

public void deleteQueue(String queueUrl) {
    DeleteQueueRequest request = new DeleteQueueRequest(queueUrl);

    DeleteQueueResult response = amazonSQSClient.deleteQueue(request);

}
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There won’t be any parameters in response specific to deleting the queue apart from 
"httpStatusCode", which will be used to identify whether the request was successful or not.

Monitor Using CloudWatch
CloudWatch allows monitoring the SQS using different metrics. It will trigger an 
alarm when a threshold is exceeded on specific metrics. The following steps, shown in 
Figure 3-31, can be used to create an alarm:

 1. Go to the CloudWatch Management Console and click the 
Alarms button.

Figure 3-31. CloudWatch Alarm
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Figure 3-32. Create Alarm screen

Click the Create Alarm button.

The Create Alarm screen, which is shown in Figure 3-32, will 
be displayed where you will do the next two steps:

•	 Select metric

•	 Define alarm

 2. First, select the metric for SQS. Click the Browse Metrics 
button and select SQS in the drop-down list, as shown in 
Figure 3-33.
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You can see all the metrics that can be configured on SQS in Figure 3-34. 

Figure 3-33. Browse Metrics screen

Figure 3-34. SQS Metric Listing screen
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 5. You will also define actions to trigger notification when the 
alarm state is “ALARM.” To configure the action, select the value 
Send notification to: or create a new notification by clicking the 
New List button. Enter the topic name and the e-mail address 
where notifications need to be sent. (See Figure 3-37.)

 3. For our case, select ApproximateNumberOfMessagesVisible 
metrics. Then click the Next button. (See Figure 3-35.)

 4. Define the alarm settings by providing a name, description, 
and threshold values on the defined alarm. You will use 
“greater than” or “equal to” operations on messages being 
visible. (See Figure 3-36.)

Figure 3-35. SQS metric selected

Figure 3-36. Define alarm
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 6. Click the Create Alarm button, as shown in Figure 3-38.

Figure 3-37. Define actions

Figure 3-38. Create Alarm screen
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 7. If you have added a new e-mail that is not subscribed to SNS, 
you will be asked to confirm the e-mail address by opening 
the link sent to that address. (See Figure 3-39.)

 8. Once you confirm the subscription, as shown in Figure 3-40), 
you will be able to get e-mails when alarm is triggered.

You can see that alarm has been created in Figure 3-41.

Figure 3-39. Confirm new e-mail address

Figure 3-40. Confirm new e-mail address

Figure 3-41. Alarm listing
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 9. To test that the alarm has been generated, add 20 messages to 
the queue. (See Figure 3-42.)

 10. You can see that alarm state has changed to “ALARM” in 
Figure 3-43.

Figure 3-42. Queue listing

Figure 3-43. Alarm generated
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 11. The e-mail has also been triggered, as shown in Figure 3-44.

 12. After the messages are read and deleted from the queue, the 
alarm state will go back to “OK,” as shown in Figure 3-45.

Figure 3-44. Alarm e-mail



Chapter 3 ■ hands-on simple Queue serviCe (sQs)

155

Summary
In this chapter, I have demonstrated how to create a queue and configure the queue 
attributes using AWS Management Console, AWS CLI, and AWS Java SDK. I have also 
explained how to authorize the queue to grant access to a specific AWS Account ID so that 
users can access the queue. Lastly, I discussed how to configure a CloudWatch alarm in 
your queue, which is invoked once the threshold value has been crossed.

In Chapter 4, I will explain how to create and configure Kinesis Streams and how to 
implement producer and consumer applications.

Figure 3-45. Alarm state “OK”

http://dx.doi.org/10.1007/978-1-4842-2841-8_4
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CHAPTER 4

Hands-on Kinesis

Amazon Kinesis is used for data streaming. It can handle heavy loads and provide 
performance in real-time processing. Kinesis data can be offloaded to Amazon S3 for 
future look-up on data. Amazon Kinesis captures data records using streams, delivers 
data records to other AWS services using Firehose, and can analyze captured data using 
Kinesis analytics.

In this chapter, I will cover the following topics:

•	 Introduction to AWS Kinesis Stream and Firehose

•	 Features

•	 Using AWS Management Console

•	 Using AWS CLI

•	 Using AWS SDK—Java

•	 Monitoring Using CloudWatch

Introduction to AWS Kinesis Stream and Firehose
AWS Kinesis Stream is a stream of data records used for real-time data transfer. AWS Kinesis 
Stream follows the pattern of producer and consumer to push and read data respectively from 
streams. Kinesis Stream can be used to process and aggregate data by integrating different 
AWS resources such as S3, Redshift, Elastic Search, and so on. For example, to analyze the call 
data records of telecommunication network, which are enormous records, the processing 
needs to be in real time. Whenever call data records are generated, applications will push 
data to Kinesis Stream, and the consumer application will read data from the stream and 
process it. This generates reports and billing for specific call data records. Simultaneously, 
Kinesis Stream also invokes events to store raw data to S3 as per configuration. This makes it 
possible for an application to serve high throughput, reliability, and durability.

AWS Kinesis Firehose is a delivery system for Kinesis stream. You don’t need a 
separate application for AWS Kinesis Firehose; it is the configuration-based mechanism 
that triggers events to deliver data records when Kinesis receives data records. You can 
also transform this data before pushing it to other resources. With this, you can integrate 
several AWS resources such as Simple Storage Services (S3), Redshift, Elastic Search (ES), 
and so on. In this chapter, I will focus on the Amazon Kinesis Stream.
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Features
Following are the main features of Kinesis Stream:

Real-Time Data Streaming and Processing
Kinesis provides real-time data streaming. Producer applications can add data records 
to the stream and consumers can read the data after it is added. Data streaming between 
the producer, who is adding records, and the consumer, who is reading the record, is less 
than one second.

Durability and Elasticity
Kinesis Stream provides high availability and durability of the data stream. This ensures 
that data is not lost and real-time complex processing can be achieved. Kinesis Stream 
can scale based on the traffic flow of data records.

Managed Service
Kinesis is a fully AWS-managed service. You don’t need to look after the Kinesis 
infrastructure to manage it; you just need to configure Kinesis Streams during its creation.

Concurrent Consumers
AWS Kinesis doesn’t restrict the consumer applications to read data records. Multiple 
consumer applications can read the same record and process it. For example, you can 
achieve two tasks on data records—store raw data on S3 and process data records. You 
can have two consumer applications where one application will store raw data to S3 and 
the second application will process the data. In addition to this, you can also use Kinesis 
Client Library (KCL) to have multiple consumer workers to process data records.

Using AWS Management Console
AWS Management Console can be used to manage Kinesis Streams. It provides an easy 
way to configure Kinesis Streams. The following section shows how to configure Kinesis 
Streams.

Create Streams
Streams are an important part of Kinesis. Streams have the capability to capture data 
records. Streams follow the publisher and subscriber model. The following steps will lead 
to the creation of Kinesis Streams:

 1. Sign in to the AWS console and click Kinesis under All 
Services ➤ Analytics category, as shown in Figure 4-1.
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This will take you to the Kinesis screen, as shown in Figure 4-2, where you can see 
three different types of services:

•	 Amazon Kinesis Firehose

•	 Amazon Kinesis Analytics

•	 Amazon Kinesis Streams

Figure 4-1. AWS Management Console—Kinesis
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 2. In this chapter, we will focus on Amazon Kinesis Streams. 
Click the Go to Streams button.

 3. Here you can see the already-created streams. Otherwise, if 
no streams have been created, you will see the Create Stream 
button and click it, as shown in Figure 4-3.

 4. Next, you will be filling up the stream name and shard count 
for creating a new stream, as shown in Figure 4-4.

Figure 4-2. Amazon Kinesis screen

Figure 4-3. Amazon Kinesis Stream screen
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 ■ Note  shards are created under a stream, which are uniquely identified as group of 
data records. You can have multiple shards under a stream, which will help to distribute load 
on shards.

 5. Using the Estimate the number of shards you’ll need link, you 
can predict how many shards you will need based on record 
size, records written per second, and number of consumer 
applications that will subscribe to stream. (See Figure 4-5.)

Figure 4-4. Create Kinesis Stream screen
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 6. Once all the details are filled in, click the Create stream 
button. You can see that stream has been created in Figure 4-6.

Edit Shards
At times, you will want to scale up or scale down the Kinesis shards because of data traffic 
that is going on in the Kinesis Stream. If this is the case, you need to increase or decrease 
the shard count.

 1. To edit the shard count, click the Kinesis Stream or select 
the Kinesis Stream and click the Actions ➤ Details menu, as 
shown in Figure 4-7.

Figure 4-6. Kinesis Stream listing

Figure 4-5. Estimate the number of shards
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 2. You will land on the Kinesis Stream’s details page, shown in 
Figure 4-8, where you can configure different parameters.

 3. To edit the shard count, click the Edit button of Shards 
section. This will enable the “Open shards” input box to 
change count. (See Figure 4-9.)

Figure 4-7. Kinesis Stream action menu

Figure 4-8. Kinesis Stream details

Figure 4-9. Edit shards



Chapter 4 ■ hands-on Kinesis

164

 4. Here you can define the number of shards between half and 
double the current number of open shards. Once you have 
finished the changes, click the Save button. Updating shard 
count takes time. (See Figure 4-10.)

 ■ Note  if there are any messages on stream that are in closed shards, they will be 
available for consumers until the retention period is completed.

Configure Data Retention Period
The data retention period defines the time for a message to be retained on stream. For 
example, if we configured 24 hours as the data retention period, the stream will keep the 
message for 24 hours so that consumer applications can read the message within the 
specified duration.

 1. To configure the data retention period for messages on 
stream, click the Edit button. (See Figure 4-11.)

 2. Change the value and click the Save button. Changes may take 
up to 30 seconds to go into effect. (See Figure 4-12.)

Figure 4-10. Edited shards successfully

Figure 4-11. Configure data retention period
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 ■ Note  the minimum and maximum data retention periods can be 24 hours and 168 
hours, respectively.

Configure Shard Level Metrics
Shard level metrics help to identify the performance of shards. Using these metrics, you 
can determine if you need resharding.

 1. By default, no shard level metrics are enabled. To enable 
the shard level metrics, click the Edit button and select the 
metrics you want to enable. (See Figure 4-13.)

 2. Once you select the metrics, click the Save button. Changes 
may take up to 70 seconds to go into effect. (See Figure 4-14.)

Figure 4-12. Configured data retention period successfully

Figure 4-13. Configure shard level metrics
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Configure Tags
Tags are logical names and values that are assigned to AWS services. Tags are used to 
aggregate AWS resources and find out costs by grouping similar tags.

 1. Click the Tags tab on the Kinesis Stream detail page, shown 
in Figure 4-15. Here you can see the tag listing, add new tags, 
edit existing tags, and remove tags.

 2. To add tags, add key and value and click the Save button.

 3. You can also edit the existing created tags by clicking the edit 
icon of each tag. (See Figure 4-16.)

Figure 4-14. Configured shard level metrics successfully

Figure 4-15. Add tags
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 4. To delete tags, click the delete (cross) icon shown for each tag. 
Clicking the delete icon will prompt users to confirm deletion. 
(See Figure 4-17.)

 5. Changes will be saved by clicking the Delete button, as shown 
in Figure 4-18.

Figure 4-16. Added tags successfully and edited tags

Figure 4-17. Delete tag confirmation
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Delete Stream
The delete stream command deletes the stream permanently. Data records that are 
present on Kinesis Stream are removed and can’t be recovered once deleted.

 1. To delete a stream, first select the Kinesis Stream from the 
Kinesis Stream listing page and then select the Actions ➤ 
Delete menu or go to the detail page of the Kinesis Stream and 
then click the Delete Stream button, as shown in Figure 4-19.

 2. Click the Delete button to delete the stream. The deleting 
process may take time.

Figure 4-18. Deleted tag successfully

Figure 4-19. Delete stream confirmation
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Using AWS CLI
In Chapter 1, I explained how to install AWS CLI. In this section, I will show how to use 
AWS CLI to manage AWS Kinesis.

create-stream
To create stream using AWS CLI, you need to provide the stream name and shard count in 
a command:

>aws kinesis create-stream --stream-name "Chapter4KinesisStream"  
--shard-count 5

There won’t be any output for this request. create-stream has a limitation where it 
only supports 5 transactions per second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/create-stream.html.

describe-stream
The describe-stream command will provide details of the stream. You need to pass the 
stream name to get the details:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"

http://dx.doi.org/10.1007/978-1-4842-2841-8_1
http://docs.amazonaws.cn/cli/latest/reference/kinesis/create-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/create-stream.html
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By default, all shards details will be provided. To get a paginated response, you need 
to pass the "max-items" parameter in a request:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--max-items 1

In the output, you can see the "NextToken" parameter is returned. This means that 
you still have records to be fetched. To fetch the next set of records, pass the "NextToken" 
parameter value as "starting-token":

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--starting-token "eyJib3RvX3RydW5jYXRlX2Ftb3VudCI6IDEsICJFeGNsdXNpdm 
VTdGFydFNoYXJkSWQiOiBudWxsfQ==" --max-items 2
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The describe-stream command has a limitation in that it only supports 10 
transactions per second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/describe-stream.html.

list-streams
To list your Kinesis Streams, execute the following command:

>aws kinesis list-streams

By default, the total number of streams returned is 10. To pass the limit, you can use 
"max-items" in the request:

>aws kinesis list-streams --max-items 2

Using the "NextToken" parameter value, you can get the next set of records by 
passing a value for "starting-token" in the request:

>aws kinesis list-streams --starting-token "eyJFeGNsdXNpdmVTdGFydFN0cmVhbU5h 
bWUiOiBudWxsLCAiYm90b190cnVuY2F0ZV9hbW91bnQiOiAyfQ==" --max-items 2

http://docs.amazonaws.cn/cli/latest/reference/kinesis/describe-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/describe-stream.html
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The list-stream command has the limitation of only supporting 5 transactions per 
second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/list-streams.html.

increase-stream-retention-period
The increase-stream-retention period refers to the time period that data will be retained 
in a Kinesis Stream after adding messages to stream. You need to provide "retention-
period-hours" parameter in hours:

>aws kinesis increase-stream-retention-period --stream-name 
"Chapter4KinesisStream" --retention-period-hours 72

By default, the retention period is 24 hours. You can provide any value between 24 
hours (1 day) and 168 hours (7 days). To check if the retention period is set properly, you 
can use the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--max-items 1

http://docs.amazonaws.cn/cli/latest/reference/kinesis/list-streams.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/list-streams.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/increase-stream-retention-period.html.

decrease-stream-retention-period
This command decreases the stream-retention period for data after they are added to the 
stream:

>aws kinesis decrease-stream-retention-period --stream-name 
"Chapter4KinesisStream" --retention-period-hours 24

To check if the retention period is set properly, use the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--max-items 1

The minimum retention period you can set is 24 hours (1 day).

http://docs.amazonaws.cn/cli/latest/reference/kinesis/increase-stream-retention-period.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/increase-stream-retention-period.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/decrease-stream-retention-period.html.

enable-enhanced-monitoring
The enable-enhanced-monitoring command enables shard level metrics:

>aws kinesis enable-enhanced-monitoring --stream-name 
"Chapter4KinesisStream" --shard-level-metrics "IncomingBytes" 
"OutgoingBytes"

>aws kinesis enable-enhanced-monitoring --stream-name 
"Chapter4KinesisStream" --shard-level-metrics "IncomingRecords" 
"OutgoingRecords"

The following shard level metric values are valid:

•	 IncomingBytes: Number of bytes put on the shard

•	 IncomingRecords: Number of records put on the shard

•	 OutgoingBytes: Number of bytes fetched from the shard

•	 OutgoingRecords: Number of records fetched from the shard

•	 WriteProvisionedThroughputExceeded: Number of PutRecord 
and PutRecords failed due to throttling for the shard

•	 ReadProvisionedThroughputExceeded: Number of GetRecords 
failed due to throttling for the shard

•	 IteratorAgeMilliseconds: Age of last record in all GetRecords calls 
made on the shard

•	 ALL

http://docs.amazonaws.cn/cli/latest/reference/kinesis/decrease-stream-retention-period.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/decrease-stream-retention-period.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/enable-enhanced-monitoring.html.

disable-enhanced-monitoring
The disable-enhanced-monitoring command disables shard level metrics:

>aws kinesis disable-enhanced-monitoring --stream-name 
"Chapter4KinesisStream" --shard-level-metrics "IncomingBytes" 
"OutgoingBytes"

>aws kinesis disable-enhanced-monitoring --stream-name 
"Chapter4KinesisStream" --shard-level-metrics "IncomingRecords" 
"OutgoingRecords"

The following shard level metric values are valid:

•	 IncomingBytes

•	 IncomingRecords

•	 OutgoingBytes

•	 OutgoingRecords

•	 WriteProvisionedThroughputExceeded

•	 ReadProvisionedThroughputExceeded

•	 IteratorAgeMilliseconds

•	 ALL

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/disable-enhanced-monitoring.html.

http://docs.amazonaws.cn/cli/latest/reference/kinesis/enable-enhanced-monitoring.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/enable-enhanced-monitoring.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/disable-enhanced-monitoring.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/disable-enhanced-monitoring.html
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put-record
To send a single data record to a Kinesis Stream, use the put-record command. You need 
to provide the stream name, partition key, and data blob. Based on the partition key, the 
shard is chosen and then data will be transported to that shard:

>aws kinesis put-record --stream-name "Chapter4KinesisStream" --data "DUMMY 
DATA" --partition-key "123"

In response, you get the shard ID, where data is stored, and the sequence number of 
the data for that shard.

If you need to store the data on a specific shard, you can also pass the hash key, 
which will override the partition key hash. To demonstrate the explicit-hash-key 
command, you will get the starting hash key and ending hash key for the shard ID 
"shardId-000000000004" using the describe-stream command. Then select any value 
between the starting hash key and ending hash key:

>aws kinesis put-record --stream-name "Chapter4KinesisStream" --data "DUMMY 
DATA" --partition-key "123" --explicit-hash-key "27222589353675077077069968
5945414569165"

In response, you can see that data is stored on the shard ID 
"shardId-000000000004". The data blob size should be equal to or less than 1MB. The 
partition key can have a maximum length of 256 characters.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/put-record.html.

http://docs.amazonaws.cn/cli/latest/reference/kinesis/put-record.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/put-record.html
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put-records
To send multiple data records to a Kinesis Stream, use the put-records command. You 
need to provide the stream name, an array of records that have the partition key, and the 
data blob for each record:

>aws kinesis put-records --stream-name "Chapter4KinesisStream" 
--records Data="DUMMY DATA 1",PartitionKey="456" Data="DUMMY DATA 
2",PartitionKey="789" Data="DUMMY DATA 3",PartitionKey="123",ExplicitHashK
ey="272225893536750770770699685945414569165"

In response, you can see successful and unsuccessful records. Any data record failure 
won’t affect the processing of other data records.

You can also add your data records in a JSON file:

>aws kinesis put-records --stream-name "Chapter4KinesisStream" --records 
file://put-records-data.json

put-records-data.json
[
  {
    "Data": "DUMMY DATA 1",
    "PartitionKey": "456"
  },
  {
    "Data": "DUMMY DATA 2",
    "PartitionKey": "789"
  },
  {
    "Data": "DUMMY DATA 3",
    "PartitionKey": "123",
"ExplicitHashKey": "272225893536750770770699685945414569165"
  }
]
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The put-records command can contain a maximum of 500 data records. The 
maximum data record size can be 1MB. For an entire batch of records, the size should not 
exceed 5MB, including partition keys.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/put-records.html.

get-shard-iterator
This command provides the Kinesis shard iterator. The shard iterator identifies from 
which position you need to start reading data records. The shard iterator provided from 
this command expires in five minutes. You need to provide the shard-iterator-type to 
determine how data will be read from the shard:

>aws kinesis get-shard-iterator --stream-name "Chapter4KinesisStream" 
--shard-id "shardId-000000000000" --shard-iterator-type "TRIM_HORIZON"

The following are valid values for shard-iterator-type:

•	 AT_SEQUENCE_NUMBER: You need to pass the starting-sequence-
number parameter, which says to read the record from the 
mentioned sequence number.

•	 AFTER_SEQUENCE_NUMBER: You need to pass the starting-
sequence-number parameter, which says to read the record after 
the mentioned sequence number.

•	 TRIM_HORIZON: This value is used to read from the oldest data 
record available in the shard.

http://docs.amazonaws.cn/cli/latest/reference/kinesis/put-records.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/put-records.html
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•	 LATEST: This value allows you to read from the latest record 
available in the shard.

•	 AT_TIMESTAMP: You need to pass the timestamp parameter, which 
says to read the data records after the specified timestamp.

The get-shard-iterator command only supports 5 transactions per second per 
account per open shard.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/get-shard-iterator.html.

get-records
The get-records command helps to read data records from the stream’s shard. You need to 
provide the shard iterator to specify from which location the data records need to be read. For 
the first time, the shard iterator can be fetched using the get-shard-iterator command. For the 
next request, use the "NextShardIterator" response parameter of the get-records request. 
For our case, we will use the shard ID "shardId-000000000004" to read data records:

>aws kinesis get-shard-iterator --stream-name "Chapter4KinesisStream" 
--shard-id "shardId-000000000004" --shard-iterator-type "LATEST"

>aws kinesis get-records --shard-iterator "AAAAAAAAAAEwbn15NNj8HZYnLK3mzJ 
Wdve0H/UNE9IjGzh3ckB0WTb80kqJA2/pqPBbC2VooaaChnt/8dj4BT9r8xahKZRZlGHIt+ 
5Fo5Cs1xvCfgsDs0gYuXadcpJ1sLWF1vECDGSF/QqFpD0x96wDAs3HvmRDagN5PIGYq6MKs 
KrBVHLPz4UwlkmC4/TywYDMezKjdtg9Fr/rXxKO0hpboqLfDDYaV+NF6KfGaxBD5H0Vk 
SjQcag=="

>aws kinesis put-records --stream-name "Chapter4KinesisStream"  
--records file://put-records-data.json

http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-shard-iterator.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-shard-iterator.html
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You can use the "NextShardInterator" value in the get-records call:

>aws kinesis get-records --shard-iterator "AAAAAAAAAAEz7IL+mZqHRqPAE39P5 
T01WD3gvsK4O/+uWUyRJa4ziaW+elBs3AsBDIX8u0yJLTpxmNQOhbFZ4DHk/jGisT9R4dO 
f0clh1Gk1ggNccyxHIGFKuhX0+6m7C2qxFm+AvK+nToUpZKFct2bKcwThfVlIqChGF4d3n 
FwpjHFPyU4EPtzLcSWTyB8Ng+YFLNJLCml+iaipyXCxW/+045Ho6Q4y7eZsWl/ 
sdZqxl01w070fAA=="

You can see that the "Data" parameter has Base64, so you need to decode it to see 
what the actual readable data is. You can use any online Base64 decoder. To limit the 
records to be fetched, provide the "limit" parameter in request. The maximum number 
of records returned is 10,000.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/get-records.html.

merge-shards
Based on the historic data, we have shards that are not used frequently or shards that are 
not used to their full capacity. So we came to a decision to merge two adjacent shards 
to make use of shards’ capacity at their fullest. The merge shard operation can only be 
processed on ACTIVE streams:

>aws kinesis merge-shards --stream-name "Chapter4KinesisStream" 
--shard-to-merge "shardId-000000000003" --adjacent-shard-to-merge 
"shardId-000000000004"

http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-records.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/get-records.html
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There won’t be any output for this request. To check if the merge-shards operation 
executed successfully or not, invoke the describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--max-items 3 --starting-token "eyJib3RvX3RydW5jYXRlX2Ftb3VudCI6ID 
MsICJFeGNsdXNpdmVTdGFydFNoYXJkSWQiOiBudWxsfQ=="

The merge-shards command only supports 5 transactions per second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/merge-shards.html.

split-shard
To increase the shard capacity, you can use the split-shard operation. This will split a 
single shard into two new shards. To split a shard, you need to provide the shard ID and 
a new starting hash key. A new hash key can be calculated by averaging the starting and 
ending hash keys of the current shard, or you can choose any hash key that is between the 
starting and ending hash keys.

First, choose a shard to split and then get the starting and ending hash keys using the 
describe-stream command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"  
--max-items 1

http://docs.amazonaws.cn/cli/latest/reference/kinesis/merge-shards.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/merge-shards.html
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Calculate the new hash key by averaging the starting and ending hash keys:

NewHashKey = (StartingHashKey + EndingHashKey) / 2

NewHashKey = (0 + 68056473384187692692674921486353642290) / 2

NewHashKey = 34028236692093846337460743176821145

>aws kinesis split-shard --stream-name "Chapter4KinesisStream" --shard-to-
split "shardId-000000000000" --new-starting-hash-key "340282366920938463374
60743176821145"

To check that the shard has been split properly, invoke the describe-stream 
command:

>aws kinesis describe-stream --stream-name "Chapter4KinesisStream"
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The split-shard operation only supports 5 transactions per second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/split-shard.html.

add-tags-to-stream
This command will add or update tags to the Kinesis Stream. Each stream can have up to 
10 tags. If an existing tag is requested to add, it will overwrite the existing one:

>aws kinesis add-tags-to-stream --stream-name "Chapter4KinesisStream" --tags 
Chapter=4,Environment=Production

http://docs.amazonaws.cn/cli/latest/reference/kinesis/split-shard.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/split-shard.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/add-tags-to-stream.html.

list-tags-for-stream
This command lists the tags of the Kinesis Stream:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"

To get the tags after a specific key, use "exclusive-start-tag-key":

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream" 
--exclusive-start-tag-key "Chapter"

You can also set the limit of tags returned using the "limit" tag:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream" 
--limit 1

http://docs.amazonaws.cn/cli/latest/reference/kinesis/add-tags-to-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/add-tags-to-stream.html
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 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/list-tags-for-stream.html.

remove-tags-from-stream
This command deletes the tag from the Kinesis Stream:

>aws kinesis remove-tags-from-stream --stream-name "Chapter4KinesisStream" 
--tag-keys "Environment" "Chapter"

To check whether the tags are removed or not, use the list-tags-for-stream command:

>aws kinesis list-tags-for-stream --stream-name "Chapter4KinesisStream"

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/remove-tags-from-stream.html.

delete-stream
The delete-stream command deletes the stream along with all its shard and data records. 
Once the stream has been deleted, you cannot recover it. Only ACTIVE streams can be 
deleted:

>aws kinesis delete-stream --stream-name "Chapter4KinesisStream"

http://docs.amazonaws.cn/cli/latest/reference/kinesis/list-tags-for-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/list-tags-for-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/remove-tags-from-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/remove-tags-from-stream.html
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To verify that the stream has been deleted, use the list-streams command:

>aws kinesis list-streams

The delete-stream operation only supports 5 transactions per second per account.

 ■ Note  For more parameters in detail, refer to http://docs.amazonaws.cn/cli/
latest/reference/kinesis/delete-stream.html.

Using AWS SDK—Java
In this section, I will explain how to use AWS Java SDK to manage AWS Kinesis.

Create AmazonKinesisClient
To create AmazonKinesisClient, first create the AWSCredentials using any of the 
credential provider mechanisms. In our case, we will use ProfileCredentialsProvider:

AWSCredentials credentials =
    new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonKinesisClient amazonKinesisClient = new AmazonKinesisClient(credentials);

This process will load the sunilgulabani profile’s access key and secret key via the 
credentials file.

http://docs.amazonaws.cn/cli/latest/reference/kinesis/delete-stream.html
http://docs.amazonaws.cn/cli/latest/reference/kinesis/delete-stream.html
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Create Stream
To create a stream using SDK, invoke the createStream method:

private static final String STREAM_NAME = "Chapter4KinesisStream";
private static final Integer SHARD_COUNT = 5;

createStream(STREAM_NAME, SHARD_COUNT);

public void createStream(String streamName, Integer shardCount) {
    // CreateStreamResult response =
    //    amazonKinesisClient.createStream(streamName, shardCount);

    CreateStreamRequest request = new CreateStreamRequest();

    request.setStreamName(streamName);

    request.setShardCount(shardCount);

    CreateStreamResult response = amazonKinesisClient.createStream(request);
}

Describe Stream
To get details of the stream, invoke the describeStream method:

Integer shardListingLimit = null;
String exclusiveStartShardId = null;

describeStream(STREAM_NAME, shardListingLimit, exclusiveStartShardId);

publicDescribeStreamResultdescribeStream(
    String streamName, Integer limit, String exclusiveStartShardId) {
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    // DescribeStreamResult response =
    //    amazonKinesisClient.describeStream(streamName);

    DescribeStreamRequest request = new DescribeStreamRequest();

    request.setStreamName(streamName);

    if(limit != null) {
        request.setLimit(limit);
    }

    if(!StringUtils.isNullOrEmpty(exclusiveStartShardId)) {
        request.setExclusiveStartShardId(exclusiveStartShardId);
    }

    DescribeStreamResult response =
        amazonKinesisClient.describeStream(request);

    return response;
}

You can see that we are passing null in shardListingLimit and 
exclusiveStartShardId parameters to get all shards listed:
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To get a paginated shard listing, pass values for limit and exlusiveStartShardId as 
null for first request:

Integer shardListingLimit = 1;
String exclusiveStartShardId = null;

DescribeStreamResultdescribeStreamResult =
    describeStream(STREAM_NAME,
                                 shardListingLimit,
                                 exclusiveStartShardId);

StreamDescriptionstreamDescription =
    describeStreamResult.getStreamDescription();

List<Shard> shards = streamDescription.getShards();

booleanhasMoreShards = streamDescription.getHasMoreShards();

while(hasMoreShards) {
    exclusiveStartShardId = shards.get(shards.size()-1).getShardId();
    describeStreamResult = describeStream(
                                              STREAM_NAME,
                                              shardListingLimit,
                                              exclusiveStartShardId);

    streamDescription = describeStreamResult.getStreamDescription();

    shards = streamDescription.getShards();

    hasMoreShards = streamDescription.getHasMoreShards();
}
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To get to the next page, pass the last shard ID obtained from the previous request:

Similarly you can get the result for the next page.

List Stream
To get all streams available under the AWS account, invoke the listStreams method:

Integer streamListingLimit = null;

String exclusiveStartStreamName = null;

listStreams(exclusiveStartStreamName, streamListingLimit);

public void listStreams(String exclusiveStartStreamName,
                                              Integer streamListingLimit) {

    // ListStreamsResult response = amazonKinesisClient.listStreams();

    ListStreamsRequest request = new ListStreamsRequest();

    if(!StringUtils.isNullOrEmpty(exclusiveStartStreamName)) {
        request.setExclusiveStartStreamName(exclusiveStartStreamName);
    }
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    if(streamListingLimit != null) {
        request.setLimit(streamListingLimit);
    }

    ListStreamsResult response = amazonKinesisClient.listStreams(request);
}

Here we are passing a null value for exclusiveStartStreamName and 
streamListingLimit to get all streams:

To get a paginated stream listing, pass the streamListingLimit parameter to get the 
number of streams in a single request and exclusiveStartStreamName as null for the first 
request. For subsequent requests, pass the last stream name returned by the previous request:

Similarly, you can get the result for the next page.
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Increase Stream Retention Period
The stream retention period will retain the message to read in Kinesis. This period can be 
increased using the increaseStreamRetentionPeriod method:

increaseStreamRetentionPeriod(STREAM_NAME, 72);

public void increaseStreamRetentionPeriod(String streamName,
                                            Integer retentionPeriodHours) {

    IncreaseStreamRetentionPeriodRequest request =
        new IncreaseStreamRetentionPeriodRequest();

    request.setStreamName(streamName);

    request.setRetentionPeriodHours(retentionPeriodHours);

    IncreaseStreamRetentionPeriodResult response =
        amazonKinesisClient.increaseStreamRetentionPeriod(request);
}

To verify that the stream retention period is being updated, use the describe stream 
operation:

describeStream(STREAM_NAME, 1, null); 



Chapter 4 ■ hands-on Kinesis

195

Decrease Stream Retention Period
The stream retention period will retain the message to read in Kinesis. This period can be 
decreased using the decreaseStreamRetentionPeriod method:

decreaseStreamRetentionPeriod(STREAM_NAME, 24);

public void decreaseStreamRetentionPeriod(String streamName,
                                            Integer retentionPeriodHours) {

    DecreaseStreamRetentionPeriodRequest request =
        new DecreaseStreamRetentionPeriodRequest();

    request.setStreamName(streamName);

    request.setRetentionPeriodHours(retentionPeriodHours);

    DecreaseStreamRetentionPeriodResult response =
        amazonKinesisClient.decreaseStreamRetentionPeriod(request);
}
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To verify that the stream retention period is being updated, use the describe stream 
operation:

describeStream(STREAM_NAME, 1, null);
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Enable Enhanced Monitoring
Enable enhanced monitoring will enable shard level metrics. To enable enhanced 
monitoring, invoke the enableEnhancedMonitoring method:

enableEnhancedMonitoring(STREAM_NAME);

public void enableEnhancedMonitoring(String streamName) {
    EnableEnhancedMonitoringRequest request =
        new EnableEnhancedMonitoringRequest();

    request.setStreamName(streamName);

    request.setShardLevelMetrics(getShardLevelMetrics());

    EnableEnhancedMonitoringResult response =
        amazonKinesisClient.enableEnhancedMonitoring(request);
}

Disable Enhanced Monitoring
Disable enhanced monitoring will disable shard level metrics. To disable enhanced 
monitoring, invoke disableEnhancedMonitoring method:

disableEnhancedMonitoring(STREAM_NAME);

public void disableEnhancedMonitoring(String streamName) {
    DisableEnhancedMonitoringRequest request =
        new DisableEnhancedMonitoringRequest();
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    request.setStreamName(streamName);

    request.setShardLevelMetrics(getShardLevelMetrics());

    DisableEnhancedMonitoringResult response =
        amazonKinesisClient.disableEnhancedMonitoring(request);
}

Put Record
To add data records to the stream, invoke the putRecord method:

String explicitHashKey = null;
String partitionKey = "123";
String data = "Hello World Kinesis!!!";

putRecord(STREAM_NAME, partitionKey, data.getBytes(), explicitHashKey);

public void putRecord(String streamName, String partitionKey,
                                     byte[] data, String explicitHashKey) {
    // PutRecordResult response = amazonKinesisClient.putRecord(streamName,
    //                                                 ByteBuffer.wrap(data),
    //                                                partitionKey);

    PutRecordRequest request = new PutRecordRequest();

    request.setStreamName(streamName);
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    request.setPartitionKey(partitionKey);
    request.setData(ByteBuffer.wrap(data));

    if(!StringUtils.isNullOrEmpty(explicitHashKey)) {
        request.setExplicitHashKey(explicitHashKey);
    }

    PutRecordResult response = amazonKinesisClient.putRecord(request);
}

Here we are passing values for partitionKey and data, but, for now, the 
exclusiveHashKey parameter value is null. The partition key is used to identify to which 
shard data record needs to be added and the exclusiveHashKey parameter signifies to 
which shard we want to explicitly send data records:

To send data records to an explicit shard, pass the exclusiveHashKey parameter:

explicitHashKey = "272225893536750770770699685945414569165";

putRecord(STREAM_NAME, partitionKey, data.getBytes(), explicitHashKey);
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Put Records
To send multiple data records to a stream in a single request, invoke the putRecords 
method:

List<PutRecordsRequestEntry> records = new ArrayList<>();
PutRecordsRequestEntry record = null;
explicitHashKey = null;

for(inti=0;i<5;i++) {
    record = createPutRecordsRequestEntry(
                                          String.valueOf(i),
                                          data + "-" + i,
                                          explicitHashKey);

    records.add(record);
}

explicitHashKey = "272225893536750770770699685945414569165";

record = createPutRecordsRequestEntry(
                                          String.valueOf(5),
                                          data + "-" + 5,
                                          explicitHashKey);

records.add(record);

putRecords(STREAM_NAME, records);

public void putRecords(String streamName,
                                    List<PutRecordsRequestEntry> records) {
    PutRecordsRequest request = new PutRecordsRequest();

    request.setStreamName(streamName);

    request.setRecords(records);

    PutRecordsResult response = amazonKinesisClient.putRecords(request);
}

Here you can see that first we created multiple PutRecordsRequestEntry instances 
that have partition key, data, and exclusive hash key (optional). We then passed the list of 
PutRecordsRequestEntry to the putRecords method;
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In response, we get failed and successful added data records individually.

Get Records
To read data records from Kinesis Streams, invoke the getRecords method. You need the 
shard iterator to read a data record from individual shards:

getRecords(STREAM_NAME);

public void getRecords(String streamName)
    throws UnsupportedEncodingException {

    GetRecordsRequest request = new GetRecordsRequest();

    request.setLimit(100);

    List<String>shardIterators = getShardIterators(
                                            streamName,
                                            ShardIteratorType.TRIM_HORIZON);
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    List<GetRecordsResult> response = new ArrayList<GetRecordsResult>();

    shardIterators.forEach(shardIterator -> {
        request.setShardIterator(shardIterator);

        GetRecordsResultgetRecordsResult =
            amazonKinesisClient.getRecords(request);

        response.add(getRecordsResult);
    });

    System.out.println("-------------");

    for(GetRecordsResult result: response) {
        for(Record record: result.getRecords()) {
            String data = new String(record.getData().array(), "UTF-8");

            System.out.println(data);
        }
    }
}

private List<String> getShardIterators(String streamName,
                                      ShardIteratorTypeshardIteratorType) {
    List<String> shardIteratorList = new ArrayList<>();

    List<Shard>shardList = getShards(streamName);

    shardList.forEach(shard -> {
        GetShardIteratorResultshardIteratorResult =
            getShardIteratorResult(streamName, shardIteratorType, shard);

        shardIteratorList.add(shardIteratorResult.getShardIterator());
    });

    return shardIteratorList;
}

private GetShardIteratorResultgetShardIteratorResult(
                                        String streamName,
                                        ShardIteratorTypeshardIteratorType,
                                        Shard shard) {

    // return amazonKinesisClient.getShardIterator(streamName,
    //                    shard.getShardId(), shardIteratorType.toString());
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    GetShardIteratorRequestshardIteratorRequest =
        new GetShardIteratorRequest();

    shardIteratorRequest.setShardId(shard.getShardId());

    shardIteratorRequest.setShardIteratorType(shardIteratorType);

    shardIteratorRequest.setStreamName(streamName);

    return amazonKinesisClient.getShardIterator(shardIteratorRequest);
}

public List<Shard> getShards(String streamName) {
    DescribeStreamResultdescribeStreamResult =
        describeStream(streamName, null, null);

    return describeStreamResult.getStreamDescription().getShards();
}
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Once shard IDs have been collected, get the shard iterator for each shard ID.

Using the shard iterator, invoke the getRecords method. For subsequent get records 
request from the same shard, use the "nextShardIterator" parameter value received in 
response:

Merge Shards
When a Kinesis Stream’s shard is not effectively being used and you can merge two 
adjacent shards into a single shard, invoke the mergeShards method:

List<Shard>shardList = getShards(STREAM_NAME);
mergeShards(
    STREAM_NAME,
    shardList.get(3).getShardId(),
    shardList.get(4).getShardId());
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public void mergeShards(String streamName,
                                           String shardIdToMerger,
                                           String adjacentShardIdToMerge) {

    // MergeShardsResult response = amazonKinesisClient.mergeShards(
    //                                     streamName,
    //                                     shardIdToMerger,
    //                                     adjacentShardIdToMerge);

    MergeShardsRequest request = new MergeShardsRequest();

    request.setStreamName(streamName);

    request.setShardToMerge(shardIdToMerger);

    request.setAdjacentShardToMerge(adjacentShardIdToMerge);

    MergeShardsResult response = amazonKinesisClient.mergeShards(request);
}

Here we are merging "shardId-000000000003" and "shardId-000000000004" into a 
single shard. To merge the shards first, you need the shard ID that can be obtained using 
describe stream:
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Once shard IDs are obtained, invoke the mergeShards operation by setting the shard 
to merge and the adjacent shard to merge:

To verify that the mergeShards operation is being carried out, invoke describe 
stream:

describeStream(STREAM_NAME, null, null);
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In response to describe stream, you can see that the new shard ID 
"shardId-000000000005" has been created.

Split Shard
A split shard will split a single shard into two shards. The decision to split a shard should 
be made when there is heavy traffic on a single shard and it can be divided into different 
shards. This will make it faster for consumer applications to read data records:

List<Shard>shardList = getShards(STREAM_NAME);

splitShard(STREAM_NAME, shardList.get(0));

public void splitShard(String streamName, Shard shard) {
    SplitShardRequest request = new SplitShardRequest();

    request.setStreamName(streamName);

    request.setShardToSplit(shard.getShardId());

    String startHashKey = shard.getHashKeyRange().getStartingHashKey();

    String endHashKey = shard.getHashKeyRange().getEndingHashKey();

    BigIntegertempHashKey =
        new BigInteger(startHashKey).add(new BigInteger(endHashKey));

    Stri ng childHashKey =  
tempHashKey.divide(new BigInteger("2")).toString();

    request.setNewStartingHashKey(childHashKey);

    SplitShardResult response = amazonKinesisClient.splitShard(request);
}

Here we have calculated the average of the starting and ending hash keys of the 
shard to be split to get the child’s new starting hash key. You can have any algorithm to 
choose a child’s new starting hash key. To invoke splitShard, first you need the shard ID 
to be split, which can be obtained by using describe stream and choosing the shard ID.
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Once the shard ID is obtained, invoke the splitShard method:

To verify that the shard is being split, invoke describe stream:

describeStream(STREAM_NAME, null, null);
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Add Tags to Stream
This process adds or updates tags to the Kinesis Stream. You can add up to 10 tags for 
each stream. To add or update tags, invoke the addTagsToStream method:

Map<String, String> tags = new HashMap<>();

tags.put("Environment", "Production");

tags.put("Chapter", "4");

addTagsToStream(STREAM_NAME, tags);

public void addTagsToStream(String streamName, Map<String, String> tags) {
    AddTagsToStreamRequest request = new AddTagsToStreamRequest();

    request.setStreamName(streamName);

    request.setTags(tags);

    AddTagsToStreamResult response =
        amazonKinesisClient.addTagsToStream(request);
}
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List Tags for Stream
To get the list of tags attached to a stream, invoke the listTagsForStream method:

listTagsForStream(STREAM_NAME);

public void listTagsForStream(String streamName) {
    ListTagsForStreamRequest request = new ListTagsForStreamRequest();

    request.setStreamName(streamName);

    ListTagsForStreamResult response =
        amazonKinesisClient.listTagsForStream(request);
}
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Remove Tags from Stream
To remove tags from a stream, invoke the removeTagsFromStream method:

List<String>tagKeys = new ArrayList<>();

tagKeys.add("Environment");

removeTagsFromStream(STREAM_NAME, tagKeys);

public void removeTagsFromStream(String streamName, List<String>tagKeys) {
    RemoveTagsFromStreamRequest request = new RemoveTagsFromStreamRequest();

    request.setStreamName(streamName);

    request.setTagKeys(tagKeys);

    RemoveTagsFromStreamResult response =
        amazonKinesisClient.removeTagsFromStream(request);
}

To verify that the tag is being removed, invoke the list stream operation:

listTagsForStream(STREAM_NAME);
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Delete Stream
To delete a stream permanently, invoke the deleteStream method:

deleteStream(STREAM_NAME);

public void deleteStream(String streamName) {
    // DeleteStreamResult response =
    // amazonKinesisClient.deleteStream(streamName);

    DeleteStreamRequest request = new DeleteStreamRequest();

    request.setStreamName(streamName);

    DeleteStreamResult response =
       amazonKinesisClient.deleteStream(request);
}
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To verify that the stream has been deleted, invoke list stream operation:

listStreams(null, null);

Monitor Using CloudWatch
CloudWatch allows monitoring the Kinesis having different metrics. It will trigger an 
alarm when a threshold is exceeded on specific metrics. The following steps will guide 
you to create an alarm:

 1. Go to the CloudWatch Management Console and click Alarms 
from left navigation, as shown in Figure 4-20.

 2. Click Create Alarm.

 3. The Create Alarm screen will be displayed, which has two 
steps, as shown in Figure 4-21:

•	 Select Metric

•	 Define Alarm

Figure 4-20. CloudWatch alarm
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 4. First of all, select the metric for Kinesis. Click Browse Metrics 
and select Kinesis, as shown in Figure 4-22.

Figure 4-21. Create Alarm screen

Figure 4-22. Browse Metrics screen
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 5. You can see all the metrics that can be configured on Kinesis 
in Figure 4-23.

 6. For our case, select the PutRecord.Bytes metric. Click the Next 
button. (See Figure 4-24.)

Figure 4-23. Kinesis metric listing

Figure 4-24. Kinesis metric selected
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 7. Define the alarm settings by providing the name, a description, 
and threshold values on the alarm to be generated. Use the 
sum of data records that should be greater than or equal to 
operation during a one-minute interval. (See Figure 4-25.)

 8. You can also configure Actions to trigger notification when the 
alarm state is “ALARM.” To configure it, select from the drop-
down list “Send notification to” or create a new notification 
by clicking New List. Enter the topic name and the e-mail 
address where notifications need to be sent. (See Figure 4-26.)

Figure 4-25. Define alarm
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 9. Click the Create Alarm button, as shown in Figure 4-27.

Figure 4-27. Create alarm

Figure 4-26. Define actions
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 10. If you have added a new e-mail that is not subscribed to SNS, 
you will be asked to confirm the e-mail address by opening 
the link sent to that address, as shown in Figure 4-28.

 11. Once you confirm the subscription, you will be able to get 
messages when the alarm is triggered. (See Figure 4-29.)

Figure 4-28. Confirm new e-mail address

Figure 4-29. Confirm new e-mail address
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You can see that alarm has been created in Figure 4-30.

 12. To test that the alarm has been generated, we added multiple 
data records to the stream with 1MB of data for each record.

 13. You can see that alarm state is changed to “ALARM” in 
Figure 4-31.

Figure 4-31. Alarm status changed

Figure 4-30. Alarm listing
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 14. An e-mail has also been triggered, as shown in Figure 4-32.

 15. After messages are read from the stream, the alarm state will 
go back to “OK” if the data record sizes that are continuously 
sent are less than 1024 bytes. The alarm state will be 
“INSUFFICIENT_DATA” when there are no put record activity 
on the stream. (See Figure 4-33.)

Figure 4-32. Alarm e-mail
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Summary
In this chapter, I discussed how to create a Kinesis Stream and configure the shards 
to efficiently meet your requirements. I also explained how to use AWS Management 
Console, AWS CLI, and AWS Java SDK to manage Kinesis Streams. Furthermore, I covered 
how to create a CloudWatch alarm on Kinesis Streams, which is invoked once the 
threshold value is crossed.

In Chapter 5, I will guide you in creating and configuring S3 buckets and uploading 
objects.

Figure 4-33. Alarm status changed—Insufficient Data

http://dx.doi.org/10.1007/978-1-4842-2841-8_5
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CHAPTER 5

Hands-on Simple Storage 
Service (S3)

Amazon S3 provides a storage service where you can store files. You can also use S3 for 
serving static data to web sites or applications, host a static web site on S3, and stream 
photos and videos to different web sites along with AWS CloudFront.

In this chapter, I will cover the following topics:

•	 Introduction to S3

•	 Features of S3

•	 Using AWS Management Console

•	 Using AWS CLI

•	 Using AWS SDK—Java

•	 Monitoring using CloudWatch

Introduction to AWS S3
AWS Simple Storage Service (S3) is a web service exposed over the Internet to store 
and retrieve data. It provides infrastructure that is reliable, scalable, and cost-efficient. 
Amazon uses AWS S3 to serve its global network of web sites. You can even host static web 
sites over AWS S3.

AWS S3 stores data objects in buckets. A bucket is simply a logical container that is 
used to identify the namespace of data objects. Each AWS user account can create up to 
100 buckets. You can also create folders under the bucket, and inside folders you can store 
data objects. Consequently, it becomes easier to separate the logical storage of data objects. 
Each data object has a unique key within a bucket. You can access the data objects using the 
following URL: http://BUCKET_NAME.s3.amazonaws.com/DATA_OBJECT_KEY.

Here BUCKET_NAME will be the actual bucket name in which DATA_OBJECT_KEY resides. 
(See Figure 5-1.)
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AWS S3 allows users to store an unlimited number of data objects, and the data 
objects’ size can be up to 5GB. Each data object has metadata associated with it. You can 
assign permissions for those who can access the data objects. Permissions will enforce 
security for unauthorized access to our data objects. Data objects can also be made 
public that can be accessible over HTTP or BitTorrent.

Features
The main features of S3 are discussed in the sections that follow.

Scalability
AWS S3 provides infrastructure to store and retrieve data objects based on configuration. 
It scales automatically when we store a large number of data objects. There won’t be any 
configuration changes from the user’s end.

Availability
AWS S3 ensures that data objects are available at all times. You don’t need to manage 
anything if you have heavy traffic overnight.

 ■ Note  For more details on aWs s3 sla, please visit https://aws.amazon.com/s3/sla/.

Cost Efficiency
AWS S3 follows the pay-as-you-go strategy, meaning you only have to pay for the 
data objects you have stored and retrieved on AWS S3. For startups and small-scale 
companies, it becomes inexpensive to use data storage infrastructure.

Figure 5-1. AWS S3

https://aws.amazon.com/s3/sla/
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Static Web Hosting
AWS S3 provides static web site hosting that can be mapped. When you have static HTML 
web sites, you can opt for hosting on S3 rather than purchasing the hosting space.

 ■ Note  amazon’s global network of web sites is hosted on aWs s3.

Using AWS Management Console
AWS Management Console can be used to manage S3. It provides an easy way to 
configure the S3. The following explanation shows how to configure S3.

Create Bucket
Buckets are a core part of S3. Buckets are used to stores objects that have content and 
metadata describing for the object. The following steps show how to create a bucket:

 1. Sign in to AWS Management Console and click S3 under the 
All Services ➤ Storage category. (See Figure 5-2.)

Figure 5-2. AWS Management Console—S3
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 2. This will take you to the S3 screen shown in Figure 5-3.

 3. Click the Create Bucket button to create a bucket. This will 
open the Create a Bucket window shown in Figure 5-4.

 4. Fill in the bucket name as “chapter5-s3-bucket” and select 
the region as “Oregon” where the bucket will be located. The 
bucket name should be unique across all buckets in Amazon 
S3. Choose a bucket name carefully as this bucket name will 
be reflected in the URL of the data object.

Figure 5-3. S3 landing screen

Figure 5-4. Create a Bucket screen
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 ■ Note  Bucket naming conventions can be found at http://docs.aws.amazon.com/
AmazonS3/latest/UG/CreatingaBucket.html.

 5. You can also set up logging for the activities carried on in 
the newly created bucket. To enable logging, click the Set Up 
Logging button and enable the logging check box. Select the 
target bucket and target prefix in which logs will be dumped. 
(See Figure 5-5.)

 6. Once the bucket name and region has been determined and 
the logging has been set up (optional), click the Create button.

 7. Figure 5-6 shows the bucket listing.

Figure 5-5. Create bucket; set up logging

Figure 5-6. Bucket listing

http://docs.aws.amazon.com/AmazonS3/latest/UG/CreatingaBucket.html
http://docs.aws.amazon.com/AmazonS3/latest/UG/CreatingaBucket.html
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Bucket Permissions
Bucket permissions authorize users to access the data objects stored under the bucket. 
You can grant permissions on bucket.

 1. By default, the owner of the bucket has all rights. To add 
permissions, click Add more permissions. (See Figure 5-7.)

 2. The grantee slot should be filled in with the user’s name or 
group to which permissions will be given. The name should 
be associated with an e-mail of an AWS account. Select the 
permissions check boxes that need to be granted, as shown in 
Figure 5-8.

Figure 5-7. Bucket permissions

Figure 5-8. Add more permissions
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 3. Once the grantee’s name has been given and the permissions 
have been selected, click the Save button.

 ■ Note  For more details on grantees, see http://docs.aws.amazon.com/AmazonS3/
latest/dev/acl-overview.html#SpecifyingGrantee.

 4. To remove any permissions, click the “x” icon displayed in 
each permission box.

 5. To add a bucket policy, click the Add bucket policy link. This 
will open the window shown in Figure 5-9.

Figure 5-9. Add Bucket Policy screen

http://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#SpecifyingGrantee
http://docs.aws.amazon.com/AmazonS3/latest/dev/acl-overview.html#SpecifyingGrantee
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 6. You can use the AWS policy generator or sample bucket 
policies to create a bucket policy. I created a bucket policy 
for reading bucket data objects to public, as shown in 
Figure 5-10.

 7. Once the bucket policy is created, click the Save button.

 8. You can add Cross-Origin Resource Sharing (CORS), which 
will grant certain web sites to access the resources. This 
helps to provide access to all requests coming from the 
mentioned web site. To add a CORS configuration, click the 
Add CORS Configuration link. This will open window in 
Figure 5-11.

Figure 5-10. Add a bucket policy—GetObject to Public
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Static Web Site Hosting
You can host a web site having static content on AWS S3.

 1. To enable the static web site hosting, click Static Website 
Hosting. (See Figure 5-12.)

Figure 5-11. Add CORS configuration

Figure 5-12. Static web site hosting
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The web site can be access using following endpoint format:

http://BUCKET_NAME.s3-website-REGION_NAME.amazonaws.com.

Here BUCKET_NAME and REGION_NAME will be replaced with actual values.

 2. To enable web site hosting, click Enable website hosting. Here 
you need to add the index document and error document 
(optional) and also upload the respective files to the bucket. 
The index document will be the landing page of the web site. 
You can also set custom rules to redirect requests on specific 
content. (See Figure 5-13.)

 3. If you need to redirect the request to a specific URL, you can 
click Redirect all requests to another host name. Add your 
URL in the Redirect all requests to input box where redirection 
needs to happen. You can specify the URL with HTTP or 
HTTPS protocol. If you don’t provide a URL with protocol, it 
will consider the original request’s protocol. (See Figure 5-14.)

Figure 5-13. Enable web site hosting

Figure 5-14. Redirect all requests to another hostname
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 4. Once the configuration is complete, click the Save button. In 
addition to this configuration, you also need to provide public 
read permission on buckets or objects so that it is accessible 
to the public.

 ■ Note  to map an aWs s3 web site to custom domain, please see http://docs.aws.
amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html.

Logging
You can enable the logging on your bucket activity. To enable logging, click the Enabled 
check box and provide the target bucket and prefix where you need to store the logs, as 
shown in Figure 5-15.

Events
You can configure the events on the bucket activities. When a new object is added to the 
bucket, notification should be sent to SNS or SQS or trigger the lambda function to carry 
out some processing. For example, logs are being added to the bucket. You want to filter 
out logs so you can configure an event that will trigger whenever a log file is added to the 
bucket.

 1. To create an event, click Events, as shown in Figure 5-16.

Figure 5-15. Bucket logging

http://docs.aws.amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html
http://docs.aws.amazon.com/AmazonS3/latest/dev/website-hosting-custom-domain-walkthrough.html
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 2. Provide the required details. The prefix and suffix can be 
provided to filter out objects from a large number of objects. 
Select the type of event(s) to which event should be triggered, 
as shown in Figure 5-17.

Figure 5-17. Events types

Figure 5-16. Bucket events
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 3. Select the destination where the event needs to be triggered:

•	 SNS topic

•	 SQS queue

•	 Lambda function

 4. Once all details are filled in, click the Save button.

 ■ Note  please provide necessary permissions on sns, sQs, or lambda function to be 
used by events configured on s3.

Versioning
Versioning helps to store every version of objects. Versioned objects can be used to 
recover the accidental override or expiration of an object. If bucket versioning is enabled, 
then it can’t be disabled. It can only be suspended.

 1. To enable versioning, click the Enable Versioning button, as 
shown in Figure 5-18.

 2. Now the bucket will store all versions of the object under the 
bucket. Maintaining every version of object is costly. To avoid 
this expense, you can have a life-cycle rule on the bucket that 
can help to archive objects to Glacier storage or delete them.

 3. To suspend the versioning that is already enabled, click the 
Suspend Versioning button, as shown in Figure 5-19.

Figure 5-18. Enable versioning
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Life Cycle
The life cycle of objects can be managed by creating life-cycle rules. You can create rules 
to move objects to other storage locations where objects are not accessed frequently, or 
you can move objects to Glacier storage or even set an expiry date for the object. (See 
Figure 5-20.)

 ■ Note  glacier is a service provided by amazon for archiving and backup at a low cost.

 1. Clicking the Add rule button will open the Lifecycle Rules 
window, as shown in Figure 5-21.

Figure 5-20. Life cycle configuration

Figure 5-19. Suspend versioning
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 2. Here you can select a rule that will be applicable on the 
bucket level or you can set the prefix of the objects. Click the 
Configure Rule button, as shown in Figure 5-22.

 3. Select the check box based on the type of action you want to 
apply on objects. For this example, select Action on Current 
Version ➤ Expire in 365 days. This means the object will 
be deleted permanently after 365 days. Once the action is 
configured, click the Review button, as shown in Figure 5-23.

Figure 5-21. Lifecycle Rules screen

Figure 5-22. Configure Rule button
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 4. Here you will provide the name to your rule (optional) and 
review the configuration. Once the configuration is verified, click 
the Create and Activate Rule button, as shown in Figure 5-24.

 5. To remove any rule, click the “x” icon and click the Save button.

Cross-Region Replication
Cross-region replication will replicate the bucket with objects to another region. To 
enable cross-region replication, you need to enable versioning. (See Figure 5-25.)

Figure 5-24. Life cycle rule added

Figure 5-23. Review rule
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 1. Click Enable Cross-Region Replication to replicate the bucket 
with objects to a different region, as shown in Figure 5-26.

Figure 5-25. Cross-region replication

Figure 5-26. Enable cross-region replication
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 2. Select the source to replicate all objects or provide a prefix for 
the object. The destination region should be a different region 
from the source region where the objects will be replicated. 
The destination bucket will be used to store replicated objects 
of source bucket. The destination storage class can be any of 
the following:

•	 Same as source object (default)

•	 S3 Standard

•	 S3 Standard - Infrequent Access

•	 Reduced Redundancy Storage (RSS)

 3. After selecting the destination storage class, create or select 
the IAM role that will have the required access to replicate 
objects. After all configurations are complete, click the Save 
button. (See Figure 5-27.)

Tags
Tags are used to provide a logical key value that will identify what a resource is being used 
for, who created the resource, or which project this resource belongs to. Also, tags are used 
to view aggregated billing. Cost allocation tagging helps to differentiate the cost of AWS S3 
buckets used by specific projects. You can set 10 tags under each bucket. (See Figure 5-28.)

Figure 5-28. Tags

Figure 5-27. Destination storage class
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 1. To add a tag, click “Add more tags.” (See Figure 5-29.)

 2. Once the tag’s key and value have been added, click the Save 
button, as shown in Figure 5-30.

 3. To remove the tag, click “x” and then the Save button.

Requester Pays
Amazon S3 owners pay for the storage, data transfer, and requests made. If the AWS S3 
bucket owner wants the requesters of the bucket to pay for data transfer and requests, the 
owner can configure the settings so this is possible. To enable the requester to pay, click 
the Enable check box and the Save button, as shown in Figure 5-31.

Figure 5-29. Add more tags

Figure 5-30. Tag added
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 ■ Note  enabling requester pays will disable anonymous access to the bucket.

Transfer Acceleration
Transfer acceleration will help to transfer data fast, easily, and securely between the client 
applications and the S3 bucket. Transfer acceleration will charge an additional cost. As 
the objects are put in the S3 bucket, transfer acceleration will distribute them to all global 
delivery edge locations.

 1. To enable transfer acceleration, click the Enable button, as 
shown in Figure 5-32.

Empty Bucket
When you want to delete all the objects from the bucket, you can use the Empty Bucket 
action.

 1. To delete all objects from the bucket, select the bucket and 
click the Actions menu option, as shown in Figure 5-33.

Figure 5-32. Transfer acceleration

Figure 5-31. Requester pays
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 2. Click the Empty Bucket option, as shown in Figure 5-34. This 
will open the confirmation window to empty the bucket.

Delete Bucket
To delete the bucket, select the bucket and click the Delete Bucket option under the 
Actions menu. (See Figure 5-35.)

Figure 5-33. Action menu

Figure 5-34. Empty bucket
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 ■ Note  as bucket names are unique across aWs s3, deleting a bucket allows another 
aWs user to take up the bucket name.

Create Folder
AWS S3 has a flat structure to store objects under the bucket. It doesn’t have a hierarchical 
structure that you have in file systems. To enable organized storage, AWS S3 provides 
folder creation where you can create folders under the bucket and then store objects in 
the folders. Creating folders is just a logical entity for AWS S3. The folder name is treated 
as the object’s key prefix. For example, we created a folder with name “apress” and stored 
the object chapter5.txt. The object key, then, is apress/chapter5.txt.

You can create nested folders under the bucket. Once folders are named, they can’t 
be renamed.

 1. Click the Create Folder button that is available on the bar at 
the top of the screen, as shown on Figure 5-36.

Figure 5-36. Create Folder top bar

Figure 5-35. Delete bucket
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 2. You can also click the Actions ➤ Create Folder… menu option, 
as shown in Figure 5-37.

 3. Open the Context (right-click) menu and click Create 
Folder…, as shown in Figure 5-38.

Figure 5-37. Create Folder in the Actions menu

Figure 5-38. Create Folder… in the Context menu
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 4. We have created a folder with the name “apress,” as shown in 
Figure 5-39.

Public Folder
You can make the folder publicly available for viewing and downloading. Once the folder 
is made public, you cannot make it private. As a folder is just a logical entity, you need to 
update permissions of each object under that public folder to make it private.

You can make folder public by performing the following steps:

 1. Select the folder and click the Actions ➤ Make Public menu 
option. OR

 2. Select the folder, open the Context (right-click) menu, and 
click Make Public.

 3. After you click Make Public, a confirmation dialog will pop up. 
Click the OK button, as shown in Figure 5-40.

Deleting Folders
Deleting a folder deletes all the objects automatically under it. Before deleting a folder, 
you may want to make a backup for the objects. If so, you can copy the objects to another 
bucket or folder. There are two ways to delete a folder:

Select the folder and click the Actions ➤ Delete menu option.

OR

Select the folder and open the Context (right-click) menu and 
click Delete.

Figure 5-40. Making a folder public

Figure 5-39. Folder created
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After you click “Delete,” a confirmation dialog box will pop up. Click the OK button, 
as shown in Figure 5-41.

Uploading Objects
You can upload any type of files to AWS S3. All files are treated as objects in AWS S3. The 
object may be a text file, word document, audio or video files, photos, and so on. It is 
mandatory to store objects within a bucket or folder. You can store an object of a size up 
to 5TB, and you can have an unlimited number of objects.

 1. To upload an object, click Upload from the “Actions” menu or 
Context (right-click) menu, as shown in Figure 5-42.

Figure 5-41. Delete folder

Figure 5-42. Upload - Select Files and Folder screen
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 2. Drag and drop files and folders or click Add Files. Here you 
can add multiple files and folders. Once the files and folders 
selection is complete, click Set Details (optional) or the Start 
Upload button. You will set details for the objects.

 3. Here you will select the storage class for the type of S3 storage 
you need. Every storage class is associated with a cost. Also 
you can configure the server side encryption, as shown in 
Figure 5-43.

 4. Once the selection is complete, click Set Permissions 
(optional) or the Start Upload button. You will set the 
permissions for the objects.

 5. To add more permissions, click Add more permissions and 
grant permissions, as shown in Figure 5-44.

Figure 5-43. Set Details screen
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 6. Once permissions are granted, click Set Metadata (optional) 
or the Start Upload button. Next, you will set metadata. You 
can add metadata by clicking Add more metadata, as shown 
in Figure 5-45.

Figure 5-44. Set Permissions screen

Figure 5-45. Set Metadata screen
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 7. Once metadata have been added, click the Start Upload 
button. This will upload the object to the S3 bucket. (See 
Figure 5-46.)

 8. You can set the object storage class and server side encryption 
from the Properties section under Details, as shown in 
Figure 5-47.

 9. You can configure permissions from the Properties section 
under Permissions, as shown in Figure 5-48.

Figure 5-48. Object permissions

Figure 5-47. Object’s details

Figure 5-46. Object listing
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 10. You can configure metadata from the Properties section under 
Metadata, as shown in Figure 5-49.

Deleting Objects
Deleting an object will remove the object from the bucket. There are two ways to delete 
an object:

 1. Select the object, open the Context (right-click) menu, and 
click Delete. OR

 2. Select the object and click Delete.

The screen in Figure 5-50 will appear, asking for confirmation to delete the object.

Using AWS CLI
In Chapter 1, you saw how to install AWS CLI. Now you will learn how to use AWS CLI to 
manage AWS S3.

Figure 5-49. Object metadata

Figure 5-50. Delete object

http://dx.doi.org/10.1007/978-1-4842-2841-8_1
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Create Bucket
The create-bucket command helps to create a new bucket in AWS S3:

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket"

You can assign an access control list (ACL) to the bucket while creating. The 
following are valid values:

•	 private

•	 public-read

•	 public-read-write

•	 authenticated-read

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket" --acl  
"public-read"

You can add the bucket location to be created in a specific region. By default, the 
bucket will be created in “US Standard” region:

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket" --create-bucket-
configuration LocationConstraint=us-west-2

>aws s3api get-bucket-location --bucket "chapter5-s3cli-bucket"
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The following are valid values for LocationConstraint:

•	 us-west-1

•	 us-west-2

•	 ca-central-1

•	 EU or eu-west-1

•	 eu-west-2

•	 eu-central-1

•	 ap-south-1

•	 ap-southeast-1

•	 ap-southeast-2

•	 ap-northeast-1

•	 ap-northeast-2

•	 sa-east-1

•	 “ ”empty string - US East region (N. Virginia)

•	 us-east-2

To grant access to grantee for READ, WRITE, READ_ACP, and WRITE_ACP on any objects 
in the bucket, we have the following:

•	 grant-full-control

•	 grant-read

•	 grant-read-acp

•	 grant-write

•	 grant-write-acp

The grantee can be provided in any of the following key-pair forms:

•	 emailAddress - Email address of AWS account

•	 id - AWS account’s canonical ID

•	 uri - prefined group

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-full" --grant-full-
control emailAddress=sunil.gulabani1@gmail.com,emailAddress=sunil_gulabani@
yahoo.com
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>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-read" --grant-read 
emailAddress=sunil.gulabani1@gmail.com,emailAddress=sunil_gulabani@yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-read-acp" --grant-
read-acp emailAddress=sunil.gulabani1@gmail.com,emailAddress=sunil_gulabani@
yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-write" --grant-
write emailAddress=sunil.gulabani1@gmail.com,emailAddress=sunil_gulabani@
yahoo.com

>aws s3api create-bucket --bucket "chapter5-s3cli-bucket-write-acp" --grant-
write-acp emailAddress=sunil.gulabani1@gmail.com,emailAddress=sunil_
gulabani@yahoo.com

To get the ACL for specific bucket, use get-bucket-acl:

>aws s3api get-bucket-acl --bucket "chapter5-s3cli-bucket-full"
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Bucket Permissions
Bucket permission can also be added after the bucket is created. You can add bucket 
policy in multiple ways:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full" --acl 
private

Valid values for --acl are as follows:

•	 private

•	 public-read

•	 public-read-write

•	 authenticated-read

You can also provide the JSON format that has different grants to users:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full" --access-
control-policy file://C:/Users/Dell/access-control-policy.json

access-control-policy.json
{
  "Grants": [
        {
      "Grantee": {
        "ID": " 99r85d7ty258cf63e108d306ea1b4xxxxxxxxxxxxxxxxxxxx 

AWSCanonicalUserID",
        "Type": "CanonicalUser"
      },
      "Permission": "FULL_CONTROL"
    }, {
      "Grantee": {
        "EmailAddress": "sunil.gulabani1@gmail.com",
        "Type": "AmazonCustomerByEmail"
      },
      "Permission": "WRITE"
    }
  ],
  "Owner": {
    "DisplayName": "sunil.gulabani2@gmail.com",
    "ID": " 99r85d7ty258cf63e108d306ea1b4xxxxxxxxxxxxxxxxxxxx 

AWSCanonicalUserID"
  }
}
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 ■ Note  to get the Canonical User id, go to https://console.aws.amazon.com/iam/
home?#/security_credential. Under the account identifiers section, you can get the 
Canonical User id.

Valid values for grantee types are as follows:

•	 CanonicalUser

•	 AmazonCustomerByEmail

•	 Group

The following are valid values for permission:

•	 FULL_CONTROL

•	 WRITE

•	 WRITE_ACP

•	 READ

•	 READ_ACP

There are also specific grant commands that can have commas separating grantees. 
Grantees can be defined in key-value form. Keys can have the following forms:

•	 emailAddress

•	 id

•	 url

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-full"  
--grant-full-control emailaddress=sunil.gulabani1@gmail.com,emailAddress= 
sunil_gulabani@yahoo.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-read"  
--grant-read emailaddress=sunil.gulabani1@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-read-acp" 
--grant-read-acp emailaddress=sunil.gulabani1@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-write"  
--grant-write emailaddress=sunil.gulabani1@gmail.com

> aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket-write-acp" 
--grant-write-acp emailaddress=sunil.gulabani1@gmail.com

https://console.aws.amazon.com/iam/home?#/security_credential
https://console.aws.amazon.com/iam/home?#/security_credential
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The put-bucket-acl command doesn’t provide any response.

Static Website Hosting
You can host static web sites on AWS S3. You need to create a bucket and then configure 
the bucket:

>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"  
--website-configuration file://C:/Users/Dell/website-configuration.json

website-configuration.json

{
  "ErrorDocument": {
    "Key": "error.html"
  },
  "IndexDocument": {
    "Suffix": "index.html"
  }
}

You can also add custom rules to redirect requests to other hosts or replace some keys:

>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"  
--website-configuration file://C:/Users/Dell/website-configuration-with-
routing-rules.json

website-configuration-with-routing-rules.json

{
  "ErrorDocument": {
    "Key": "error.html"
  },
  "IndexDocument": {
    "Suffix": "index.html"
  },
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  "RoutingRules": [
    {
      "Condition": {
        "KeyPrefixEquals": "chapter5"
      },
      "Redirect": {
        "ReplaceKeyPrefixWith": "chapter"
      }
    }
  ]
}

The above-mentioned rules will replace the “chapter5” key with a “chapter” value. 
You can have other parameters that can be configured in routing rules:

"RoutingRules": [
    {
      "Condition": {
        "HttpErrorCodeReturnedEquals": "string",
        "KeyPrefixEquals": "string"
      },
      "Redirect": {
        "HostName": "string",
        "HttpRedirectCode": "string",
        "Protocol": "http"|"https",
        "ReplaceKeyPrefixWith": "string",
        "ReplaceKeyWith": "string"
      }
    }
  ]

You can also redirect all requests to a specific host:

>aws s3api put-bucket-website --bucket "chapter5-s3cli-bucket"  
--website-configuration file://C:/Users/Dell/website-configuration-redirect-
all-request.json

website-configuration-redirect-all-request.json

{
  "RedirectAllRequestsTo": {
    "HostName": "sunilgulabani.com",
    "Protocol": "http"
  }
}
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Valid values for “Protocol” are: HTTP and HTTPS.
To view the web site configuration, use the get-bucket-website command:

>aws s3api get-bucket-website --bucket "chapter5-s3cli-bucket"

To delete the web site configuration, use the delete-bucket-website command:

>aws s3api delete-bucket-website --bucket "chapter5-s3cli-bucket"

Logging
You can enable the logging on bucket activities. Buckets need to have write and read acp 
ACL for LogDelivery system:

>aws s3api put-bucket-acl --bucket "chapter5-s3cli-bucket"  
--grant-write URI=http://acs.amazonaws.com/groups/s3/LogDelivery  
--grant-read-acp URI=http://acs.amazonaws.com/groups/s3/LogDelivery

>aws s3api put-bucket-logging --bucket "chapter5-s3cli-bucket"  
--bucket-logging-status file://C:/Users/Dell/logging.json

logging.json

{
  "LoggingEnabled": {
    "TargetBucket": "chapter5-s3-bucket-log",
    "TargetPrefix": "logs",
    "TargetGrants": [
      {
        "Grantee": {
          "EmailAddress": "sunil.gulabani2@gmail.com",
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          "Type": "AmazonCustomerByEmail"
        },
        "Permission": "FULL_CONTROL"
      }
    ]
  }
}

The “TargetGrants” tag can have multiple combinations:

{
    "Grantee": {
      "DisplayName": "DISPLAY_NAME",
      "EmailAddress": "EMAIL_ADDRESS",
      "ID": "CANONICAL_USER_ID",
      "Type": "CanonicalUser"|"AmazonCustomerByEmail"|"Group",
      "URI": "GROUP_ID"
    },
      "Permission": "FULL_CONTROL"|"READ"|"WRITE"
}

To view the bucket logging status, use the following:

>aws s3api get-bucket-logging --bucket "chapter5-s3cli-bucket"



Chapter 5 ■ hands-on simple storage serviCe (s3)

261

To disable logging, you can use the same put-bucket-logging command, but the 
JSON structure will have no data:

>aws s3api put-bucket-logging --bucket "chapter5-s3cli-bucket"  
--bucket-logging-status file://C:/Users/Dell/logging.json

Logging.json

{
}

Events
You can trigger notifications over certain events on buckets.

>aws s3api put-bucket-notification-configuration --bucket "chapter5-s3cli-
bucket" --notification-configuration file://C:/Users/Dell/notification.json

notification.json

{
    "TopicConfigurations": [{
         " TopicArn": "arn:aws:sns:us-east-1:298147259238:objectCreated 

SNSTopic",
          "Events": [
              "s3:ObjectCreated:*"
          ]
    }],
    "QueueConfigurations": [{
        " QueueArn": "arn:aws:sqs:us-east-1:298147259238:objectCreatedQueue",
        "Events": [
            "s3:ObjectRemoved:*"
        ],
        "Filter": {
            "Key": {
                "FilterRules": [{
                    "Name": "prefix",
                    "Value": "chapter5"
             }, {
                    "Name": "suffix",
                    "Value": "log"
                }
                }]
        }
    }]
}
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You can also trigger events on SQS, SNS, and lambda function.
Valid values for events are the following:

•	 s3:ReducedRedundancyLostObject

•	 s3:ObjectCreated:*

•	 s3:ObjectCreated:Put

•	 s3:ObjectCreated:Post

•	 s3:ObjectCreated:Copy

•	 s3:ObjectCreated:CompleteMultipartUpload

•	 s3:ObjectRemoved:*

•	 s3:ObjectRemoved:Delete

•	 s3:ObjectRemoved:DeleteMarkerCreated

To add lambda function notification configuration, add the following tag:

"LambdaFunctionConfigurations": [{
    " LambdaFunctionArn": "arn:aws:lambda:us-east-1:298147259238:function:obj

ectCreatedFunction",
    "Events": [
         "s3:ReducedRedundancyLostObject"
    ]
}]

 ■ Note  sQs, sns, and lambda function should have an iam policy so that s3 can publish 
events before creating notifications.

To view the bucket notification configurations, use the following:

>aws s3api get-bucket-notification-configuration  
--bucket "chapter5-s3cli-bucket"
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Versioning
Versioning is used to maintain multiple versions of objects. It is used to restore the older 
objects:

>aws s3api put-bucket-versioning --bucket "chapter5-s3cli-bucket" 
--versioning-configuration Status=Enabled

To get the versioning state, use the get-bucket-versioning command:

>aws s3api get-bucket-versioning --bucket "chapter5-s3cli-bucket"
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Versioning can’t be disabled; it can only be enabled or suspended. To suspend the 
versioning, we will use the same put-bucket-configuration:

>aws s3api put-bucket-versioning --bucket "chapter5-s3cli-bucket" 
--versioning-configuration Status=Suspended

>aws s3api get-bucket-versioning --bucket "chapter5-s3cli-bucket"

Life Cycle
Object life cycle can be fined on the bucket level. Life-cycle management helps us to 
perform actions such as the following:

•	 Taking necessary steps for older versions of objects

•	 Applying specific rules on newly added objects

•	 Moving older objects to Glacier or Standard - Infrequent Access 
storage

>aws s3api put-bucket-lifecycle-configuration --bucket "chapter5-s3cli-
bucket" --lifecycle-configuration file://C:/Users/Dell/lifecycle-
configuration.json

lifecycle-configuration.json

{
    "Rules": [{
            "ID": "Expiration Action with Date",
            "Prefix": "chapter1",
            "Status": "Enabled",
            "Expiration": {
                    "Date": "2017-02-04T00:00:00.000Z"
            }
    }, {
            "ID": "Expiration Action with Days",
            "Prefix": "chapter2",
            "Status": "Enabled",
            "Expiration": {
                    "Days": 30
            }
    }, {
            "ID": "Move old objects to Glacier Action",
            "Prefix": "chapter3",
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            "Status": "Enabled",
            "Transitions": [{
                    "Date": "2017-03-01T00:00:00.000Z",
                    "StorageClass": "GLACIER"
            }]
    }, {
            "ID": "Non-Current Versioned Object Actions",
            "Prefix": "chapter4",
            "Status": "Enabled",
            "NoncurrentVersionTransitions": [{
                    "NoncurrentDays": 30,
                    "StorageClass": "STANDARD_IA"
            }],
            "NoncurrentVersionExpiration": {
                    "NoncurrentDays": 40
            }
    }, {
            "ID": "Abort Incomplete Multipart Action",
            "Prefix": "chapter5",
            "Status": "Enabled",
            "AbortIncompleteMultipartUpload": {
                    "DaysAfterInitiation": 1
            }
    }]
}

The “Expiration” tag can contain the following:

•	 “Date”: It signifies to activate action to expire objects starting from 
the specified date.

•	 “Day”: It signifies to expire objects after the specified days of 
object creation.

The “Status” tag can have two values: Enabled or Disabled.
The “StorageClass” tag can have the following values:

•	 GLACIER

•	 STANDARD_IA

To view the bucket life-cycle configuration, use the get-bucket-lifecycle-
configuration command:

>aws s3api get-bucket-lifecycle-configuration  
--bucket "chapter5-s3cli-bucket"
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To delete the bucket life cycle configuration, use the delete-bucket-lifecycle 
command:

>aws s3api delete-bucket-lifecycle --bucket "chapter5-s3cli-bucket"
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Cross-Region Replication
Buckets can be replicated to other regions for backup purposes or for faster availability to 
other regions’ users. It is mandatory that versioning should be enabled on a bucket:

>aws s3api put-bucket-replication --bucket "chapter5-s3cli-bucket" 
--replication-configuration file://C:/Users/Dell/replication.json

replication.json

{
    "Role": "arn:aws:iam::298147259238:role/s3-bucket-replication",
    "Rules": [
      {
          "ID": "S3 bucket replication",
          "Prefix": "",
          "Status": "Enabled",
          "Destination": {
              "Bucket": "arn:aws:s3:::chapter5-s3cli-bucket-backup",
              "StorageClass": "STANDARD"
           }
      }
    ]
}

“Role” should have a policy to access S3 with all operations and a trust relationship 
for role should have the following:

Service Policy

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Effect": "Allow",
            "Action": "s3:*",
            "Resource": "*"
        }
    ]
}
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Trust Relationships

{
    "Version": "2012-10-17",
    "Statement": [
        {
            "Effect": "Allow",
            "Principal": {
                "Service": "s3.amazonaws.com"
             },
            "Action": "sts:AssumeRole"
        }
     ]
}

“Status” can have value: Enabled or Disabled.
“StorageClass” can have the following values:

•	 STANDARD

•	 REDUCED_REDUNDANCY

•	 STANDARD_IA

 ■ Note  versioning needs to be enabled for source and destination buckets.

To get the replication configuration, use the get-bucket-replication command:

>aws s3api get-bucket-replication --bucket "chapter5-s3cli-bucket"
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To delete the bucket replication configuration, use the delete-bucket-replication 
command:

>aws s3api delete-bucket-replication --bucket "chapter5-s3cli-bucket"

Tags
Tagging can be set on buckets. Tags can have a key-value format:

>aws s3api put-bucket-tagging --bucket "chapter5-s3cli-bucket" --tagging 
file://C:/Users/Dell/tagging.json

tagging.json

{
    "TagSet": [{
            "Key": "Chapter",
            "Value": "5"
    }, {
            "Key": "Name",
            "Value": "S3"
    }]
}

To get the tags associated with the bucket, use the get-bucket-tagging command:

>aws s3api get-bucket-tagging --bucket "chapter5-s3cli-bucket"
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To delete the bucket tagging, use the delete-bucket-tagging command:

> aws s3api delete-bucket-tagging --bucket "chapter5-s3cli-bucket"

Requester Pays
The Requester Pays feature enables the bucket requestor to pay for the download of the 
objects instead of the bucket owner:

>aws s3api put-bucket-request-payment --bucket "chapter5-s3cli-bucket" 
--request-payment-configuration file://C:/Users/Dell/requester-payment.json

requester-payment.json

{
    "Payer": "Requester"
}

The “Payer” can have value: Requester or BucketOwner.
To get the requester’s payment, use the following command:

>aws s3api get-bucket-request-payment --bucket "chapter5-s3cli-bucket"

Transferring Acceleration
Transferring acceleration makes retrieving the bucket objects much faster:

>aws s3api put-bucket-accelerate-configuration --bucket "chapter5-s3cli-
bucket" --accelerate-configuration file://C:/Users/Dell/accelerate.json
accelerate.json
{
    "Status": "Enabled"
}
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“Status” can have value: Enabled or Suspended.
To get the transfer accelerate configuration, use the following command:

>aws s3api get-bucket-accelerate-configuration --bucket "chapter5-s3cli-
bucket"

Emptying Buckets
To delete all objects from the S3 bucket, use the high-level S3 command:

>aws s3 rm s3://chapter5-s3cli-bucket --recursive

Deleting Buckets
To delete a bucket permanently, use the delete-bucket command:

>aws s3api delete-bucket --bucket "chapter5-s3cli-bucket"

To verify that the bucket has been deleted, use the list-buckets command:

>aws s3api list-buckets
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Creating Folders
You can create folders under the bucket using the put-object command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key apress/

You can check that the folder has been created by using the list-objects command:

>aws s3api list-objects --bucket "chapter5-s3cli-bucket"
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Deleting Folders
To delete a folder, use the delete-object command:

>aws s3api delete-object --bucket "chapter5-s3cli-bucket" --key apress/

Uploading Objects
Uploading an object will add an object to the S3 bucket:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter.txt" --body C:/Users/Dell/chapter.txt

You can assign permissions and other object metadata while uploading the object. 
To assign server-side encryption and storage class, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter1.txt" --body file://C:/Users/Dell/chapter.txt --server-side-
encryption AES256 --storage-class "STANDARD"

Following are possible values for server-side encryption:

•	 AES256

•	 aws:kms

Possible values for storage class are as follows:

•	 STANDARD

•	 REDUCED_REDUNDANCY

•	 STANDARD_IA
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To assign canned ACL to an object, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter2.txt" --body C:/Users/Dell/chapter.txt --acl public-read

Following are possible canned ACL values:

•	 private

•	 public-read

•	 public-read-write

•	 authenticated-read

•	 aws-exec-read

•	 bucket-owner-read

•	 bucket-owner-full-control

To grant object permissions to individual users, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter3.txt" --body C:/Users/Dell/chapter.txt --grant-full-control 
emailaddress=sunil.gulabani2@gmail.com --grant-read emailaddress=sunil.
gulabani1@gmail.com --grant-read-acp emailaddress=sunil.gulabani1@gmail.
com --grant-write emailaddress=sunil.gulabani1@gmail.com --grant-write-acp 
emailaddress=sunil.gulabani1@gmail.com

To add metadata to objects, use the following command:

>aws s3api put-object --bucket "chapter5-s3cli-bucket" --key "apress/
chapter4.txt" --body C:/Users/Dell/chapter.txt --content-type "text/plain" 
--metadata Chapter=4,Name=AWS

Metadata will have a key-value form that will be associated with objects. This 
metadata will have the prefix key “x-amz-meta-”.
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 ■ Note  For more metadata keys, see http://docs.aws.amazon.com/cli/latest/
reference/s3api/put-object.html.

Deleting Objects
To delete object from an S3 bucket, use the following command:

>aws s3api delete-object --bucket "chapter5-s3cli-bucket"  
--key apress/chapter.txt

Using AWS SDK - Java
In this section, you will learn to use AWS Java SDK to manage AWS S3.

Creating Amazon S3 Client
To create AmazonS3Client, first create the AWSCredentials using either of the credential 
provider mechanisms. In our case, we will use ProfileCredentialsProvider:

AWSCredentials credentials =
    new ProfileCredentialsProvider("sunilgulabani").getCredentials();

AmazonS3Client amazonS3Client = new AmazonS3Client(credentials);

This will load the “sunilgulabani” profile’s access key and secret key via the 
credentials file.

Also you need to set the region, which tells the Amazon S3 Client to perform 
operations on a specific region:

amazonS3Client.setRegion(Region.getRegion(Regions.US_WEST_2));

Creating Buckets
To create a bucket, invoke the createBucket method:

String BUCKET_NAME = "chapter5-s3sdk-bucket";

createBucket(BUCKET_NAME);

http://docs.aws.amazon.com/cli/latest/reference/s3api/put-object.html
http://docs.aws.amazon.com/cli/latest/reference/s3api/put-object.html
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public void createBucket(String bucketName) {
    Bucket bucket = amazonS3Client.createBucket(bucketName);
}

You can also create buckets along with access control limit (ACL) and canned ACL:

String BUCKET_NAME_2 = "chapter5-s3sdk-bucket-new";

String AWS_CANONICAL_ID =
    "87d32d7bd285c6f3e01d8360ae4b1ceaa8656b0a0e42e3b237c5be90c9ce487a";

String EMAIL_ID = "sunil.gulabani1@gmail.com";

AccessControlList accessControlList =
    createAccessControlList(AWS_CANONICAL_ID, EMAIL_ID);

createBucket(BUCKET_NAME_2,
                          accessControlList,
                          CannedAccessControlList.BucketOwnerFullControl);

public AccessControlList createAccessControlList(
                                                String awsMemberCanonicalId,
                                                String emailId) {
    AccessControlList accessControlList = new AccessControlList();

     accessControlList.grantPermission(GroupGrantee.AllUsers, Permission.Read);

    accessControlList.grantPermission(GroupGrantee.LogDelivery,
                                                        Permission.ReadAcp);

    accessControlList.grantPermission(GroupGrantee.LogDelivery,
                                                          Permission.Write);

    CanonicalGrantee canonicalGrantee =
        new CanonicalGrantee(awsMemberCanonicalId);

    accessControlList.grantPermission(canonicalGrantee,
                                                    Permission.FullControl);

    EmailAddressGrantee emailAddressGrantee =
        new EmailAddressGrantee(emailId);

    accessControlList.grantPermission(emailAddressGrantee, Permission.Write);
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    Owner owner = new Owner();

    owner.setDisplayName("sunil.gulabani2@gmail.com");

    owner.setId(awsMemberCanonicalId);

    accessControlList.setOwner(owner);

    return accessControlList;
}

public void createBucket(String bucketName,
                                      AccessControlList accessControlList,
                                      CannedAccessControlList cannedAcl) {
    CreateBucketRequest request = new CreateBucketRequest(bucketName);

    request.setRegion(region.getName());

    if(accessControlList != null) {
        request.setAccessControlList(accessControlList);
    }

    if(cannedAcl != null) {
        request.setCannedAcl(cannedAcl);
    }

    Bucket bucket = amazonS3Client.createBucket(request);
}

Listing Buckets
To get a list of all buckets for which current the AWS account user is owner, invoke the 
listBuckets method:

listBuckets();

public void listBuckets() {
    List<Bucket> response = amazonS3Client.listBuckets();
}
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Configuring Bucket ACL
To configure the bucket access control limit (ACL) after the bucket has been created, 
invoke the setBucketAcl method:

setBucketAcl(BUCKET_NAME,
                    AWS_CANONICAL_ID,
                    GroupGrantee.AllUsers,
                    Permission.Read);

public void setBucketAcl(String bucketName,
                                  String awsMemberCanonicalId,
                                  Grantee grantee,
                                  Permission permission) {
    AccessControlList acl = new AccessControlList();

    acl.grantPermission(grantee, permission);

    Owner owner = new Owner();

    owner.setDisplayName("sunil.gulabani2@gmail.com");

    owner.setId(awsMemberCanonicalId);

    acl.setOwner(owner);

    amazonS3Client.setBucketAcl(bucketName, acl);
}
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To check that the bucket ACL has been configured, invoke the getBucketAcl 
method:

getBucketAcl(BUCKET_NAME);

public void getBucketAcl(String bucketName) {
    AccessControlList response = amazonS3Client.getBucketAcl(bucketName);
}

Bucket Web Site Configuration
To configure the web site hosting configuration in the bucket, invoke the 
setBucketWebsiteConfiguration method:

setBucketWebsiteConfiguration(BUCKET_NAME, "sunilgulabani.com");

public void setBucketWebsiteConfiguration(String bucketName,
                                                        String hostName) {
    BucketWebsiteConfiguration configuration =
        new BucketWebsiteConfiguration();

    RedirectRule redirectRule = new RedirectRule();

    redirectRule.setHostName(hostName);

    redirectRule.setProtocol("http");

    configuration.setRedirectAllRequestsTo(redirectRule);

    amazonS3Client.setBucketWebsiteConfiguration(bucketName, configuration);
}

The previous code will redirect all requests to a specific host when the bucket URL is 
executed. To check that the bucket web site configuration has been properly set, invoke 
the getBucketWebsiteConfiguration:



Chapter 5 ■ hands-on simple storage serviCe (s3)

280

getBucketWebsiteConfiguration(BUCKET_NAME);

public void getBucketWebsiteConfiguration(String bucketName) {
    BucketWebsiteConfiguration response =
        amazonS3Client.getBucketWebsiteConfiguration(bucketName);
}

You can have an index.html and error.html page in your bucket and configure your 
bucket to display pages accordingly:

setBucketWebsiteConfiguration(BUCKET_NAME, "index.html", "error.html");

public void setBucketWebsiteConfiguration(String bucketName,
                                                    String indexDocument,
                                                    String errorDocument) {
    Buck etWebsiteConfiguration configuration =  

new BucketWebsiteConfiguration();

    configuration.setIndexDocumentSuffix(indexDocument);

    configuration.setErrorDocument(errorDocument);

    amazonS3Client.setBucketWebsiteConfiguration(bucketName, configuration);
}

To check that the bucket web site configuration has been properly set, invoke the 
getBucketWebsiteConfiguration:

getBucketWebsiteConfiguration(BUCKET_NAME);

Additionally, you can also have routing rules on request coming in.
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Bucket Logging Configuration
To log the bucket activities, invoke the setBucketLoggingConfiguration method:

String LOG_FILE_PREFIX = "logs";

setBucketLoggingConfiguration(BUCKET_NAME, BUCKET_NAME_2, LOG_FILE_PREFIX);

public void setBucketLoggingConfiguration(String bucketName,
                                              String destinationBucketName,
                                              String logFilePrefix) {
    BucketLoggingConfiguration loggingConfiguration =
        new BucketLoggingConfiguration();

    loggingConfiguration.setDestinationBucketName(destinationBucketName);

    loggingConfiguration.setLogFilePrefix(logFilePrefix);

    SetBucketLoggingConfigurationRequest request =
        new SetBucketLoggingConfigurationRequest(
                                                bucketName,
                                                loggingConfiguration);

    amazonS3Client.setBucketLoggingConfiguration(request);
}

To check if the bucket logging configuration has been set properly, invoke the 
getBucketLoggingConfiguration method:

getBucketLoggingConfiguration(BUCKET_NAME);

public void getBucketLoggingConfiguration(String bucketName) {
    BucketLoggingConfiguration response =
        amazonS3Client.getBucketLoggingConfiguration(bucketName);
}

Bucket Event Notification Configuration
You can trigger event notification to SNS, SQS, and lambda on bucket activities. To do 
that, invoke the setBucketNotificationConfiguration method:
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setBucketNotificationConfiguration_SNS(
                                            BUCKET_NAME,
                                            S3Event.ObjectCreated,
                                            SNS_TOPIC_ARN,
                                            null,
                                            null);

public void setBucketNotificationConfiguration_SNS(
                                            String bucketName,
                                            S3Event s3Event,
                                            String topicARN,
                                            String prefixValue,
                                            String suffixValue) {

    BucketNotificationConfiguration bucketNotificationConfiguration =

    getBucketNotificationConfiguration(bucketName);

    TopicConfiguration topicConfiguration = new TopicConfiguration();

    topicConfiguration.addEvent(s3Event);

    topicConfiguration.setTopicARN(topicARN);

    topicConfiguration.setFilter(createFilters(prefixValue, suffixValue));

    bucketNotificationConfiguration.addConfiguration(
        "SNSS3Notification", topicConfiguration);

    amazonS3Client.setBucketNotificationConfiguration(
        bucketName, bucketNotificationConfiguration);
}

Here we will first get the bucket notification configuration in order to add new events 
using:

BucketNotificationConfiguration bucketNotificationConfiguration =
    getBucketNotificationConfiguration(bucketName);

Next is we will set the SQS event notification on bucket as:

setBucketNotificationConfiguration_SQS(
                                            BUCKET_NAME,
                                            S3Event.ObjectRemoved,
                                            SQS_ARN,
                                            null,
                                            null);
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public void setBucketNotificationConfiguration_SQS(
                                         String bucketName,
                                         S3Event s3Event,
                                         String queueARN,
                                         String prefixValue,
                                         String suffixValue) {

    BucketNotificationConfiguration bucketNotificationConfiguration =
        getBucketNotificationConfiguration(bucketName);

    QueueConfiguration queueConfiguration = new QueueConfiguration();

    queueConfiguration.setQueueARN(queueARN);

    queueConfiguration.addEvent(s3Event);

    queueConfiguration.setFilter(createFilters(prefixValue, suffixValue));

    bucketNotificationConfiguration.addConfiguration(
                                 "SQSS3Notification", queueConfiguration);

    amazonS3Client.setBucketNotificationConfiguration(
                              bucketName, bucketNotificationConfiguration);
}

Next, you will set the lambda event notification on the bucket:

setBucketNotificationConfiguration_Lambda(
                                         BUCKET_NAME,
                                         S3Event.ReducedRedundancyLostObject,
                                         LAMBDA_TOPIC_ARN,
                                         "chapter5",
                                         "log");

public void setBucketNotificationConfiguration_Lambda(
                                         String bucketName,
                                         S3Event s3Event,
                                         String lambdaFunctionARN,
                                         String prefixValue,
                                         String suffixValue) {

    BucketNotificationConfiguration bucketNotificationConfiguration =
        getBucketNotificationConfiguration(bucketName);

    LambdaConfiguration lambdaConfiguration =
        new LambdaConfiguration(lambdaFunctionARN);
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    lambdaConfiguration.addEvent(s3Event);

    lambdaConfiguration.setFilter(createFilters(prefixValue, suffixValue));

    bucketNotificationConfiguration.addConfiguration(
            "LambdaFunctionS3Notification", lambdaConfiguration);

    amazonS3Client.setBucketNotificationConfiguration(
            bucketName, bucketNotificationConfiguration);
}

private Filter createFilters(String prefixValue, String suffixValue) {
    Filter filter = null;

    if(!StringUtils.isNullOrEmpty(prefixValue) &&
        !StringUtils.isNullOrEmpty(suffixValue)) {
        List<FilterRule> filterRules = new ArrayList<>();
        if(!StringUtils.isNullOrEmpty(prefixValue)) {
            FilterRule prefixFilterRule = new FilterRule();

            prefixFilterRule.setName("prefix");

            prefixFilterRule.setValue(prefixValue);

            filterRules.add(prefixFilterRule);
        }

        if(!StringUtils.isNullOrEmpty(suffixValue)) {
            FilterRule suffixFilterRule = new FilterRule();

            suffixFilterRule.setName("suffix");

            suffixFilterRule.setValue(suffixValue);

            filterRules.add(suffixFilterRule);
        }

        S3KeyFilter s3KeyFilter = new S3KeyFilter();

        s3KeyFilter.setFilterRules(filterRules);

        filter = new Filter();

        filter.setS3KeyFilter(s3KeyFilter);
    }

    return filter;
}
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In the lambda event notification, we added filters for events to be triggered where we 
provided prefix and suffix to the configuration.

To check if event notifications have been properly set, invoke the 
getBucketNotificationConfiguration method:

getBucketNotificationConfiguration(BUCKET_NAME);

public BucketNotificationConfiguration getBucketNotificationConfiguration(
                                                        String bucketName) {
    BucketNotificationConfiguration response =
        amazonS3Client.getBucketNotificationConfiguration(bucketName);
    return response;
}

Bucket Versioning Configuration
You can maintain the object’s version available under the bucket so that you can 
see the older versions for restoration or tracking purpose. To do so, invoke the 
setBucketVersioningConfiguration method:
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setBucketVersioningConfiguration(BUCKET_NAME,
                                    BucketVersioningConfiguration.ENABLED);

public void setBucketVersioningConfiguration(
                                        String bucketName, String status) {

    BucketVersioningConfiguration configuration =
        new BucketVersioningConfiguration();

    configuration.setStatus(status);

    SetBucketVersioningConfigurationRequest request =
        new SetBucketVersioningConfigurationRequest(bucketName, configuration);

    amazonS3Client.setBucketVersioningConfiguration(request);
}

To check if versioning has been enabled, invoke the 
getBucketVersioningConfiguration method:

getBucketVersioningConfiguration(BUCKET_NAME);

To suspend the versioning, invoke the same setBucketVersioningConfiguration 
method with status:

setBucketVersioningConfiguration( BUCKET_NAME,  
BucketVersioningConfiguration.SUSPENDED);

To check if the versioning has been suspended, invoke the 
getBucketVersioningConfiguration method:

getBucketVersioningConfiguration(BUCKET_NAME);
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Bucket Life Cycle Configuration
You can configure the bucket life cycle, which is applicable on objects. You can also 
configure what actions need to be performed when specific criteria is met on an object. 
To do so, invoke the setBucketLifecycleConfiguration method:

setBucketLifecycleConfiguration(BUCKET_NAME);

public void setBucketLifecycleConfiguration(String bucketName) {
    BucketLifecycleConfiguration configuration =
        new BucketLifecycleConfiguration();

    List<BucketLifecycleConfiguration.Rule> rules = new ArrayList<>();

    rules.add(expirationRuleWithDate());

    rules.add(expirationRuleWithDays());

    rules.add(moveOldObjectsToGlacierRule());

    rules.add(nonCurrentVersionTransitionsAndExpirationRule());

    rules.add(abortIncompleteMultipartUploadRule());

    configuration.setRules(rules);

    SetBucketLifecycleConfigurationRequest request =
        new SetBucketLifecycleConfigurationRequest(bucketName, configuration);

    amazonS3Client.setBucketLifecycleConfiguration(request);
}

To add a rule with an expiration based on date, use the following code:

private BucketLifecycleConfiguration.Rule expirationRuleWithDate() {
    BucketLifecycleConfiguration.Rule rule =
        new BucketLifecycleConfiguration.Rule();

    rule.setId("Expiration Action with Date");

    rule.setPrefix("chapter1");

    rule.setStatus(BucketLifecycleConfiguration.ENABLED);

    rule.setExpirationDate(getDate());

    return rule;
}
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To add a rule with an expiration based on days, use the following code:

private BucketLifecycleConfiguration.Rule expirationRuleWithDays() {
    BucketLifecycleConfiguration.Rule rule =
        new BucketLifecycleConfiguration.Rule();

    rule.setId("Expiration Action with Days");

    rule.setPrefix("chapter2");

    rule.setStatus(BucketLifecycleConfiguration.ENABLED);

    rule.setExpirationInDays(30);

    return rule;
}

The following code will allow you to add a rule with moving old objects to Glacier:,

private BucketLifecycleConfiguration.Rule moveOldObjectsToGlacierRule() {
    BucketLifecycleConfiguration.Rule rule =
        new BucketLifecycleConfiguration.Rule();

    rule.setId("Move old objects to Glacier Action");

    rule.setPrefix("chapter3");

    rule.setStatus(BucketLifecycleConfiguration.ENABLED);

    List<BucketLifecycleConfiguration.Transition> transitionList =
        new ArrayList<>();

    BucketLifecycleConfiguration.Transition transition =
        new BucketLifecycleConfiguration.Transition();

    transition.setDate(getDate());

    transition.setStorageClass(StorageClass.Glacier);

    transitionList.add(transition);

    rule.setTransitions(transitionList);

    return rule;
}
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To add a rule for noncurrent versioned objects along with expiration of objects based 
on object creation days, use the following code:

private BucketLifecycleConfiguration.Rule
    nonCurrentVersionTransitionsAndExpirationRule() {

    BucketLifecycleConfiguration.Rule rule =
        new BucketLifecycleConfiguration.Rule();

    rule.setId("Non-Current Versioned Object Actions");

    rule.setPrefix("chapter4");

    rule.setStatus(BucketLifecycleConfiguration.ENABLED);

    BucketLifecycleConfiguration.NoncurrentVersionTransition
        nonCurrentVersionTransition =
            new BucketLifecycleConfiguration.NoncurrentVersionTransition();

    nonCurrentVersionTransition.setDays(30);

    nonCurrentVersionTransition.setStorageClass(
                                    StorageClass.StandardInfrequentAccess);

    List<BucketLifecycleConfiguration.NoncurrentVersionTransition>
        nonCurrentVersionTransitionList = new ArrayList<>();

    nonCurrentVersionTransitionList.add(nonCurrentVersionTransition);

    rule.setNoncurrentVersionTransitions(nonCurrentVersionTransitionList);

    rule.setNoncurrentVersionExpirationInDays(40);

    return rule;
}

To add a rule to abort an incomplete multipart upload of objects, use the following 
code:

private BucketLifecycleConfiguration.Rule abortIncompleteMultipartUploadRule() {
    BucketLifecycleConfiguration.Rule rule =
        new BucketLifecycleConfiguration.Rule();

    rule.setId("Abort Incomplete Multipart Action");

    rule.setPrefix("chapter5");
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    rule.setStatus(BucketLifecycleConfiguration.ENABLED);

    AbortIncompleteMultipartUpload abortIncompleteMultipartUpload =
        new AbortIncompleteMultipartUpload();

    abortIncompleteMultipartUpload.setDaysAfterInitiation(1);

    rule.setAbortIncompleteMultipartUpload(abortIncompleteMultipartUpload);

    return rule;
}

For adding dates in a rule, follow the GMT with only the date (without hours, 
minutes, seconds and milliseconds):

private Date getDate() {
   TimeZone.setDefault(TimeZone.getTimeZone("GMT"));
   Calendar gmt = Calendar.getInstance(TimeZone.getTimeZone("GMT"));
   gmt.set(Calendar.HOUR_OF_DAY, 0);
   gmt.set(Calendar.MINUTE, 0);
   gmt.set(Calendar.SECOND, 0);
   gmt.set(Calendar.MILLISECOND, 0);
   long millis = gmt.getTimeInMillis();
   return new Date(millis);
}

To check that the bucket life cycle has been configured, invoke the 
getBucketLifecycleConfiguration method:

getBucketLifecycleConfiguration(BUCKET_NAME);
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To delete the bucket life cycle configuration, invoke the 
deleteBucketLifecycleConfiguration method:

deleteBucketLifecycleConfiguration(BUCKET_NAME);

public void deleteBucketLifecycleConfiguration(String bucketName) {
    amazonS3Client.deleteBucketLifecycleConfiguration(bucketName);
}

Bucket Replication Configuration
To have a backup of a bucket’s objects, you can replicate all objects to another bucket that 
should be created in a region other than the source bucket’s region.

Use the following code to create a bucket in another region (Regions.AP_
SOUTHEAST_1):

String BUCKET_NAME_BACKUP = "chapter5-s3cli-buckets-backups";
createBucket(BUCKET_NAME_BACKUP);

You also need the bucket versioning for the source and destination bucket enabled:

setBucketVersioningConfiguration(
                                    BUCKET_NAME,
                                    BucketVersioningConfiguration.ENABLED);
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setBucketVersioningConfiguration(
                                    BUCKET_NAME_BACKUP,
                                    BucketVersioningConfiguration.ENABLED);

Next, invoke the setBucketReplicationConfiguration method:

String ROLE_ARN = "arn:aws:iam::298147259238:role/s3BucketReplicationRole";
String DESTINATION_BUCKET_ARN = "arn:aws:s3:::" + BUCKET_NAME_BACKUP;

setBucketReplicationConfiguration(
                                    BUCKET_NAME,
                                    ROLE_ARN,
                                    DESTINATION_BUCKET_ARN);

public void setBucketReplicationConfiguration(
                                    String bucketName,
                                    String roleARN,
                                    String destinationBucketARN) {

    BucketReplicationConfiguration configuration =
        new BucketReplicationConfiguration();

    configuration.setRoleARN(roleARN);
    ReplicationDestinationConfig destination =
        new ReplicationDestinationConfig();

    destination.setBucketARN(destinationBucketARN);

    destination.setStorageClass(StorageClass.Standard);

    ReplicationRule replicationRule = new ReplicationRule();

    replicationRule.setPrefix("");

    replicationRule.setStatus(ReplicationRuleStatus.Enabled);

    replicationRule.setDestinationConfig(destination);

    Map<String, ReplicationRule> rules = new HashMap<>();

    rules.put("S3 bucket replication", replicationRule);

    configuration.setRules(rules);

    amazonS3Client.setBucketReplicationConfiguration(bucketName, configuration);
}
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Here Role ARN plays important role in providing access to S3 to replicate a 
bucket in another region. To get the bucket replication configuration, invoke the 
getBucketReplicationConfiguration method:

getBucketReplicationConfiguration(BUCKET_NAME);

public void getBucketReplicationConfiguration(String bucketName) {
    BucketReplicationConfiguration response =
        amazonS3Client.getBucketReplicationConfiguration(bucketName);
}

To delete the bucket replication configuration, invoke the 
deleteBucketReplicationConfiguration method:

deleteBucketReplicationConfiguration(BUCKET_NAME);
public void deleteBucketReplicationConfiguration(String bucketName) {
   amazonS3Client.deleteBucketReplicationConfiguration(bucketName);
}

Bucket Tagging Configuration
You can add tags to the bucket, which can be used for report purposes. To do so, invoke 
the setBucketTaggingConfiguration method:

setBucketTaggingConfiguration(BUCKET_NAME);

public void setBucketTaggingConfiguration(String bucketName) {
    BucketTaggingConfiguration configuration =
        new BucketTaggingConfiguration();

    TagSet tagSet1 = new TagSet();

    tagSet1.setTag("Chapter", "5");

    tagSet1.setTag("Name", "AWSS3");
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    List<TagSet> tagSets = new ArrayList<>();

    tagSets.add(tagSet1);

    configuration.setTagSets(tagSets);

    amazonS3Client.setBucketTaggingConfiguration(bucketName, configuration);
}

To get the bucket tagging configuration, invoke the getBucketTaggingConfiguration 
method:

getBucketTaggingConfiguration(BUCKET_NAME);

public void getBucketTaggingConfiguration(String bucketName) {
    BucketTaggingConfiguration response =
        amazonS3Client.getBucketTaggingConfiguration(bucketName);
}

Configuring Requester Pay
Bucket owners can configure that the requester needs to pay for accessing the bucket. 
The requester only needs to pay for the reading and downloading portion of the bucket’s 
object price; the bucket owner will pay the storage price. To make this possible, invoke 
the enableRequesterPays method:

enableRequesterPays(BUCKET_NAME);

public void enableRequesterPays(String bucketName) {
   amazonS3Client.enableRequesterPays(bucketName);
}
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To check that Requester Pays has been enabled, invoke the isRequesterPaysEnabled 
method:

isRequesterPaysEnabled(BUCKET_NAME);

public void isRequesterPaysEnabled(String bucketName) {
    boolean isRequesterPaysEnabled =
        amazonS3Client.isRequesterPaysEnabled(bucketName);
}

To disable Requester Pays, invoke the disableRequesterPays method:

disableRequesterPays(BUCKET_NAME);

public void disableRequesterPays(String bucketName) {
   amazonS3Client.disableRequesterPays(bucketName);
}

To check that Requester Pays has been enabled, invoke the isRequesterPaysEnabled 
method:

isRequesterPaysEnabled(BUCKET_NAME);

Bucket Transfer Accelerate Configuration
You can configure the bucket to perform quickly in terms of read and write. To do so, 
invoke the setBucketAccelerateConfiguration method:

setBucketAccelerateConfiguration(
                             BUCKET_NAME,
                             BucketAccelerateStatus.Enabled);

public void setBucketAccelerateConfiguration(
                             String bucketName,
                             BucketAccelerateStatus bucketAccelerateStatus) {
    BucketAccelerateConfiguration configuration =
        new BucketAccelerateConfiguration(bucketAccelerateStatus);

    amazonS3Client.setBucketAccelerateConfiguration(bucketName, configuration);
}
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To get the bucket accelerate configuration, invoke the getBucketAccelerate 
Configuration method:

getBucketAccelerateConfiguration(BUCKET_NAME);

public void getBucketAccelerateConfiguration(String bucketName) {
    BucketAccelerateConfiguration response =
        amazonS3Client.getBucketAccelerateConfiguration(bucketName);
}

To suspend the bucket transfer accelerate configuration, invoke the same 
setBucketAccelerateConfiguration method with “Suspend” status:

setBucketAccelerateConfiguration(BUCKET_ NAME,  
BucketAccelerateStatus.Suspended);

To check that the bucket transfer accelerate configuration has been suspended, will 
invoke the getBucketAccelerateConfiguration method:

Creating Folders
In S3, all data are considered in terms of bucket and objects. You can create logical folders 
that can ease your storage model. To do so, invoke the "" method:

String FOLDER_NAME = "apress";

createFolder(BUCKET_NAME, FOLDER_NAME);

public void createFolder(String bucketName, String folderName) {
    ObjectMetadata metadata = new ObjectMetadata();

    metadata.setContentLength(0);

    InputStream emptyContent = new ByteArrayInputStream(new byte[0]);

    PutObjectRequest request = new PutObjectRequest(
                                                        bucketName,
                                                        folderName + "/",
                                                        emptyContent,
                                                        metadata);

    PutObjectResult response = amazonS3Client.putObject(request);
}
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To create a folder in a bucket, you need to set the object’s metadata length to 0, 
empty content as part of InputStream, and follow the folder name with “/”:

To delete a folder, invoke the deleteObject method:

deleteFolder(BUCKET_NAME, FOLDER_NAME);

public void deleteFolder(String bucketName, String folderName) {
    DeleteObjectRequest request =
        new DeleteObjectRequest(bucketName, folderName + "/");

    amazonS3Client.deleteObject(request);
}

Uploading Objects
To upload objects under a specific bucket, invoke the putObject method:

Path tempFile = Files.createTempFile("chapter", ".tmp");

List<String> lines = Arrays.asList("Hello World!!!", "AWS S3");

Files.write(tempFile, lines,
            Charset.defaultCharset(), StandardOpenOption.WRITE);

putObject(BUCKET_NAME, "chapter.txt", tempFile.toFile());

public void putObject(String bucketName, String keyName, File file)
    throws IOException {

     PutObjectRequest request = new PutObjectRequest(bucketName, keyName, file);

    PutObjectResult response = amazonS3Client.putObject(request);
}
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We have created a temporary file that we can upload in the bucket. The object’s key 
name will be set to “chapter.txt”:

Listing Objects
To get a list of objects under the bucket, invoke the listObjects method:

listObjects(BUCKET_NAME);
public void listObjects(String bucketName) {
   ObjectListing response = amazonS3Client.listObjects(bucketName);
}
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Deleting Objects
To delete an object from the bucket permanently, invoke the deleteObject method:

deleteObject(BUCKET_NAME, "chapter.txt");

public void deleteObject(String bucketName, String keyName) {
     DeleteObjectRequest request = new DeleteObjectRequest(bucketName, keyName);

    amazonS3Client.deleteObject(request);
}

Emptying Buckets
To delete all objects from a bucket permanently, invoke the same deleteObject method 
after you fetched all objects:

deleteObjects(BUCKET_NAME);

public void deleteObjects(String bucketName) {
    S3Objects s3ObjectSummaries =
        S3Objects.inBucket(amazonS3Client, bucketName);

    s3ObjectSummaries.forEach(objectSummary -> {
        deleteObject(bucketName, objectSummary.getKey());
    });
}

Deleting Buckets
To delete a bucket permanently, invoke the deleteBucket method:

deleteBucket(BUCKET_NAME);

public void deleteBucket(String bucketName) {
    for (S3VersionSummary version :
            S3Versions.inBucket(amazonS3Client, bucketName)) {
        String key = version.getKey();

        String versionId = version.getVersionId();

        amazonS3Client.deleteVersion(bucketName, key, versionId);
    }

    DeleteBucketRequest request = new DeleteBucketRequest(bucketName);

    amazonS3Client.deleteBucket(request);
}
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Before deleting a bucket, make sure the bucket is empty (including versioned 
objects). To check that the bucket has been deleted, invoke the listBuckets method:

listBuckets();
public void listBuckets() {
   List<Bucket> response = amazonS3Client.listBuckets();
}

Monitoring Using CloudWatch
CloudWatch allows you to monitor the S3 having different metrics. It will trigger an alarm when 
a threshold is exceeded on specific metrics. The following steps are used to create an alarm:

 1. Go to the CloudWatch Management Console and click Alarm 
from left navigation, as shown in Figure 5-51.

Figure 5-51. CloudWatch alarm

 2. Click Create Alarm.

 3. The Create Alarm screen shown in Figure 5-52 will be 
displayed, which has two steps:

•	 Select Metric

•	 Define Alarm
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Figure 5-52. Create Alarm screen

 4. First, select the metric for S3. Click Browse Metrics and select 
“S3,” as shown in Figure 5-53.

Figure 5-53. Browse Metrics screen
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Figure 5-54. S3 metrics listing

Figure 5-55. Metrics Selected

 5. Figure 5-54 shows all the metrics that can be configured on S3.

 6. For our case, we will select the “BucketSizeBytes” metrics. Once 
you select, click the Next button, as shown in Figure 5-55.

 7. Define the alarm settings by providing a name, description, 
and threshold values on which the alarm should be generated. 
You will use the average of the objects’ size, which should be 
greater than or equal to operation1048576 bytes (1MB) during 
one day of interval. (See Figure 5-56.)
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 8. You will also configure Actions to trigger a notification when 
the alarm state is “ALARM.” To configure this setting, select 
from the drop-down list the value “Send notification to” or 
create a new notification by clicking New List. Enter the topic’s 
name and the e-mail address where notifications need to be 
sent. (See Figure 5-57.)

Figure 5-56. Define Alarm screen

Figure 5-57. Define actions
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 9. Click the Create Alarm button, as shown in Figure 5-58.

 10. If you have added a new e-mail that is not subscribed to SNS, 
you will be asked to confirm the e-mail address by opening 
the link sent in the e-mail, as shown in Figure 5-59.

Figure 5-58. Create Alarm screen

Figure 5-59. Confirm new e-mail address
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 11. Once you confirm the subscription, you will be able to get 
e-mails when the alarm is triggered. (See Figure 5-60.)

You can see that the alarm has been created in Figure 5-61.

 12. To test that the alarm has being generated, uploaded multiple 
objects to the bucket whose average size exceeded 1MB.

 13. You can see that the alarm state has been changed to 
“ALARM” in Figure 5-62.

Figure 5-60. Confirm new e-mail address - 2

Figure 5-61. Alarm listing
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An e-mail has also been triggered in Figure 5-63.

Figure 5-62. Alarm status changed

Figure 5-63. Alarm e-mail
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 14. After objects are deleted or moved to another location 
from the bucket, the alarm state will be back to “OK” or 
“INSUFFICIENT_DATA,” as shown in Figure 5-64.

Summary
In this chapter, you have learned how to create a bucket and how to configure a bucket for 
versioning. You have also learned about the life cycle management of objects and how to 
host a static web site. Finally, you have learned how to create folders and upload objects 
using AWS Management Console, AWS CLI, and AWS Java SDK.

Figure 5-64. Alarm status changed - OK
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select metric, 213–215

consumer applications, 158
durability and elasticity, 158
Firehose, 157
managed service, 158
real-time data streaming and 

processing, 158
SDK (see SDK)
stream, 157

Kinesis Client Library (KCL), 158

��������� M, N, O
Messaging queuing service, 89–90

��������� P, Q, R
Putty, 21, 35, 38–40
PuTTYgen, 21

��������� S, T, U, V, W, X, Y, Z
SDK

EC2 instances
access key and secret key 

explicitly, 57
AMI ID, 66–67
credential provider, 56
EC2CreationViaAWSJavaSDK, 68
instance status, 74–75

Command line interface (CLI) (cont.)



■ INDEX

311

instance type, 67
key pair, 62–66
list, 72–74
provider classes, 56
security group, 57–61
start-stop-terminate  

instance, 79–81
tags, 76–78

Kinesis
addTagsToStream, 209–210
AmazonKinesisClient, 187
createStream, 188
decreaseStreamRetention 

Period, 195–196
deleteStream, 212–213
describeStream, 188–192
disableEnhanced 

Monitoring, 197–198
enableEnhancedMonitoring, 197
getRecords, 201–204
increaseStreamRetention 

Period, 194–195
listStreams, 41–43, 192–193
listTagsForStream, 210
mergeShards, 204–207
putRecord, 198–199
putRecords, 200–201
removeTagsFromStream,  

65, 66, 211–212
splitShard, 207–209

SQS
add message attributes, 135–136
add permissions, 128–129
changeMessageVisibility, 142–143
changeMessageVisibility 

Batch, 144–145
deleteQueue, 146–147
get queue attributes, 132–133
getQueueUrl, 127–128
list, 133–134
listDeadLetterSourceQueues, 134
purgeQueue, 146
queue, creation, 125–126
receive message, 140–142
remove permissions, 129–130
send message, 134
sendMessageBatch, 138–140
setDelaySeconds, 138
setMessageAttributes, 136–137
set queue attributes, 130–132

S3
AmazonS3Client, 275
bucket replication, 291–293
bucket tagging, 293–294
bucket transfer accelerate 

configuration, 295–296
createBucket, 275–277
deleteBucket, 299–300
deleteObject, 299
listBuckets, 277–278
listObjects, 298
requester pay, 294–295
setBucketAcl, 71, 72
setBucketLifecycle 

Configuration, 287–291
setBucketLogging 

Configuration, 281
setBucketNotification 

Configuration, 281–285
setBucketVersioning 

Configuration, 285–286
setBucketWebsite 

Configuration, 279–280
uploading objects, 297–298

Simple queue service (SQS)
AWS Management Console

dead letter queue, 98–101
delete message, 109–110
delete queue, 111
purge queue, 110–111
queue, creation, 92–94
queue listing, 94–95
queue permission, 95–98
receive message, 105–109
send message, 102–105

CLI (see Command line interface (CLI))
CloudWatch

define alarm, 150–155
select metric, 148–150

features, 91
FIFO, 91
messaging queuing service, 89–90
SDK (see SDK)
standard queue, 90

Simple storage service (S3)
AWS Management Console

bucket permissions, 228–231
buckets, creation, 225–227
create folder, 244–246
cross-region replication, 238–240
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delete bucket, 243–244
delete folder, 246–247
delete objects, 251
empty bucket, 242–243
events, 233–235
life cycle rules, 236–238
logging, 233
public folder, 246
requester pays, 241–243
static web site hosting, 231–233

tags, 240–241
transfer acceleration, 242
uploading objects, 247–251
versioning, 235–236

CloudWatch
define alarm, 302–307
select metric, 300–302

data objects, 223–224
features, 224–225
SDK (see SDK)

SSH Client, 21

Simple storage service (S3) (cont.)
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